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1. Chapter-1 A& />

1.1 Feature

v2017(next-dev) & RK M U-Boot B /7] v2017.09 1ERRAH Y] HHSRIEAT I R A, B A S 430 HF RK

A ERAEE S . SRR A

o ¥ RK Android [E1F 5 35

o ¥ Android AOSP [Ef 5 3h;

e 7#F Linux Distro [#/4: /5 3h;

o #F Rockchip miniloader 1 SPL/TPL PF¥ Pre-loader 5| 5;

e ¥ LVDS. EDP. MIPI. HDMI. CVBS. RGB % /85 %

o % ¥ eMMC. Nand Flash. SPINand flash. SPINOR flash. SD . U % %4715 # J5 5015

o FF FAT. EXT2. EXT4 X1 R %5

o Y FF GPT. RK parameter 7 [X %;

o XFFJFHLLOGO. 7zl ., fLHE B, HEE M,

e F#FI12C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.
Interrupt 55;

o CFF Vendor storage FRA7F P IR AL E ;

o T ¥F RockUSB 1 Google Fastboot i USB gadget 555 eMMC;

o % FF Mass storage. ethernet. HID % USB % ;

o XHFFE IR BN AL FE kernel DTB;

1.2 Version

RK HJ U-Boot — L/ NA: v2014IHRRARFIV201 7H A, N #8448 F5 5 51 Nrkdevelop flnext-dev. F
FAPRA T N S HTU-Boot/& 75 v201 7ThR A

01 HIARE B FMakefile iR A S 2& 75 42017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

FR2: WIAFFNLEE —4T IEZUT B2 B A U-Boot 2017.09.

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

Wi H A5 v2017 26 H @ I 58T 31 Github:  https:/github.com/rockchip-linux/u-boot
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WAZIRA : v2017E SRRK NAZ TR AL >= 4.4

1.3 DM

DM (Driver Model) /& U-Boot #r#E ] device-driver JF &4, [ kernel i) device-driver 8 JEH KL,
V201 7h A 3846 DM HEETT & & DhRe st @G Je DM, T A#DMEEH [ B AT SEH .

README:

./doc/driver-model /README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

[EE-3EGE

o uclass: W& IRBNIRE A
o driver: YKz}
e device: W5

AR
./drivers/core/
1.4 Security

U-Boot/EARM TrustZone )% 414 5 1 J& - Non-Secure World, Toik BE e MATA 2 A& M BHR (. %4
memory. %4 otp. efuse...) , FHEAFH) trust [V . RKFH _EU-BootICPUIE TR

32fi*F4: Non-Secure PL1
64f*F&: EL2(Always be Non-Secure)

1.5 Boot-order

RK-F 6 H445 BT 2% LoaderfURS 2 S IR, HATAME R 375 -
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// B loader YR

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZloader i

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #834F ddr bin, SPL #H34T miniloader. TPL+SPL [¥2H-& 528 T ¥R RK FY§ ddr.bin+miniloader —%X
FIThae, TIAHHE &,

1.6 Driver-probe

U-BootE %8 5] A\ T device-driverFF KA5 Y, (HATIEALI BEA & 15 kernel HSFE H 3l & 2 233 M device-driverf
probe. driverffJprobe s tH FH P F 3N KL . #E0F:

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass get device by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass _get device by seg(enum uclass id id, int seq, struct udevice **devp):;
int uclass get device by of offset(enum uclass id id, int node, struct udevice
**devp) ;
int uclass _get device by ofnode(enum uclass id id, ofnode node, struct udevice
**devp) ;
int uclass get device by phandle id(enum uclass id id,
int phandle id, struct udevice **devp);
int uclass _get device by phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass get device by driver (enum uclass_id id,
const struct driver *drv, struct udevice **devp);

int uclass _get device tail (struct udevice *dev, int ret, struct udevice **devp);

WnbakzAmyciol ZRWS ViR

int device probe (struct udevice *dev); // EWH—EE NI

1.7 Shell

U-Bootf#]Shelll{CLI(cmdline line interface), Rl#r4-17#Ex0, /ol DARHE A O/ K H 2 X CMD. CMDFR
T#EIIShellifFH, BfedET run_command () *ﬂ‘runicommandilist() DIARHG ) 2 A H

int run command(const char *cmd, int flag)

int run command list(const char *cmd, int len, int flag)

1.8 Boot-Command

U-Boot fx i1t conr1c BooTCOMMAND 5E X HJE F1iT 4 5 Skerel. #EHAT cONFIG BOOTCMD Z RiiE 4
47 conFIG_PREBOOT Til/H BN A4, WX/ LT .
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1.9 TPL/SPL/U-Boot-proper

U-Boot il i i F 7 [ B 4 3 2644 7 LA [ — B AR 3R B = A AN [F] Bh B ff) Loader:  TPL/SPL/U-Boot-

proper.
TPL(Tiny Program Loader)# SPL(Secondary Program Loader)#& tt U-Boot B 5B B ] Loader:

e TPL: IZ{T{E sram H', H3756/% ddr WILh1L;
e SPL: iE{77E ddr ¥, MTIEMARN lowlevel FIEHL SEELF N (trust.img F1 uboot.img)

e U-Boot proper: z{77EddrH, BPFAT@E S Frifiif"U-Boot", & 1 5 5] Fkernel;

PiH: U-Boot proper IX—iitik AT M SPL X 43, HF 2018, JE4:m 2R U-
Boot proper A 1#F # #7 A U-Boot.

JABIE
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

¥ £ %#. doc/README.TPL 1 doc/README.SPL

1.10 Build-Output

U-Boot4m ¥ I Ja S EM B s N AR — S B B0 (SCRFTPL/SPLYW PRI 7 TPL/SPLIY AR Al SCAH) -

// U-BootBir &

./u-boot .map // MAPER I

./u-boot.sym // SYMBOLZR X AF

. /u-boot // ELEXAF, KFRINZKvnlinux (EE! )
./u-boot.dtb // u-boot H EHJdtb3fF

. /u-boot.bin // AIPAT RSO, SeFT A uboot . imgl TS

// SPLITEL

./spl/u-boot-spl.map // MAPRN

./spl/u-boot-spl.sym // SYMBOLZR X fF

./spl/u-boot-spl // ELEXXAE, KEAZFvmlinux (EIFE! )
./spl/u-boot-spl.dtb // splHCKdtb

./spl/u-boot-spl.bin [/ FIPAT SO, ST A lcader HTHES

// TPLI B

./tpl/u-boot-tpl.map // MAPER A
./tpl/u-boot-tpl.sym // SYMBOLZE X {t
./tpl/u-boot-tpl // ELEXXAE, KEAZFvmlinux (EIE! )

./tpl/u-boot-tpl.dtb // tplH M dtb3TH:
./tpl/u-boot-tpl.bin [/ FIPAT RSO, ST A lcader H TR S

1.11 Environment-Variables

ENV(Environment-Variables) #&U-BootSZ £f (1) —fh 4 fa B & BEAME 3 77 50, B BE 2 M) — 5K HA SH R
2, AU P A DL - AR R AT B
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EVN @HAFE TP ERESE: B mEMaE. MZEE (ipaddr. serverip) . bootemd. bootargs
&, FPATAME AT AT TMEM printenv fr 4T EIHISK.

o AP AEFEE B IEENVEIE (A B A M A7 % L
o ENVEHR{UR T U-Bootfli H, ToikBE4EMLI6E%A WAL WO BT
o M/ EW BUEEU-Bootf 2 (¥ fw_printenv T2 5 M ENVE#7

RK “F& F ENV HUERIFEMEHBER AN E XN (A7 F35) «

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_ IS NOWHERE
default 0x3f£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area
endif

1.12 U-Boot DTS

U-Bootf7 H CLHIDTSI A, 4By <3 B B R RLFIDTBIC A, B VS INEu-boot.bin K . U4 H k-
arch/arm/dts/

% & BARE FBANDTS A, 1#83d defeonfigh /) CONFIG_DEFAULT DEVICE TREE f8/E.

1.13 Relocation

WHEAETFHL B, U-BootHH i — 2 [fIbootloader N 2 ZIDRAM [k itk . U-Boot5e iboard f.c (IS5 2>
T H S EE A B N AR RN bk B (FR Mrelocation, iX MR HEU-Boot N 74T R E) » 5%
Jifrelocation i 4k £ 5¢ fiiboard_r.c itfE. W] L@ LS SR

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocateF|ddr ¥ Ml WE 0x7d304000/kHE. A0, MEFHMrelocations,
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment
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2. Chapter-2 RKZEH)
AT AERK T E S TSR feature

21818

AT BT L E R BT /O HICONFIG_BLE I, )2 48181d make menuconfig M7 X iE/ K M.
FrdE e — ek i . B3 AE U FICONFIG it & 1

157 Bt defconfigh 7T 5 /2% FICONFIG_JC B 1, 8 4 K K configH e SV L B A O¢ & 11 5 £.config
ANE.

Ei%ﬁde&onﬁgﬁﬁf%ﬁﬁﬁ%make savedefconfigﬂg73fﬁo

2.2 P& 3

6 Hx:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
. /board/rockchip/

./include/configs/
defconfig H 3%:
./configs/
U A FEAR AT !

./arch/arm/mach-rockchip/board.c

23 FEiE

e & >
Fr G EIE . SHoEHE AT WL LE

/] BEERAFEM OFREBFEATEEEO
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

// BT EMAE, PIRK3399 MM
./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig
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fic & Ui A
1 F4FXF rockchip-common.h. rkxxx_common.h. evb rkxxx.h & S ) L & 25 H U .

e RKIMG_DET BOOTDEV: iSRRI A4, LIR30 77 ZCERI 24 1 1) 77 i B 4 8 2L

e RKIMG BOOTCOMMAND: kernel J& 14

e ENV_MEM_LAYOUT SETTINGS: [Elfhn#kHhl, 45 ramdisk/fdt/kernel;

o PARTS DEFAULT: ZRIAM GPT 73 [X3R, FERELLFL T, AAA6EHH B RIE 8T GPT 45 X R
B A 5

e ROCKCHIP_DEVICE SETTINGS: AM&AHKar4, FERZIRE stdio (—Ma & Bontids s
)

e BOOTENV: distro 5308 2l linux i ()5 3l 1% 5 R0 iy 25

e CONFIG SYS MALLOC LEN: malloc £t A/,

o CONFIG_SYS TEXT BASE: U-Boot izfT Kt afi bt ;

e CONFIG_BOOTCOMMAND: HZfr4, —ME XN RKIMG_BOOTCOMMAND:;

e CONFIG_PREBOOT: fiiJE#hfi4, fE CONFIG BOOTCOMMAND i #4447

e CONFIG_SYS_MMC_ENV_DEV: MMC fE5 ENV f#ig /B 1 dev num, —f/E 0;

1~ BL RK3399 k47 35 B -

/include/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ /7 BEASTRIN AT G R A

"rkimg bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \O"

#define RKIMG BOOTCOMMAND \

"boot_android ${devtype} ${devnum};" \ // Jasandroidig[E 4
"bootrkp;" \ // A BRKAE 2 LE 4
"run distro bootcmd;" // JBEN1inux[@EH:

#ifndef CONFIG_SPL_BUILD

#define ENV_MEM LAYOUT SETTINGS \ /7 [t
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt_addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV_SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ // BRINHIGPT /X R



ROCKCHIP DEVICE SETTINGS \
RKIMG DET BOOTDEV \
BOOTENV

#endif

// JABNLinuxhf i E 3% &R 6 4

#define CONFIG_ PREBOOT // FECONFIG_BOOTCOMMANDZ Ry AT BITHE i

#ifndef CONFIG_SPL_BUILD

#undef CONFIG BOOTCOMMAND

#define CONFIG_BOOTCOMMAND RKIMG BOOTCOMMAND // & XJA#hf4 (HEN

RKIMG BOOTCOMMAND)

#endif

#define ROCKCHIP DEVICE SETTINGS \ // fERE BRI
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0O"

2.4 BERE

RKT- & [{1U-Boot A SIAEUI T, (XFI ) —LL EL EUD IR

start.s
// TG
=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic

=> main

// ARMEERIAHIEI) Lowleve 1¥IEAL

=> stack /[ HERIFCINEE T EE AR
/7 UE—BrBY cAsERIaatt, At —RHIK R EIHH
=> board init f: init sequence f[]

initf malloc

arch cpu init
serial_init

dram init

// [soCHilowlevel#Jihit]
// BIOHE
// [RBddrEFE=ELR]

reserve mmu // MddrREIFiHE IRk reserve NAF

reserve video

reserve uboot

reserve malloc

reserve global data

reserve fdt

reserve stacks

dram init banksize

sysmem init

setup_reloc // Wi U-Boot HE FErelocliyhil

VAN E2N) 5

=> relocate code // LGEHU-Boot i) relocation

/7 BB Y cAsmaatt, K — K5I R EIHA

=> board init r: init sequence r[]
initr caches // A£REMMUMI/Dcache

initr malloc


af://n540

bidram initr

sysmem initr

initr of live // HigEtof live
initr dm // WIEAmHESE
board init // CFEVIIRM, Bzl ]
board debug uart init // HOiomux. clkiE
init_kernel dtb // [Y)Flkernel dtb] !
clks probe // VI RGN
regulators enable boot on // WA R G AR
io domain init // io-domain#IiHt
set_armclk rate // __ weak, ARMIEM CEEAAFRA L)
dvfs init // SRR R AR
rk_board init // __weak, HIBMNEAMT G AT
console_init r
board late init // P& latedlthit]
rockchip set ethaddr // WEmactbil
rockchip set serialno // WHserialno
setup_boot mode // fENT"reboot xxx"fTA .
// R L oader E B, recovery
charge display // U-Boot7tHi
rockchip_ show_logo // EaRHHllogo
soc_clk_dump // #TElclk tree
rk board late init // __weak, HIFANEMTGIEATEIL
run _main loop /7 DEANGAATHR, BT Ead4 ]

2.5 WIFA J&

U-Boot H1R7%% Loader JN# %] coNFIG sys TExT Bask Hihih, WIIARILES S3RUI SR RGHENIERR,
324 F & LINAERRAGBAT A (HR AN ARG , 64607 & LINNATHE AT H. 2
JEiEId — & Flreserve_xxx() £ H NN AEAR AL AT IR 75 I A AE, 510 H Crelocate )3 Bireserve ) 4
] o WAERARMERAMRIT, ARMG64AM] CHBIEL -
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Start Addr

Name Offset Size Usage Secure
ATF 0x00000000 IM ARM Trusted Yes
Firmware
SHM 0x00100000 1M SHM, Pstore No
OP-TEE 0x08400000 2M~30M ifﬂ TEE JF%& Yes
FDT fdt addr r - kernel dtb No
KERNEL kernel addr r - kernel 8514 No
RAMDISK ramdisk_addr r - ramdisk Bi1% No
FASTBOOT - - Fastboot buffer No
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC . CONFIG _SYS MALLOC LEN REGMHEZA] No
U-Boot - sizeof(mon) u-boot £i15 No
Video FB - fb size 32M No
TLB Table E&M—TOP' 32K MMU 5% No

FRFH start Addr Offset —F2F RHEET DDR base HHblikmF2 ;

Fastbootti ik FI K /N HEL B ¥t %€ : CONFIG_FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF _SIZE.

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp H1 T[] KR4 S 75 >R K/ R4 s

o 64 f°FH: ATF ;& ARMv8 1), OP-TEE J&r[ikIi; 32 f7°F&: XA OP-TEE;

o kernel fdt/kernel/ramdisk /& U-Boot 77 Z M%) [ Hidik, H ENV MEM LAYOUT SETTINGS JE 3;

e Fastboot TJRE T B [ buffer Hiht F1IK/NE defeconfig 7 g s

o OP-TEE (548 )77 [A] 75 ZEARE SeBr 5 5K1fi 2, foRoN 30M;  Hir RK1808/RK3308 - OP-TEE JH7E
fRthhl, “A7E 0x8400000;



2.6 AN R

RK linux /7 ZHIAEAA R U, Android /7 5% T boot/rootfs € X iRlinux*F &/ 55, HEeEA—F, 7
%5,

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 | 7104 00001bc0 | 4096000 2.5MB | preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 |262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used
reserved 8064 00001180 128 00000080 | B55936 B4KB | legacy DRM key
U-Boat ENV 8128 00001fcO |64 00000040 | 32768 32KB
reserved2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 (4194304 |4MB |U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 4MB trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 |229376 | 00038000 |117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 | 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

K F 51 H: http://opensource.rock-chips.com/wiki_Partitions

2.7 Aliases

U-BootH' g L4552k [ aliases 5 7l Tkernel DTS B 5 X o
eMMC/SDfEU-BootH SN mme %45, M50, 1{EX45r; SDIJE S/ = TeMMC.,

mmcl: Fixsd

mmc0: FsRemmc

2.8 AMP

RKF & HJU-Boot>Z F AMP(Asymmetric Multi-Processing) [E 5] 5.

HLSH. REFHRETT.

2.9 Atags

RK-F 6 13 ke :
BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RKF 6 &2 8144 2 A 7] DL i ATAGSHLAIL 36— LUt B = B .

o J&EHVEMHE: ddr-bin. miniloader. trust. U-Boot, A7 Kernel.
o fEIBNZ: HIIME. fEEA. ATF M1 OP-TEE SHRINAE. ddr HEL.
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ARADSEE -

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c

2.10 Bidram/sysmem

U-BootA] LMEF RGP N AF, H GBI RHIE BB RGP A7, TR 58 5 3l 1 I ) R B K
P47 218 . U-BootB A L 26 4 BX He A 6], [RIHERKF £ 5] Abidram. sysmem P A7 BRI XX e g 47
HEATE B

ik, n_EU-Boot2F Mimalloc B HALH], RKF &M RFETH N A7 L sysmem + bidram + malloc & ¥
R T, BRI A S A n)

low-addr high-
addr

|- | === \

| no management | system used

| = | =m=mmmmmmmmmmmmes |
0x0 N GB

* bidram: #Hu-boot. kernelftBLANRIA. G ZLIBRIGNAFEL, filln: ATF. OP-TEE i H =[]
o sysmem: & ¥kernel W] L. AIHIIAAEH. Biltn: fdt. ramdisk. kernel. fastboot /i H )75 [H].

HHRARHS :

./lib/sysmem.c
./lib/bidram.c
./include/memblk.h

./arch/arm/mach-rockchip/memblk.c

40 /2 bidram A1 sysmem FINAFEHE B3R, 2B I NAFEHRW UG48 e 57 3 i 288 dump HSK. @0
i T A

bidram PW77{5 53

bidram dump all:

// <1> XHBERTU-Boot NiTHloaderKEHddr A EE R, —IH 268
memory.rgn[0] .addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory.total = 0x80000000 (2048 MiB. 0 KiB)

/7 <2> RELRIR TR R KA B NAAEE, XEA X kerne LA K

reserved.rgn[0] .name = "ATFEF"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[1l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)

// <3> RERZOEEN ER<2>#T S E SR, fla: SXARMHET &I
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LMB.reserved[0] .addr = 0x00000000 - 0x00200000 (size: 0x00200000)

LMB.reserved[1].addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)
symnenl?ﬂ%?ﬁ%ﬁi%%:

sysmem dump all:

// <1> XHBEsysmemn[ EHA S ANAEE, Blbidram<3>Z MW ddrEF&E, Xfkerneln] W,

memory.rgn[0].addr = 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)
memory.total = 0x7e000000 (2016 MiB. 0 KiB)

/7 <2> REERTENEMFallocEMINFRER

allocated.rgn[0] .name = "U-Boot"
.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229ec0)
allocated.rgn[1l] .name = "STACK" <Overflow!> // FWH
.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "FDT"
.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3] .name = "KERNEL" <Overflow!> // FRWHNAFHEH
.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4] .name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
// <3> mallocir/fﬁlkd\
malloc r: 192 MiB, malloc f: 16 KiB

allocated.total = 0x0f874acc (248 MiB. 466 KiB)

/7 <4> RERZOHEIER L <> AT E BB, BoRyoh FERNAARE R

LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
LMB.reserved[1] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)
LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3].addr = 0x71bd6140 - 0x80000000 (size: 0x0e429ec0)
reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

R R A RTTED, MR R E R, 1E45E Lk bidram A1 sysmem dump W A7AE B AT 4
Mro



[/ WEHIER N O HARE M S T, FAENFES. XU AT RS0 N A SE R A 2
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

// ST ) AR DR — SRR SR R TEVE RIS B (3T sy smemlbidramfs B
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmem B A ARG HIEE0%200000, FFLAMEASHIIEAE]0x1 00000 LS I 2 4]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// BEHEHIFE"RAMDISK" N1
Sysmem Error: Failed to double alloc for existence "RAMDISK"

2.11 Fuse/OTP

RK-F- 58 1 J7 fE i iksecure-boot D RE, R 75 X [E {125 44 8 B IT JH secure-boothi . (AT AVGE'S
efuse/otp) . Miniloader ¥i#id U-Boot [1] kernel i8Il cmdline 7 B 24 1] efuse/otp ff it /e M LES «

e "fuse.programmed=1": FFJ8 T secure-boot, efuse/otpCEHFES .

e "fuse.programmed=0": )i T secure-boot, efuse/otpi%H MRS .

o cmdline &7 fuse.programmed : & /o secure-boot (MiniloaderM%i$) , iF Miniloader &
ENEEFEST SR

U-Boot 5 B &I 252

83c9bd4 board: rockchip: pass fuse programmed state to kernel

2.12 Hotkey

RKP & 28 DAL Sl — e F I, RS (WRTEEAlR, 152 2L J8 flsecure-boot
RO o FFHLE

o ctrl+c: #EA U-Boot fiy 2 47HE;

o ctri+d: HEA loader FEE A ;

e ctrl+b: #E A maskrom K25

o ctrl+f: B fastboot Bix;

o ctrl+m: FTE bidram/system 15 &.;

o ctrl+i: fHEEA X initcall_debug;

o ctrl+p: FTEN cmdline 18 & ;

o ctrl+s: "Starting kernel..."Z J5# X\ U-Boot Ay 41T

2.13 Image Decompress

o 64 V-G HIHLAE 1 S Image, HU-Boot MN#EE| HArig T Hikik. {H& RKF & ] U-Boot I8 7] LK
X640 LZAKS TR He 4 A RZEAT i e (H 2 F P e 2B e«

CONFIG_LZ4=y
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AN LZAE 45 NAZ ISR R AT ek aiie XAES T 61 rkxxx_common.klj(##qj:

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LZAfEE NI
"kernel addr c=0x02480000\0" \ // LzAJEARNIZII I
"ramdisk addr r=0x04000000\0"

o 32 [P HMINLEHE T e S zlmage, HU-Bootl#F| kernel addr r #hhik b, FFHPMZTERKH fE
.o {HZRKY G HIU-Bootid Al 32 FfImagek% 3\, HU-Bootn# 3 H Ax iz 47 Hotik .

H%%?ﬁ%r&mymmmhi#ﬂ%%?kamk@ﬁ&rﬁ&ﬁ%Xkamk@ﬂ&cﬂ
o (HREMAPATREHENEE, U-BootHIWr i /Ezlmageil &Image, ZNASAELIX2AMHikE. HZ
HLP b 2R A -

CONFIG SKIP RELOCATE UBOOT
3247 ARZ IR B ik 5E

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImagek4i N Z K HbE
"ramdisk addr r=0x6a200000\0"

2.14 Image kernel

RK-T & [1U-Boot 3¢ Ff = ks 2 A [t 1 51 3

o RKH%
Bif% U ) magic H”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 00
KRNL. .Y.vuennn..
00000010 00 03 A4 BC 0B 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1i

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;

recovery.img = ramdisk(for recovery) ;
e Android#% =\,
1% LA ) magic N”ANDROID!”:
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00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@"
00000010 F9 31 CD 00 00 00 00 62 00 00 OO 00 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;
recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;
VilH: recovery dtbo: MAndroid-9.04 FFUa#T 4515 dtb: MAndroid-10.074 FF UG #4115
%
 Distrof% =

H RTFUR Linux (9 —F0@ F [E 44T A% X K ramdisk. dtb. kernel 47— MR . XM
W LAER ST RGAE AFLE, Bl ext2. extd. fat 55, U-Bootfs Bilid S RGEA Be vy 10 2 & (1 4
H. BX2BH:

./doc/README.distro
./include/config distro_defaults.h
./include/config distro bootcmd.h

o 513t android > rk > distro, KR FEATXS NN E B A&, = A& SARIMSEHIZ I
17, HEREREAEG SRR R RN NHELEU-Boot i 471 2.

Jaah e e X
#define RKIMG BOOTCOMMAND \
"boot android ${devtype} ${devnum};" \

"bootrkp; " \

"run distro bootcmd;"

2.15 Image U-Boot

RK-T- & [IU-Boot Hitrust 3 P Al 4% 20 RKATFITH% 273 %5 i Miniloader f1ISPL %151 5] F . H AirRockchip
KATHISDK ARV 1126970 5 5, RVII26TFIRIIF 6 R HFITAR 3, 2 B -1 & R HIRK A 2

o RK #%3
Rockchip H & SCHT 4455, U-BootHltrust7y A FT L Nuboot.imgMtrust.img. U1 T :
uboot.img M3247 trust.img H 4 - Hmagic H“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER
00000010 00 00 20 00 78 dO Of 00 06 99 c2 a8 20 00 00 00 |.. .Xe.o..o.o..

-
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e £f2 24

6447 trust.img 1% X Himagic A“BL3X”
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00000000 42 4c 33 58 00 01 00 00 23 00 00 00 £8 00 04 00
[BL3X....#....... |
00000010 00 00 00 OO OO 0O OO0 OO 00 OO OO OO0 00 OO 0O 0O

o FIT #:X
U-Boot mainline 37 5 /) —F R y5 MR = 1 [ 4 4% . U-Boot. trustPh Fmeu® [ 44— #2478 N
uboot.img.

uboot.img I 1E A+ fimagic 29"d0 0d fe ed", 74 fdtdump uboot.img A LLEEFE [l #Fk.

00000000 dO O0d fe ed 00 00 06 00 00 00 00 58 00 00 04 c4
locococooocos Kooool
00000010 00 00O 00 28 00 0O 00 11 00 OO OO 10 00 OO OO 00 |...

FEZFITN B SEFITE .

o H[ITH
HH N T NXTOTATF i Fe iy HL <5 AT g 3 BUA PHAIR U5 0L, uboot.imgMtrust.img &Rl 1 2 &40 4T

(I
I 14 L8N ARG IR
RK uboot.img IMB 4
RK 32fi trust.img IMB 4
RK 644/ trust.img 2MB 2
FIT uboot.img 2MB 2

MR FAE AT, uboot.img Al trust.img HJ K /NERINER Z4MB .

B R/NFI BB T Vs
o RK#: HixarBINSH. Hll: --sz-uboot 2048 1 Ml —-sz-trust 4096 1, K
uboot.imgHA2M, FTE147; trustimg#fraM, FTEI1
o FIT #%3: FXEZ%: CONFIG SPL FIT IMAGE KB Al
CONFIG_SPL_FIT IMAGE MULTIPLE. 42K 45 K/NAL: KBYRIFT A5 4L

2.16 Interrupt

U-Boot i JR A S ¥ A se B b, RKT-E5%E 7iZIh6E, HHFGIC-V2. GIC-V3.

L 5% PEHHET.
2.17 Kernel-DTB
JRAE K U-Boot R 3 F7 FHU-Boot H . (IDTB, RKT & #1 T kernel DTBHLHI ) FE, EI{§ Flkernel DTB

EWIEAN R . EEEHBRN T IRE IR 2T, W: power. clock. display 5.

ZHE IR
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e U-Boot DTB: fBi#IdAAFfiE FTEIE L4 %
e Kernel DTB: i Si¥JUR b At $TENER O LA 345

U-Boot#J4A LI 55 FIU-Boot DTBYE BUA7Ai# T ENER I4I4A1L, K5 A7 A% L n#Kerel DTB ¥ i & HJ
XA DTBAkSEI A RS . Kerne DTB RIS SCIIIEREL: init kernel dtb() o

TR E— A FEBH U-Boot DTB (FRIEFEHATENE ) , £ T& KAAKISDK B AH F 1 defconfig # 2
Ji Flkernel DTBHLH#| . Bt LL# & X F4M& IDTSIE, H 7 BiZ1& Mkernel DTB.

2<F U-Boot DTB:

DTS H 3%:
./arch/arm/dts/
J& Hkernel DTBHLH G : 2% M Bx 2 U-Boot DTS 7 u-boot, dm-pre-reloc Fl u-boot, dm-spl B

R E ok, 7R AL L SIBRdefconfight conFIc OF SPL REMOVE PROPS FHJE [fiproperty, &4
Ju-boot.dtb 3 {3 HE N fEu-boot.bin I A JE -

FH P 9w 3 52 U-Boot)& A AIE Y fdtdump &K AIDTB N %

fdtdump ./u-boot.dtb | less

GETE NN A
2.18 MMU Cache

RKF- G BN EMMU. Dcache. Icache, MMUZKH 1:1£&PEBLS}, DcacheX H write-back #ilig . AHICHE
[P

// Icachef#[:
void icache enable (void);
void icache disable (void);

void invalidate icache all(void);

// Dcache$zH:

void dcache disable (void);

void dcache enable (void);

void flush dcache range (unsigned long start, unsigned long stop);

void flush cache(unsigned long start, unsigned long size);

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all(void);

/) BEFTUR IS R AE X ] ) Dcache J& M

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

2.19 Make.sh

make.shBE/E —MRFEMA, 2 —MTE. K TH. AT RICH. TR,

// T4
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./make.sh --help

// FTELIE T RE

./make.sh trust // flftrust

./make.sh loader // $Tfloader

./make.sh trust <ini-file> // B trusti8E ini XM
./make.sh loader <ini-file> // @ loaderfl#gEini A

./make.sh spl // FMtpl+spl&E#iddrfiminiloader, FJfloader
./make.sh spl-s // Fspl&E#fiminiloader, #Jfljkloader

./make.sh itb // #fu-boot.itb (64T & R HFHTHATFMU-Boot, OP-TEE
AT

./make.sh env // HRifw printenvH

/7 BRI TIRE

./make.sh elf-[x] [type] /) RiCH: WH-1x158, [type] MIERZER R 4MSPLELTPL
./make.sh elf // RiCHiu-boot A, BRIMEH-DS3
./make.sh elf-S // I giu-boot XA, HH-sSH
./make.sh elf-d // RiCHmu-boot XM, fTH-d54
./make.sh elf spl // IL%tpl/u-boot-tpl XM, ERIMEH-DSEL
./make.sh elf tpl // RIL%ispl/u-boot-tpl XA, ERINEH-DSEL
./make.sh <addr> // e Eaddrh] B R AR 7 B
./make.sh map // ¥THu-boot .map
./make.sh sym // $TFFu-boot.sym
2.20 HW-ID DTB

RKT & KJU-Boot 7] AR HEGPIOE & ADCHITE IR ZS , M Z A3 DTB A A i ik 5 i {4 IR A5 VT AL D TB gk
Tm#E.

BE2Z%. RGHPET.,

2.21 Partition Table

RK -G HIU-Boot 3L Fi PR 47 [X 3R : RK paramterf$ s (1H) 1 br#EGPTHEA CB) » MUHLES LR
PRy X R, RAEMHGPT /XK. Joit& GPT 142 RK parameter, 65 F 1945 X 3 S A-&R Y
parameter.txt. F3 7 0] LLUEL"TYPE: GPT" )& Al 2 5N GPT.

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT // HEREGPTHE M XK, BINARK paramter

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot), 0x00002000@0x00006000 (tr
ust), 0

x00002000@0x00008000 (misc),0x00008000@0x0000a000 (resource), 0x00010000@0x00012000 (
kernel

), 0x00010000@0x00022000 (boot) , 0x00020000@0x00032000 (recovery), 0x00038000@0x000520
00 (bac
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kup) , 0x00002000@0x0008a000 (security),0x00100000@0x0008c000 (cache) ,0x00500000@0x00
18c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor) , 0x00100000
@0x007

96000 (oem) , 0x00000400@0x00896000 (frp) ,-Q@0x00896400 (userdata:grow)

2.22 Relocation

U-Boot2x 7£ 5¢ Jilboard_f.c{Iii ARG H Crelocate# N A7 A B )34kt b, AA&IIEALU-Boot N A7A7 J&)
M€ . RKHJU-BootEkiA:

o 32fi°F"4: CONFIG SKIP RELOCATE UBOOT=y I Afifrelocation, 75 NI .
o 6417 F 5 fHrelocation.

2.23 Reset

o U-Bootl) & A fllkernel —Ff, B2 75 Bl Atrust B 52K
o U-Boot iy 247 B r] LSZ FFEikernel —Ff reboot xxx iy 4 (K Tkernel dtsH [ 7& 3

2.24 Sd/Udisk

RKF- 65 HIU-Boot 3¢ £ SD/UHE [ 1 J5 s it 9. Ferpr:

e SDJE F/F+ & MbootromiX — kT 4~ FF
o U BB/ T2 MU-BootiX — 2 T 1A S ¢

HESH: RGRRET,

2.25 Stacktrace

JEZE I U-Boot N SCRF IR FHAR LA, RKCF S8 7 iZhfe. H AT Ay 3800y 20k 1 AT B

o RGN E Bk
o /XM dump_stack () ;

o ffifl CONFIG_ROCKCHIP DEBUGGER ;

filn % Stabort:

"Synchronous Abort" handler, esr 0x96000010

// abortfJEE. pc. 1r. sp

* Reason: Exception from a Data abort, from current exception level
% BC = 000000000028£430
* LR = 00000000002608d0
= 8P = 00000000£3dceb30

// EEEHEPCHILR

Call trace:
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ECF [< 0028£430 >]
LR: [< 002608d0 >]

/) BRBORFHK R
Stack:

0028£430
0028da24
00211600
002117b0
00202910
00202aa8
0027698c
002151ec
00201b2c

A AN A AN AN AN A AA
V V. V V V V V V V

// FRSRP A BRI AR B
Copy info from "Call trace..." to a file(eg. dump.txt), and run

command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

AP AR BB, SR RS B ) B E S CHefndump.txt) JEHATHN fir 4

cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/] BT ERKIR
SYMBOL File: ./u-boot.sym

// B G PCRILRGS R ARRD A B

Call trace:

PC: [< 0028f430 >] strncpy+0xc/0x20 ./1lib/string.c:98

LR: [< 002608d0 >] on_serialno+0x10/0xlc ./drivers/usb/gadget/g dnl.c:217

[/ EHJE1 R L SL R H

Stack:
[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0
[< 00211600 >] do env set.isra.0+0x70/0x1b8
[< 0021170 >] env_set+0x3c/0x58
[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] Dboard late init+0x5c/0xal
[< 0027698c >] initcall run 1list+0x58/0x94
[< 00215lec >] Dboard init r+0x20/0x24
[< 00201b2c >] relocation return+0x4/0x0

EEF:

o Hefdn o =H, FAARRIRRE IRGE BT B0 2 5 4R S .

./scripts/stacktrace.sh ./dump.txt // FEMTREHU-Boot I MG E
./scripts/stacktrace.sh ./dump.txt tpl // fENTR B tpl KR FARAE B
./scripts/stacktrace.sh ./dump.txt spl // fENTR B spl KA AR B

PATZAT W, ZRTHLES B AR U LA AR SRR A A R X! Bl
INEES /8

FEIEHR



2.26 TimeCost

U-Boot #IAHE5HRERIN 2 AT ENA T BLH) S FERT :

### Booting Android Image at 0x02007800
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=fe000000 size=1000000
'reserved-memory' ramoops@00000000: addr=8000000 size=£0000
Using Device Tree in place at 08300000, end 0831l6edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-Boot By B LA FEIT

Starting kernel

AP LI IT 1ib/initcall.c M debug () A1 DEBUG RGN FIIRFEFENT, BREOhl A&} /make.sh
AT R Yw 3k A5 -

U-Boot 2017.09-00019-g9%b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd6l
PreSerial: 2

# 1213 us # 155. 28 ms

initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// MR 187 us

initcall: 00203719 i MIFER

&
// WI'F 165.355 ms /& initcall: 00203719 JNIEHJU-Boot ) ZNFERS

# 187 us # 165.355 ms
initcall: 0020de81

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms

initcall: 0020de27
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2.27 Timestamp

Kernel (4] EIME BB AT IS RIER, 7 (8 FH P ORI (8] . U-Boot¥FT ENE EERIN KA Wi (8, A
T EE AT LAd AEfiC B CONFIG _BOOTSTAGE PRINTF TIMESTAMP o U1 F:

[ 0.324987] U-Boot 2017.09-00019-g9%055ed0-dirty (Dec 26 2019 - 14:31:44 +0800)

.327215] Model: Evb-RK3288

.330039] PreSerial: 2

.332526] DRAM: 2 GiB

.336454] Relocation Offset: 00000000, fdt: 7be22c38

—_ = = o/
o O O O O

.346981] Using default environment

.351075] dwmmc@ff0c0000: 1, dwmmc@Eff0£0000: O
.394136] Bootdev (atags): mmc 0O
.394272] MMCO: High Speed, 52Mhz
.395276] PartType: EFI

.400347] Android 9.0, Build 2019.6
.402070] boot mode: None

.405213] Found DTB in boot part
.407833] DTB: rk-kernel.dtb
.418211] ANDROID: fdt overlay OK
.432128] I2c0 speed: 400000Hz
.435916] PMIC: RK808

.439113] vdd _arm 1100000 uv
.444148] vdd gpu 1100000 uv

— — — — —/ o/ o/ /= o/ o/ o/ /e
O O O O O O O O O o o o o

[ 1.005018] ## Booting Android Image at 0x02007800

[ 1.009917] Kernel load addr 0x02008000 size 8062 KiB

[ 1.014981] ## Flattened Device Tree blob at 08300000

[ 1.019970] Booting using the fdt blob at 0x8300000

[ 1.025185] XIP Kernel Image ... OK

[ 1.035469] 'reserved-memory' dma-unusable@fe000000: addr=£fe000000
size=1000000

[ 1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=£f0000
[ 1.044412] Using Device Tree in place at 08300000, end 0831l6edl
[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
[ 1.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
[ 1.075259] Total: 812.613 ms

[ 1.075279] Starting kernel

VER: I TAVRRET BN AH XS I IR], g AR5 i 7]

2.28 Vendor storage

RK-F & fIU-Boot#2 it | Vendor storageX 1545 Fl /' {R7SN. MACSE . MmN (FEIL

vendor.c) :
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#define EMMC VENDOR PART OFFSET (1024 * 7)

/* —-— Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET 0

/* —-—— Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH VENDOR PART OFFSET 8

P — AN EOIEAE S it ke, R EoGER S0

int vendor storage read(ulé id, void *pbuf, ulé size)

int vendor storage write(ulé id, void *pbuf, ul6 size)



3. Chapter-3 iFRE

3.1 AT A&

N #irkbin

RRE—ANTEOGE, HTFEBRRKAFERbin. JA. T8 T E. U-Boot ki< WiZ O FER 5]
M tE, T84 floader. trust. uboot[E . rkbinFlU-Boot T.FE A {557 2% H 5% £ .

CHETH: HSHM R,

T#EGCC

GCC%i %448 Fl gee-linaro-6.3.1, Ji & T-prebuilts H 5t A . prebuilts ATU-Boot {# 5 [ 4 H 3K & .
R

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fL:
prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-x86 64 aarch64-

linux-gnu/

GCC F#: WsHMxET

ikFtdefeconfig: BESHEFEENETR.
config fragment/|-#3

BT8NP E EFEmERLTER, —Adefconfig BT L. ATLAMRV 112645 37 FFconfig
fragment, BIX}defconfigif{Toverlay.

Blin: rv1126-emme-tb.configilE 5 % 7 CONFIG BASE DEFCONFIG="rv1126 defconfig", 4l
4T ./make.sh rv1126-emmc-tb ﬁﬁé?&fé??%ﬁﬁrvl126_defb0nﬁg§Eﬁi.C0nﬁg, SR )G BT FHrv1126-
emmc-tb.config L [{) it B X} .configi#f fToverlay. %4 250N

make rv1126 defconfig rvll26-emmc-tb.config && make
ﬁﬂ%gx#oonﬁg fragmentiﬁtiﬁﬁﬁﬁy HFHEER) . /scripts/sync-fragment.sh o fill:

./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

AR 82T .configfllrv1126_defconfig AL B % 7 TidiffElrv1 126-emmc-tb.config L4 7

3.2 Bl gR %

N

7
B

PN
FIIU/Q‘\:

./make.sh [board] // [board]: configs/[board] defconfigXff.
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BIRGE: L3264 T 6, 55— X8 F B 5 72 defeonfig, 4 ik 2 L4145 & [board]. 51 41:

./make.sh rk3399 // build for rk3399 defconfig
./make.sh evb-rk3399 // build for evb-rk3399 defconfig
./make.sh firefly-rk3288 // build for firefly-rk3288 defconfig

ZRGmE: L2642 config" Ik GniE, 4wy 42 A HFE 2 [board]:
./make.sh

VERE: ARG P H A B 0 ) R B PRI, 1521 make distclean JA EHTSRIES

B A e R 2 #EU-BootR H % FFT AR trust. uboot. loader. 1N ZFT A 1S
B

/] ..

// uboot{THEIIFE

load addr is 0x60000000'!

pack input u-boot.bin

pack file size: 478737

crc = 0x840£f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderf| B 5| I ini LA

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success (rk3126 loader v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustiTESFE LTI AWM ini T
load addr is 0x68400000'!
pack file size: 602104
crc = 0x9c178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

/) PORGRER . ER: B EiRtrust Ml oade rT AR S RIX A)iE, YIS DAR T
uboot.img
Platform RK3126 is build OK, with new .config(make rk3126 defconfig)

IRAAERR H SR A AT RS R -

./uboot.img

./trust.img [/ ERE: MEE LMW ES, WEAtrust . img. trust EHRPHTELE
uboot.imgH,

./rk3126 loader v2.09.247.bin

BT TR, 153% TR,



3.3 EfFRESE

RETLH:
Windows/Linux {4 [ 158 5 T H 22 18Cf FH SDK A A ) B i A B e 7 A -
AL W
RKF & — 3G Wi SRR : Maskromfii . Loadert{(U-Boot).
(1) # ALoader& 53U T7 1%

o JEHLE, FlasKizHE+
o JFHLEF, AN ctrl+d2H A 5
o U-Bootfii 2 1T#iA: download 5{# rockusb 0 $devtype $devnum

(2) #t AMaskrombe 51 1) 77 %

o JEHLIF, EAIHLKAZ b &8

o U-Bootfii 4474\ : rbrom
EEE:

 HHT U-Boot SCFFMIf 73X &: RK parameter 77 XK C(IH) A1 GPT 73 IX3& CHr) o WIARAM Z AT
Iy XRE I Hh— Ry XK, N Nand HLES LA BB EREBRS . eMMC HLE AT DASCRF 3
B X3

o WURHLE LRI AEPIR S XK, WALSEIRBMIGPT /XK. WE TFHLE Ak

PartType: EFI // MAIAGPT/IXE, HMFTEI"PartType: RKPARM"

3.4 [E K/

HSHET . RKEEH => U-Bootlil 4.

3.5 FFERIT B

J/make.sh [ 1 gAY, LR 1 BT OIhEE. St/ —Se @AM IT By BT R B . Hi2
i FH (A4 2 D24 134 — X U-Boot.,

JEFITHS A :
./make.sh trust // FflBtrust
./make.sh loader // $Tflloader

./make.sh trust <ini-file> // TAtrusth$8Eini XM, 54 EN ind 0
./make.sh loader <ini-file> // F/flloaderW#BEini 3/, HMNE BN ini 4

FIT#% 2


af://n962
af://n988
af://n990

// THHA:
. /make.sh

. /make.sh

/] HEE:
. /make.sh
./make.sh
. /make.sh

. /make.sh

T8,

UART ST IHRIA ? dn SR & 2E

spl
spl-s

--spl

--tpl

==l ==gpil
--spl-new

/7
//

HAtpl+splFH#ddrfiminiloader, I loader
fspl&#miniloader, fJfliiloader

Aspl&#miniloader, fIfliiloader

Htpl&iddr, I loader

Htpl. spl&#ddr. miniloader, #Jflfloader
./make.sh --spl W& RITEAERNEE, LS SEHRFEE

, make.shil A& H A



4. Chapter-4 KGR

4.1 AArch32

ARMVS [1] 64 75 Fr 35 MAArch64 iB4L 3] AArch32 #IE/T (BRARMVT ) , ARREAZH 32 £ 4
o

F A a] LIS XA 7 KA A 2480 2 5 AARMVSHT AArch32 fHzt:

CONFIG _ARM64 BOOT AARCH32=y

4.2 ANDROID AB

PRI A/B System BRI (H5 AH 6, 4B Aslot-a, slotbe R " slot i3, %
— A slot i ED SR IR FT L 55— AR Eh, TR TFG T DAL 00 [ 45 LB 53— A slot LB
RTINS AR 5 4

H BiRKF & ¥)pre-loaderf1U-Boot# 1] LA 7 FFA/B R 4 .

4.2.1 i B W

A/B System i 2K MHLIBAVB, 1T :

// B/BIHIIE
CONFIG_AVB_LIBAVB=y
CONFIG_AVB LIBAVB AB=y
CONFIG_AVB LIBAVB ATX=y
CONFIG AVB_LIBAVB_ USER=y
CONFIG_RK AVB LIBAVB USER=y
// fHBEn/BINRE
CONFIG_ANDROID AB=y

422 X E

A/B SystemX] 73 X R A K FTFESCFE A/B I X BAIEMIES _a 1 _b. parameter.txt ZH U1
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FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot _a), 0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a),0x00001000€0x0000e000 (vbmeta b),0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (oem _b) ,0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

423 FEEEW

IAU-Bootff BEA/BR G J5, H P an i dra/bi sy X, NfLiH45 part _get info by name () M5
X % hdirslot/G 4%, 5l4n: "boot_a"ﬁ "boot b" . X IR 2 TURACS: H P sk B Y |
ARG Mslot, HEATFRHPHE, BARHD XA,

BRI ARAL T an R P A AR ARASTE T XN A R s YT T a/b i) 73 X I AT AL FTAS
slotfF 48, HEZLZ 2 BRI 25T RGP slot. 0.  EIRTEIFT EHEAMEH "boot

commit c6666740ee3b51c3el02bfbaflab95b78df29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;
- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.3 ANDROID BCB

BCB (Bootloader Control Block) J&Androidf% | & 4t 8 s F2 1M W it 1) —Fh Flbootloader3Z H.HIHLH . %X
P25 58 AE misc 7> X fwF% 16KB 534 0 fi7 &

e ek

struct android bootloader message {

char command[32];


af://n1014
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char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever

* pbeen used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
}i

command: B34, HEISCELL I =4

28 Theg

bootonce-bootloader Ja hidE N\ U-Boot fastboot

boot-recovery Ja st N recovery

boot-fastboot JA BIiE N recovery fastboot (fij#X fastbootd)

recovery: it recovery mode FIFft i fir 4, 3N "recovery\n", JEIHIF LA 2 A4, DA--"JF
sk, PiMn"g5RE, B "recovery\n--wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" :



update package

retry count

wipe_data
wipe_cache
show_text

sideload
sideload_auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt_and wipe data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

e
OTA F+&%

it recovery JHR IR,  FLUNTH RN AN, HAEZEEHTHEN recovery
T+

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

PEERFEAS userdata 47 [X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD [ 1 F+ 21

T A, FEMA TS &, 1 PCBA Ml
kN PCBA i

EFTARI S X K/, android Q [IZhAR 4 X 3 FE

¥8 Erk SD/USBIE -T2, 1E I8N RFU-Boot

U-Boothfr Bt — AT BIF R0 ER S8, NHEH 22 2%

4.4 AVBZ &R 5

AVB }y Android Verified Boot, 7+t —EFE RS, FEH TR boot system 55 [E £,
Rockchip Secure Boot 2% B 15 FF IR I /7 X AVB, SZEl—E 52K Secure Boot /246 7 & .

4.4.1 Feature

o LRI

o TEEEMERIS

o B LRY

e persistent partition 37 ¥F


af://n1099
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e chained partitions SZ#f, FJLL5 boot, system ZZHAFAEH—E, tHAT LA oem H CARAFAEH, (HU0
H PRK 254

442 i B

FJ5 AVB 75 % trust 3 FF:

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y // Z&HHififitElsecuritysrX

e CONFIG OPTEE Vv1: i&HF-&4 312x,322x,3288,3228H,3368,3399.
e CONFIG OPTEE V2 : &M P& 3326,3308.
e CONFIG OPTEE ALWAYS USE_SECURITY PARTITION: eMMC () rpmb AHEMR A X%, BRIk

ATt
JFJE AVB AHKRACH -

CONFIG AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG AVB LIBAVB ATX=y
CONFIG AVB LIBAVB USER=y
CONFIG RK_AVB LIBAVB USER=y
/) ERJAS 0%, FHEEFEANE avB 5 a/B B, BIAERIERT LA A .
CONFIG ANDROID AB=y //XHF A/B
CONFIG ANDROID AVB=y //X%HF AvB
// FHZEANA efuse MEHMH
CONFIG ROCKCHIP PRELOADER PUB KEY=y
// FIHZ% FE k& unlock K5 % T T
CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y
/ ZERIT
CONFIG AVB VBMETA PUBLIC KEY VALIDATE=y
// MR FHEcpuidff Nchallenge number, JFELLFZE
CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP_OTP=y

4.4.3 5%

FONAVBY LI AR L, HoRFHE. BCEE S dth R B 51

4.5 Cmdline

cmdline #& U-Boot [] kernel f5i S5 — N EEFB, WEBEE M, "E&ERES. BT cmdline
SHH Z KU, B U-Boot BHTHHE . WIEEEHIE 2 5 L4 kernel. U-Boot M Bt cmdline #% fRA7
1E bootargs WA,

bihus

U-Boot & e @it 1524 Fikernel DTBELfY] /chosen/bootargs SKHlemdlinefis .


af://n1113
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4.5.1 ¥z RIE

e parameter.txt 3 {4
& RK A X R, A LLTE parameter.txt A7 cmdline 15 5., #1U0:

CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot),0x00002000@0x00004000 (trust)

’

2 GPT #4201 43 X 3R, 7E parameter.txt B 47 /iflcmdline 15 572 LA .

e kernel dts #YJ /chosen/bootargs , flui:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xf£f30000 swiotlb=1
console=ttyFIQ0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
}i

o U-Boot: MREMATIZITHIRA, U-Boot £hABE M —LEHN % F| cmdline. FLA:
storagemedia=emmc androidboot.mode=emmc ......

e boot/recovery.img [l £k HL (138 # 1.2 H cmdline 7 Bt 5 & .

4.52 BHES X

N H RK -6 F I emdlinie Z808 L. HEZ W ZE N Documentation/admin-guide/kernel-
parameters.txt.

o sdfwupdate: sd FZRIRE, recoveryFE/T 2

e root=PARTUUID: &5 rootfs(system) 73X (JUUID, 1X GPT %3 ¥

o skip_initramfs: kernel A4 ] uboot JIEX 1) ramdisk, Ti{FH rootfs(system) H [¥jramdisk

o storagemedia: 17fifi)r BHZEHY;

e console: kernel 4T E[1 I\ B 15 2.

o earlycon: fEH 115 RURE L ZHT, FEEH M AHRKE

o loop.max_part: max_part F>K € B> loop BB P RESCHFHI 7 X # H

e rootwait: T A RGAGEILEI AT TS, B4 emme WA AR TER, XA an SRA B E
root_wait (11, #2> mount rootfs failed, M FiXANSE G, W] LLAERE driver IN#ER)E, 1
MAFAE & copy H rootfs, F mount (16, AR RIET

o ro/rw: JNE rootfs (@M, Hik/iks

e firmware_calss.path: f8EIBNNME, W wifi. bt. gpu 55


af://n1130
af://n1145

dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mappet/Iroot (depending on the rules).No uuid was assigned. =%

Bz https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.

txt
androidboot.slot_suffix: AB System B 4 kernel ¥& & MW/ slot J& 50

androidboot.serialno: 4 kernel & _FJEHILFF 55, il adb [1))/7 41 5%%
androidboot.verifiedbootstate: ZH K, H LEFRAL uboot K4G A HPIRES, A =MuRZS, W

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

androidboot.hardware: J5 2% %, Wl rk30board

androidboot.verifymode: 485E 5 iiE 73 X A FLSLAB A RES  CRISE U A4 1 76 B D

androidboot.selinux: SELinux J&— ik T-4- A (domain-type) IR M4 H] (MAC) %
BRG. A=A
1. enforcing: &I, fF SELinux i2/EH, HOL EMIIHFEIRT] domain/type |
2. permissive: H AR : 0K SELinux iBfEH, A aA %A HE I A 2 SLFRER
domain/type FFHL . X Cn] LLIZ >k AE 9 SELinux (] debug 2 H
3. disabled: %4, SELinux J#¥&4 SLhrigfk
androidboot.mode: % /8557, & normal 5 charger.

1. normal: 1E% LG 30
2. charger: KHLJG#EHEIEFFHL, androidboot.mode # & A charger, 1XME H uboot £l L JE 78
L f5 % B 2 bootargs M AL & N
androidboot.wificountrycode: & wifi E %%, 1 US, CN

androidboot.baseband: FLE ¥, RK JILThAE, WE N N/A
androidboot.console: android 15 5.5 H 1t &
androidboot.vbmeta.device=PARTUUID: & vbmeta 7E17fiff ' AL B
androidboot.vbmeta.hash_alg: % & vbmeta hash 7%, 4l sha512
androidboot.vbmeta.size: & vbmeta [] size

androidboot.vbmeta.digest: %5 kernel I"{% vbmeta ] digest, kernel JI#K vbmeta /5115 digest, 35
I digest itk

androidboot.vbmeta.device state: avb2.0 5 7€ R4 lock 5 unlock

4.6 DFU 5 37 [& 14

DFU B Device Firmware Update, HI T HEHx&E M, HITC X DFUKTFEESEFEE L ET.

LT HDFUIIRE, 5 2T A -

CONFIG_CMD DFU=y
CONFIG_USB_FUNCTION DFU=y

HR AL I B BRI AN, TEFRATIT UR TR


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt
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CONFIG_DFU MMC
CONFIG_DFU MTD
CONFIG_DFU_NAND
CONFIG_DFU RAM
CONFIG_DFU_SF

SRR DFU HJ-F &l 5 A AL i) config BU & SCAF, 140231 DFU SCHFAIRV 126 [F 14 ATl i $ 4T BA
N 2T

./make.sh rv1126-dfu
F AR R, FR5 OTG #:113iE4: % PC, #EU-Bootfn 24T HAT
dfu 0 S$Sdevtype $devnum

Forbr, devtype A LLZ mme 28 mtd, LIS £E PC B2 K —> USB download gadget %%, i/l Zadig
B W8 5), B Ja B I R prs

El Zadig — *
Device Cptions Help

1JSB download gadget ~ | [ Edit
Driver |'|.ﬂ.|'ir1USE (v6. 1.7600. 16385) | E:? WinUSB (v, 1. 7600, 16385) |: More Information
WinUSE (libush)
USB ID 0107 libush-win32
, Reinstall Driver bl libushi
el EI WinUSE (Microsoft)

5 devices found.

i H BB A AE Windows i 24T AT
./dfu-util.exe -1
PEI B EAR P IX 3R, %0 XK E XAE include/configs/evb_rv1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"



Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=1,
name="loader", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows iy AT HAT LA iy &AL STAFBITT AR, A AT HE 3008

dfu-util.exe VID:PID -a (73X 4) -DCCHE44) -R(EE 5 1 1)

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a
system b -D rootfs.img -R

ek I log Wi R

dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [ 1 100% 49938432 bytes
Download done.

state (7) = dfuMANIFEST, status(0) = No error condition is present
state (2) = dfuIDLE, status(0) = No error condition is present

Done!

can't detach

Resetting USB to switch back to runtime mode

HRERERH TR, ARERERGS -2 WG XAM D WIS SO 4 B BRI, Bexdr &
JRHEEEIN R ZHEOREER S, TPRBCRES .

4.7 DTBO/DTO

ATHEFAP AR RGBSR, XELRERRET, \fiEARiE: DIB, DTBO, DTC, DTO,
DTS, FDT.
BANZ A H 9 R AT AR A -

o DTS /2 H THiid& FDT #3044
o DTS £ DTC %1% /5 7/ 4 i DTB/DTBO;
o DTB A1 DTBO i#iid DTO #1E R & 3 — A8 i) DTB;


af://n1241

UL TR Z P S FHE“DTOIX AN B 1 & X “DTBO“REAR, R 3 A TBE XA LR A
Bitfi: DTO & —Ashin i, RAE#ME; DTBO & — M mMe, |MIEMH TS db.

AREFELZHINAS%E ., https:/source.android.google.cn/devices/architecture/dto

4.7.1 [REAH

DTO(Devcie Tree Overlay) #& Android P J5 5| AN H 42058 %] 8 - ZhEe, Pk &4 Blob (DTBO) &
IITECA B E B Blob L. DTO A BAZES 2408 F SoC WA #, FHahas B et e e & ik %
W, AT T 8§ e 8 =5 s S0 TA 4 o ) Ja 1 2R 4T BE L

F AW Blob (*.dtb) —H Vendor | FiHEft, K& M Blob (*.dtbo) 7] H ODM/OEM %) fife
i, #%)5iE1d bootloader & )5 FifLiH4A kernel. 1T

L,:UBoot_nextdeV_DTO

FH >k H: https:/source.android.google.cn/devices/architecture/dto

WEFE: DTO #/EM# H K DTB A1 DTBO HI4m iR @M DTB dmidh X al, Bk AR X Al

i FH dtc 4mi%.dts I, 0 ZRER IR T -@ LALE AR B . dtbo T8N symbols 5 Ei.  symbols i S ALE HibR
ZEMFTA T S BIR, DTO FERMERXANBIRIE NS . a1 FRfil:

L. G ¥ dts 1R 4
dtc -@ -0 dtb -o my main dt.dtb my main dt.dts
2. fFEEMZE DT .dts KIRBld2:

dtc -@ -O dtb -o my overlay dt.dtbo my overlay dt.dts

472 DTO B H

1. e B A R -

CONFIG_CMD DTIMG=y
CONFIG OF LIBFDT OVERLAY=y

2. board_select fdt index()ERELHISEHL . 1XF2—  weak BREL, F /7 AT LIOARHE SERR 17K 0 5T SL B E
R EAE R TEZ 4 DTBO H 3R T-#4T DTO #AEAR DTBO (R[] index & 51, /MM 0 I
15, BRIAW) weak BEGR [F1 1) index S 0.

/*

* Default return index O.

*/

~_weak int board select fdt index(ulong dt table hdr)
{

* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

* Example:

* struct dt table entry *entry;


https://source.android.google.cn/devices/architecture/dto
af://n1253
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* int index;
* dt for each entry(entry, dt table hdr, index) {

B3 .... (use entry)

* return index;
=/

return O0;

473 DTO &8

1. DTO $AT5ERUG, 1E U-Boot HIFFHLIE B H AT LA $1) 45 H

// IS AT ER
ANDROID: fdt overlay OK

/ /RIS (AT B
ANDROID: fdt overlay failed, ret=-19

I 5 S TR PR — FRC R PR A 2 AR 46 blob BN BAFAEAR IS, A DL T B e A T A i
TEVEF SR A B LG 48
2. DTO $#UTHINJE 145 kernel [f) emdline BIBMN NER, FKIHMA04E R DTBO #4T DTO #:
fF:

androidboot.dtbo_idx=1 // idxMOJF#f, XHRIRIEILd=x=1HH 4 DTBOREST DTORRAE

3. DTO $AT el Ja AT EAfEU-Boot i AT £at dr & EAEDTBAZ, Hiksha B4

4.8 ENV

4.8.1 HEZE T F

ENV J& U-Boot HEZE 1 ELZL ) — P EedR A B3, IS hash table F"HAE " A Kot " EAT BRGHE
B, SCREH/N/SU A A G, RATE TSN EE R BIE SR . R E . U-Boot CRHE ENV
B R AFAE S TN B : NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBIL...

Be & -

// BRINECE: ENVIRIELENAF
CONFIG_ENV_IS NOWHERE

// ENVIRAFTE & FIAEH AR
CONFIG ENV_IS IN MMC
CONFIG_ENV_IS IN NAND
CONFIG_ENV_ IS IN EEPROM
CONFIG ENV_TIS IN FAT
CONFIG_ENV_IS IN FLASH


af://n1278
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CONFIG ENV IS IN NVRAM
CONFIG ENV_IS IN ONENAND
CONFIG_ENV_IS IN REMOTE
CONFIG ENV_IS IN SPI_FLASH
CONFIG ENV IS IN UBI

/) AERCEWAFIBLRAERZ MAFEN T (amckRSP) , RRFEHEFMEA] !
CONFIG_ENV_IS IN BLK DEV

HEZEARHS

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/extéd.c
./env/fat.c
./env/flash.c

4.8.2 MkEDO

/] BRI AR
char *env_get (const char *varname);
ulong env_get ulong(const char *name, int base, ulong default val);

ulong env_get hex(const char *varname, ulong default val);

// BMEEIERIET R, value ANULLIZE [H T MBR#E/E
int env_set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);

// ACRAFAEAEEN B _EENVAE B4 fin ti >k

int env_load(void);

// LAFTFTAENVE BRI BT L

int env_save(void);

o env load(): AP ATEEA, U-Boot HEHEZTE A3 1 A Shifi F2 B 5
o env_save(): FIPTET BRI ZIESEM, SHETE K ENV G ERZE]
CONFIG_ENV_IS NOWHERE XXX 1§ & HIFE-E At ;

483 H&EO

RK $24t VA4 4B ENV s, RAaIE. 1B, &iihae. E2RN 7 b3 bootargs
AR, (HFEREEH] T H A A B ek

/**
* env_update () - update sub value of an environment variable

*


af://n1298
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* This add/append/replace the sub value of an environment variable.

* @varname: Variable to adjust

* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error

7/

int env_update (const char *varname, const char *varvalue);

/*
* env_update filter() - update sub value of an environment variable but

* ignore some key word
* This add/append/replace/igore the sub value of an environment variable.

* @varname: Variable to adjust
* @valude: Value to add/append/replace
* @ignore: Value to be ignored that in varvalue
* @return 0 if OK, 1 on error
*/
int env _update filter(const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()f FHLN :

o Al WR varname AFEFE, WA varname Al varvalue;

o JBJN: % varname CLAFAE, varvalue ANAEAE, MIIEN varvalue;

o Bifr: W varname CFEFE, varvalue CAFEAE, WA ST varvalue BHe5km) . toln: JERAELE
“storagemedia=emmc”, 4R[{E A varvalue A“storagemedia=rknand”, W # %5 B
“A"storagemedia=rknand" .

2 env_update_filter()/& env_updatefI¥ R AS: 1E T env B [FIHE varvalue B FHEAN SCHE 7 5%

3FEAER: env_update()F env_update_filter()#B A2 LA M FI<="E /3 B AT ENV N & 3ET B 05 #1,
FTRE R IuAE: BME. "key=value"ZH 514 :

o FAME: sdfwupdates ......

e "key=value"ZH 5 1A]: storagemedia=emmc. init=/init. androidboot.console=ttyFIQO- ......

o RPN DA K FRF R B, ekt “console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive*“/E A— MR LT AT EAE

4.8.4 TAtEfr B

env_save() "] LU ENV fRIZZEITFAEN R, RK P& H ENV FIFEAEALE FIR/N g LanF -

if ARCH ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS IN_UBI
depends on !ENV_IS NOWHERE
default 0x3£8000
help
Offset from the start of the device (or partition)

config ENV SIZE
hex
default 0x8000


af://n1325

help
Size of the environment storage area

endif

o iE%, ENV_OFFSET Al ENV_SIZE # A @ iU&E M.

4.8.5 I8 F ik T

H Al AN B — % E: eMMC/sdmme/Nandflash/Norflash . {H U-Boot J5 4[] Nand. Nor 2§ ENV
IXFh#RE MTD HESE, 1 RK BT A ORI R E & BLK HEZRE, [RHIX L ENV BRE) ok Ad

ik, RK ¥z N\ BLK HEZLE 26324t conFic ENV Is IN BLK DEV AL EiEDI:

e eMMC/sdmmc [0, #KARIEFE CONFIG_ENV_IS IN. MMC;
e Nand. Nor fJf&#L, TTLLIEHE CONFIG_ENV_IS IN_BLK DEV;

i F P 3 FH A1 5 Bl K configff) CONFIG _ENV IS IN BLK DEV JE Y.
/) CEBIAETREL, TNREBN

CONFIG_ENV_OFFSET
CONFIG ENV_ SIZE

/) EHEAGER D
CONFIG_ENV_OFFSET REDUND (optional)
CONFIG ENV_SIZE REDUND (optional)
CONFIG_SYS MMC ENV_PART (optional)

HE: LWIEFWA CONFIG ENV IS IN XXX FCE, %565 EE Keonfig e it iH, HIHAA TAc
B

4.8.6 fw_printenv L &

fw_printenv /& U-Boot#& it () — A &5 linux ¥ FH env T B o @i XA TH, AP ol LifElinux 15, &k
envif N 2. A FHi% TR Reny X 0 ZA7 T — A kernel 7] WL 43 X _E GRSy XD, AKR _E 2t
kernel sys I FIA-fift 19 007 18] Bllenv X 45

THRERAUT

./make.sh env

AT e i 2 Ja KA
./tools/env/fw _printenv // enviZH T E
./tools/env/fw_env.config // envlt & A
./tools/env/README // enviks T RSO

77751555 README S Y .
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4.8.7 ENVF

A feature H #T0& F T SDKE 1 A7 fEenv.img (U500 (ZERIPCH™ M) o WERAAE, THEIAR
o

U-Boot 542 FIENV I BE AL T A M A B AR RAF B4R A X3, AMETAE B 2. IR RS R AL
BERHRBN, WaIBARSRLEIER G, BEPCERIS . flln: HE3I6% bootemd TREREH
FLBZHE SR PIERATHIIENV FragmentZhge: X7 T U-Boot 52 G 58 48 & Rl ARk () ] - #1853 38
o M ELTTE L Penvir X TAAHE E XA &, FFAEU-Boot L it B 4T 4 #.. U-Boot H ft
Y MenvZr X L3N/ G /B H A 4 SN BB B

ENVEJi L

PR env.xt IR BN, AR5 Hlmkenvimage 2E B FE52 5 env.img B A7 fi 031k . JB B) A Loader
U-Bootn# - frenv.img N 7%, HRIECONFIG ENVF LIST[4 G N EMAE R &, H: x4
[ G R, 7 EEHIEA R K/ env.img.

He & -

CONFIG_ENVF
CONFIG SPL ENVF
CONFIG_ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:

// P83 Primary env.img [FfFfgbt. A7 FT5.

CONFIGiENvioFFSET:OXO

// ¥&%E Backup env.img MIFEf#ibhl, F#&GHIRCONFIG ENV OFFSETRFF—8. #fi: 7.
CONFIG_ENV_OFFSET REDUND=0x0

// Primary Al Backup env.img K/, A F
CONFIG_ENV_STZE=0x8000

ol
Mo

// spi-nor: FVEF L.

CONFIG ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR_OFFSET REDUND=0x0
CONFIG_ENV_NOR_SIZE=0x10000

// spi-nand/slc-nand: LM E.
CONFIG_ENV_NAND OFFSET=0x0

CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

A

./env/envf.c

TH:

// BINS5U-Boot HI4miIFH ALK tools/mkenvimage, HFF Henv.img

./tools/mkenvimage.c

PCu P & imAE GJuf)) -
1. B #env.txt:
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/] WIENRG XK, BNEIRIEREsh. Bli:
blkdevparts=mmcblk0:4M@8M (uboot),4M(trust), 32M(boot),32M(recovery) , 32M (backup) , -
(rootfs)

sys bootargs=rootwait earlycon=uart8250,mmio32,0xff570000 console=ttyFIQ0

o HEIEK:
(1) KM "key=value"iX FhE % 2
(2) BEEXTPR=" EAAETE. AMER BRG]
(3) fE AT RS — RS A 45

e sys bootargs : RURLEFET WZdtsH [Fbootargs. WHIEE T 1ZFE, MU-Boot=
sys_bootargs XI P #%dtsfbootargsfifloverlay, £77EAH A il sys bootargs It /o 2% 5 & -

o PIXEE: SRR AZARHE I mtdpartsMiblkdevparts 7y X LM X, T HRESE (Tik—) o AFREGER
XX SHUT

// eMMC:
blkdevparts=mmcblk0:32K (env), 512KA32K (idblock), 256K (uboot) , 32M (boot) , 2G (rootfs), 1

G (oem) , 2G (userdata) , - (media)

// spi-nor:
mtdparts=sfc nor:64K(env), 128K@64K (idblock), 128K (uboot) ,2M(boot) , 4M(rootfs), 6M(oe

m), - (userdata)

// spi-nand/slc-nand:
mtdparts=rk-
nand: 256K (env) ,256K@256K (idblock) , 256K (uboot) , 8M (boot), 64M(rootfs), 32M (userdata),

- (media)
2. 2 filienv.img:

## Chapter-4 eMMC:

./tools/mkenvimage -s 0x8000 -p 0x0 -o env.img env.txt

## Chapter-4 spi-nor:

./tools/mkenvimage -s 0x10000 -p 0x0 -o env.img env.txt

#spi-nand/slc-nand:

./tools/mkenvimage -s 0x40000 -p 0x0 -o env.img env.txt

3. env.imghe 5 B fFfE 0L .
U-Boot s /PR itk (Ul -

1. {f 4% 7 B env.img

// fHREENVE

CONFIG ENVF=y

CONFIG SPL ENVF=y

CONFIG ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0



CONFIG ENV_OFFSET REDUND=0x0

// spi nor:

CONFIG ENV _NOR OFFSET=0x0
CONFIG_ENV_NOR_OFFSET REDUND=0x0
CONFIG_ENV_NOR STZE=0x10000

// spi nand/slc nand:
CONFIG_ENV_NAND OFFSET=0x0
CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

2. HHi 4 B 56 5 uboot.img .
3. %*J-L,F%;‘ 1%\@7“—‘—\‘:

dwmmc@ffc50000: 0, dwmmc@ffc60000: 1
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

// HUTRATED

ENVF: Primary 0x00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: v1

boot mode: normal

FIT: no signed, no conf required

DTB: rk-kernel.dtb

4. U-Bootfir 4T H I P A LB W1 F d5 & frfreny, B0E Y LA env_save () -

=> env save
Saving Environment to env... // SHIMAFEALRERNSELE

4.9 Fastboot

Fastboot/& Android#& L ) —Fi i BHIUSBAIU-Boot AT BRI T2, —MH FHRIE&EE R RS 4

Vv,
=

4.9.1 fic B %

// fERERCE

CONFIG FASTBOOT
CONFIG_FASTBOOT FLASH
CONFIG _USB_FUNCTION FASTBOO

/] ZHE
CONFIG_FASTBOOT BUF ADDR
CONFIG_FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB_DEV
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4.9.2 fil & 75 R

Fastboot 2R\ fi Fil Google adb ] VID/PID, 1R )L ik 77 =K

o kernel ¥Jfr 2 4THAT: reboot fastboot
o U-BootH#r 21T {T: fastboot usb 0
o FNLKIZHEHE: ctrl+f

493 AR

fastboot flash < partition [ < filename > ]

fastboot getvar < variable | all

>
fastboot erase < partition >
>
fastboot set active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index

4.9.4 5 A VR

e fastboot flash < partition > [ < filename > ]
Uise: 7 XRE
Z&45): - fastboot flash boot boot.img
e fastboot erase < partition >
Uife: BRI IX
%44 fastboot erase boot
e fastboot getvar < variable >
Dige: R AER
24451 . fastboot getvar version-bootloader

< variable > 2%}

version /* fastboot WA */
version-bootloader /* uboot hA */

version-baseband
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product /* FERAER x/

serialno /* RS x/

secure /* BRI </
max-download-size /* fastboot XIFHIRFEHITRTITE */
logical-block-size /* BEYH +/

erase-block-size /* BEBRBREL */

partition-type : < partition > /* FRER )

partition-size : < partition > /xRN x/

unlocked /* WA LockIRAE */

off-mode-charge
battery-voltage
variant

battery-soc-ok

slot-count /* slot HH */

has-slot: < partition > /* BEslotWNEBHIZTXS */
current-slot /* HAiEsslot */

slot-suffixes /* BT S EA R slot, FTEIHE Hname */
slot-successful: < a | b > /* BESXEREMEEREE ~/
slot-unbootable: < _a | _b > /* BEXZEEHBE Hunbootable */
slot-retry-count: < a | b > /* BEISX K retry-count{XE */

at-attest-dh
at-attest-uuid

at-vboot-state

fastboot getvar all

Thig: BTG B&EE

fastboot set_active < slot >

Thg: WEEEH slot

Z445]: fastboot set_active _a

fastboot reboot

Theg: ERdE, IEW)E3)

%445 : fastboot reboot

fastboot reboot-bootloader

Dife: ERW&, HEA fastboot Bz
Z445): fastboot reboot-bootloader
fastboot flashing unlock

Thhe: MBI, VPR 1
254 :  fastboot flashing unlock
fastboot flashing lock

Thee: BUEB®, FbRE

2445 : fastboot flashing lock

fastboot stage [ < filename > ]

hig: FEREIE RN AE, AR IGHEE A CONFIG_FASTBOOT BUF _ADDR
254 : fastboot stage permanent_attributes.bin
fastboot get staged [ < filename > ]
Thig: M s iR B

Z54|: fastboot get staged raw_unlock_challenge.bin



fastboot oem fuse at-perm-attr
IIfE: %85 permanent attributes.bin /& hash
2445
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
fastboot oem fuse at-perm-attr-data
DhRE: HEE permanent attributes.bin 2% £ 174 X%, (RPMB)
%41
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot
Theg: BUEBH
254 : fastboot oem at-lock-vboot
fastboot oem at-unlock-vboot
heg: R, ILSCHF authenticated unlock
41

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
./make_unlock.sh (. make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
A LLZ% (how-to-generate-keys-about-avb.md )

fastboot oem fuse at-bootloader-vboot-key
ThAg: %55 bootloader key hash
%41
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format
Dhag: g R X, 3 XAF BRI T $partitions
2445 : fastboot oem format
fastboot oem at-get-vboot-unlock-challenge
IJfE: authenticated unlock, 753K unlock challenge %i(#f
2445 2= 16. fastboot oem at-unlock-vboot
fastboot oem at-reset-rollback-index
Dife: BAR & rollback ##s
24451 :  fastboot oem at-reset-rollback-index

fastboot oem at-disable-unlock-vboot



ThRe: ff fastboot oem at-unlock-vboot Ay 224K

%445 fastboot oem at-disable-unlock-vboot

4.10 FileSystem

4.10.1 FEZE S #F

FATFIEXT2/4:% % FI U RGikg 2. FLARFAT R HZDOS (MBR) 4rX#, # Wik#%H: SDE. U
.

H A 7EU-Boot ' — & Uy M X B Fl SCF R A L 2 »
FAT It & :

CONFIG DOS PARTITION=y
CONFIG_FS_FAT=y

CONFIG_FAT WRITE=y
CONFIG_FS FAT MAX CLUSTSIZE=65536
CONFIG CMD FAT=y
CONFIG_CMD FS GENERIC=y

FAT i 4
fatinfo fatload fatls fatsize fatwrite
EXT2/4 fit & :

CONFIG_CMD EXT2=y
CONFIG CMD EXT4=y
CONFIG CMD FS_GENERIC=y

EXT2/4 74

ext2load ext2ls extd4load extdls extdsize

4.10.2 HREO

FAT PRS0 /include/fat.h:

int file fat detectfs(void);

int fat exists(const char *filename);

int fat size(const char *filename, loff t *size);

int file fat read at(const char *filename, loff t pos, void *buffer,
loff t maxsize, loff t *actread);

int file fat read(const char *filename, void *buffer, int maxsize);

int fat set blk dev(struct blk desc *rbdd, disk partition t *info);

int fat register device(struct blk desc *dev desc, int part no);

int file fat write(const char *filename, void *buf, loff t offset, loff t len,

loff t *actwrite);
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int fat read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);

int fat opendir(const char *filename, struct fs dir stream **dirsp);

int fat readdir(struct fs dir stream *dirs, struct fs dirent **dentp);

void fat closedir(struct fs dir stream *dirs);

void fat close(void);
EXT2/4 R ¥CEL A include/ext4fs.h:

struct ext filesystem *get fs(void);
int extd4fs open(const char *filename, loff t *len);
int extdfs read(char *buf, loff t offset, loff t len, loff t *actread);
int extd4fs mount (unsigned part length);
void extd4fs close(void);
void extdfs reinit global (void);
int extd4fs ls(const char *dirname);
int extd4fs exists(const char *filename);
int extd4fs size(const char *filename, loff t *size);
void extdfs free node(struct ext2fs node *node, struct ext2fs node *currroot);
int extd4fs devread(lbaint t sector, int byte offset, int byte len, char *buf);
void extd4fs set blk dev(struct blk desc *rbdd, disk partition t *info);
long int read allocated block(struct ext2 inode *inode, int fileblock);
int extd4fs probe(struct blk desc *fs dev desc,

disk partition t *fs partition);
int extd4 read file(const char *filename, void *buf, loff t offset, loff t len,

loff t *actread);

int ext4 read superblock(char *buffer);

int extd4fs uuid(char *uuid str);

4.10.3 5 2 =Bl

// HASDRATIGA (R st W fHusbar AT IR, W& S —M2: usb 0)
=> mmc dev 1
switch to partitions #0, OK

mmcl is current device

/) BEREE

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC1l6G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 "NO NAME "

// BRI
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux.txt

2 file(s), 1 dir(s)
// EHhello. txt AR (BRI RF BB EfilesizeF)

=> fatsize mmc 1 hello.txt

=> echo $filesize
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0x17

// Bhello. txtXfFF0x20000004 4k

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BETENMhello. txt N

=> md.1l 0x2000000

02000000: 6c6c6568 65682d6f 2de6fecbec 6c6c6568 hello-hello-hell
02000010: 65682de6f ffefecec ffffffff fEfffffff o-hello.........

// XA hello-copy.txt. #0x2000000~0x200001 7Kl NS Ahello-copy. txte
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEHAM: hello-copy.txt
=> fatls mmc 1
System Volume Information/

23 hello.txt

23 linux.txt

23 hello-copy.txt

3 file(s), 1 dir(s)

Y ext2/4Mfatdi & AU 528000, AL AR .

4.11 HW-ID DTB

RKF £ f1U-Boot SRS BE A AIGPIOE & ADCIRZS BN 25 8 AN [ (1K ernel DTB, & #7 JJHW-ID
DTB (Hardware id DTB) Ljjfi.

4.11.1 &t EE

R S AW SRR — S0 AR, beln. BRRE. wifi AR . AR ML RRACER NS
—EBA, gEPERRH LB, BT EE HW_ID D)fe SEIl— B8 A AT DUE RS AS [F] AR (R s«

FERIASRIRECE R AR, B b 75 ER AT BRI dtb SCAF, RG24 4 ADC/GPIO AEFFME— (A TR AL
RTREARRRCAS CEotm: [152 19 ade B [E5E 193 GPIO H°F)

FH P A3 S R A i A B 1) dtb SO 43T B33 [R]— ) resource.img, U-Boot 5|3 kernel Bf £ A6 i 44 nf:
—{H, M resource.img B H A Y BT AELFRRAS UG AC A dtb 1245 kernel.

4.11.2 B %

H 87 32 FF ADC A1 GPIO P #h J 2 T AF R AR
ADC &% %t

RK3326-EVB/PX30-EVB F#t_A TE 43 )5 BH, AFEF S EH AR ADC E, X LU E A E
T A R AR :
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ADCO_HW_ID

R R R R R R R R R b by

4 M
Part F It is reserved. for the hardware version of the producti
{If it is not needed, it can be removed. i
i
WCC_1VE
T
U1DD0F

Vi4 ADCD HW ID 15 0.5 -
ADC_ING e —— - T TR0
ADCTINT —77s GADCT HE_HOOK
ADCTINZ ¢ ADCIHET_IM

) o

ADC_AVDD_1VE [—— SrEgOVEC_VE
100nF

Fiag XER

H :411 the Power filter itors. should b
pfzged c'_gsg t,g i':'.e p::rnt;:: ;iﬁ;coggP}isl} ; - HW ID
ADCO_HW_ID Pullup Bull-down | ADC Vialue g
VersionD (Defanle) 51K DHE 1024
PC A% H 19 MIPT 5 /NMRFUER A7 55 b — BT iz H B
- | -
P —— Ty '
[VER T T :
i
i
i
i
i
I
i
I
i
I
R7=0NP '
= R7=10K[: :
- ol
WODE0 EYE WOo 1vE
VOOSWD SVET g - i::-:-‘_ - i;a::-:-:
10uF ool m—l_":'.',= -

ANFE mipi BESECE AR, & EVB LM E —NME—1 ADC S5UHE.

HET V1 A ADC 158 J51%: ADC S8R KAE N 1024, XM ADC_INO 5| g Bz Ehr 2t i R
1.8V, MIPI 5 LA —i 10K ff FHi s fH, $28 EVB #RJ5 ADC=1024*10K/(10K + 51K) =167.8.

GPIO 2% ¥ it

HAT#AT GPIO &% Beit, AP AT E el



4.11.3 DTB %

H 7 75 22 ADC/GPIO A e — B A5 EATIAE dtb U B dr UG R
ADC {E4 HW_ID DTB:
o XAFA LI A 45 R
o HW ID #&%3(: #[controller] ch[channel]=[adcval], R A—5E8EHIG
[controller]: dts LT ADC #2501 M4 7.
[channel]: ADC JHIH .
[adcval]: ADC HJHOME, SEFRARGERZ: adeval+-30.
o FATEEHITTLAUEHNGFRE, WEARA T
o ZANRITZ AN #IEAT MG, B SR 10 MG

R

rk3326-evb-1p3-vl0#saradc ch2=11l#saradc_chl1=810.dtb
rk3326-evb-1p3-v10# saradc ch2=569.dtb

GPIOfE ¥ HW_ID DTB:
o U4 DAC.dtb 4 R s
o HW_ID ¥ =: #gpio[pin]=[level], FxAN— 5T
[pin]: GPIO Jl, 1 0a2 K gpio0a2
[level]: GPIO 5| JHIHLF,
o WA ERPITBIUE /NG FRE, NEAREAH TH
o ZAITZ (BB HBEAT /M08, B 3R 10 LT

bR

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

4.11.4 DTBIT &8

kernel /% : scripts/mkmultidtb.py. JELZBAT] DAL Z A dib #1493 [6]—A> resource.img.

FH P S5 BT I A SO T AL dtb SO 3 DTBS 8L A, FE4E B R ADC/GPIO IR B 15
S|

Lo

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc ch0=166"),
('px30-evb-ddr3-1vds-v10', '# saradc ch0=512"')])

Ao, AT scripts/mkmultidtb.py PX30-EVB & 2E il & 3 45 dtb [ resource.img:

o rk-kernel.dtb: rk BRINK dtb, AMAIAE Bk, prfy dtb #REVLHEC DI BB HT . 4T 601
ALAE 1 DTBS HIEE—> dtb 19 ERINH dtbs
o 1k3326-evb-Ip3-v10# saradc_ch0=166.dtb: L7 ADC 15 1) rk3326 dtb {5
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o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: % ADC {5 B px30 dtb ST,
4.11.5 Thee s A

Pic B I
CONFIG ROCKCHIP_ HWID DTB=y
LM TE
./arch/arm/mach-rockchip/resource _img.c // HAFSH: rockchip read hwid dtb()

DTS At & :
R GPIOVE AREER 5, i fE rkxx-u-boot.dtsi HF 7 B4 %t B [ pinctrl fllgpio 5 ;. ADCERIA CAERE

filtn: gpio0Fgpiol VE I 5«

&pinctrl {
u-boot,dm-spl; // BINZEME, iLZETSHAREIEU-Boot DIBH. R,
}i

&gpio0 {
u-boot,dm-spl;
i

&gpiol {
u-boot,dm-spl;
i

4.11.6 INE L R

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10# saradc ch0=166.dtb // FTEIILELHIDTR, 75MERIA"rk-
kernel.dtb"

Using kernel dtb

4.12 SDAUE

RENFENARKT & LSD MU E A EE) . T
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4.12.1 L R B

JRBRAT AR RIE SRR, A 78 [ Sk B 1) [ A ik A2 o2 BLAT L[ 52 Mtag, I FARIC AT R 30
FIERTH R . U-Boot IR BIXAMFRCJa it e AL A s BT G . e

o JHAEE: FARE B . U-Boot ELEEAE X 17 56 B & 1F IE % 8 3h R 4
o Tt RHHEMMGEL. BEFH R, PCTRSRSEMMEML: — M E 3 Arecovery izl
oy X% GERNARBEE) , — 6L 5 ¥ update.img [E4F GE NBREE) o U-Bootfdi A 145
B R4 Nrecovery®i 1, 4R )5 Hirecovery e 245 B[4 7 i+ 2 A%
FEREE:

o SDFJEFN/FF I Mbootromix — 2 sk 16 X
o UHLJE3N/FH AN MU-Bootix — I 4a 3 ¢, BRI P 2 /b ZRUEU-Bootfg IE# TAF !

4.12.2 B4 HI1E

RKF-& ERISDAMUEL R 3I THRERIHIERRE L w43, UHWA L.

o fHFSDKH % T[] RKTools/linux/Linux Pack Firmware/rockdev/ I.EA ¥ update.img.
o ffifISDDiskTool T. H{lupdate.img FE%FISDEk UL, &

o MLFFRI MBI

o i WFFH Bl spiE)

o riili HRBIE

f ESEeETEEE TR v1.53 [
B AR E SDBoot:2.12
| Generic STORAGE DEVICE USB Device 1486 v
BE AEThRES,
VBl FR (| PCEATIGS, [1sp/zzh
B RAERRE 28
E:\RKVPX308RK3326\ T B Yrockdeviupdate.img IRIFE

I D emodiiR (BE)

I ﬂ&ﬂemo
LEHEEEEE OO (e )
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4123 SD i B

SDA#N/FH: TG SDK KA ffU-Boot LA BRINE AL Z T RE, P AT EFSMNCE

4124 USB LB

UBRRE I #F £ SDKRATHIU-Boot BUAKA . [ NU-Boot A MIUSBE L 7 S ARERT . 0L
A B AR

o BURL: KBS TR EERE M BIAMAHE (eMMC/Nand/...58) , HANIX BRI IER .

o SUR2: #H_LURHHLIEANU-Bootir & 47 #3. $AT usb start Flusb info a2 HIIAREIE R IRAIU
£, BUNE A REURRRA .

o BHR3: K AP BR1Hkernel DTB #5 D1 —f i 44 fltkern.dtb/F/U-Boot ] . /dts/ HX o XA
kern.dtb 2> 7E % 1% U-Boot i # H 5137 i uboot.img .

kern.dtb Fig: 2 ARMA7 it 7 X Hkernel dtb H #RE, U-Boot f# Hkern.dtb #i{RUSB fe#f IE
WG .

o IR4: U-BootffREULL A 2/ T+ KL &
CONFIGiROCKCHIPiUSBiBOOT:y

T2 e Huboot.img .

I Bz FE R 7~ uboot B [ A4 R e VEFT AR 1, & KA D B3 I Akern.dtb 5| SR, sk
- AN FH R U-Boothit &

4.12.5 hEeAEM

WAATfINSD . USRS ETH R REAE 2K

AP LA E % (eMMC. Nand...) _Effjkernel. resource. boot. recovery Z5ICH X, HiilidiL
SD/U#L J= ik ANkernel.

4.12.6 X EH

o U 2 usb start @74, B FEHDGHFER

o WIRABN/ITHH R ESRFGPT/rIX K, MISDDiskTool T A (AR A 25K >= v1.59;

o WIREBIHRELFFABRYE, NISDDiskTool T.H MIIRAE R >= v1.61;

o FUNUSLE /T IhRE 2019114 3 A Thie, BT LUK G0 75 B35 2 4 R 251
1. U-Boot £ EL 58 B B 40 M HEAS A1 (RO -
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commit 369e944c844£783508b7839%ae86a3418e2£63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879%e3acda86

B ARIE AN JUAN AN T sl itk B R D

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fc474da 1lib: sha256: add sha256 csum()

0ed06f1l rockchip: support boot from U-disk

01£0422 common: bootm: skip usb_stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin 6 FE B EIXAHEAL

commit f£9c0b0b72673a65865000a8824908ca6fl2ecc3?
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: Ifel06lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel & F B IXMER

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource tool: add shal for file entry
From u-boot 5e817al0ead27 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bd6ef87769bb456fal086ae7l

Signed-off-by: Tao Huang <huangtao@rock-chips.com>
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5. Chapter-5 IRz HE R

5.1 AMP

5.1.1 S23 BB

U-Boot HEZEERINIEH AMP(Asymmetric Multi-Processing) 32 %F, RK HC.SEHL T —& AMP Hliil: AT
CPUIZAT AR [E A

S B -
(D FEHT

P BAMPRE (A& Linux) #lidits X8 ECPUBITIRG . HIRFEMEE, REFTEH—PFITHER
ffJamp.imghe 5 Flamp sy [X

TFHLI U-Bootft Tt il #amp.img &l 3£ 3£ 47 sha256 78 BEAE ALK, 1 Hitrustdii € £ CPURIZ AT IR IR A Z
FHRLAN L

(2) JABHIFF

IZ4TU-Boot{JCPURR A LM, TMLTE S8 BRI PIRES VIR B Bk IS, SR a vt B SdiAT e f
(3) BIE R

U-Boot /R 6t 5TAMPJ7 % T 4% [ 14 2 A A BRI . CEFE AR RPN Rl 40 PR B AL
(4) Trustfil

AMPYJRER Etrustio & o W1R MR E M CPUBAT IR ZBVUIRES, WSDK Atrust L5045 WIRARBIA
WA, W ZtrustBSCRE (EEF 6 SDKEEIASCHR) ©

FIRCPUBRIIRSFR A2 :

320005 ERIMIRAS . arch = "arm", thumb = <0>, hyp = 0;

640705 Fr BRIIRZS . arch = "arm64", thumb = <0>, hyp = 1;
(5) Linux+tAMP4l&

1. &R AN, 577 R N B LinuxAH ¢ [ {4 BRAE i SMP B AFORFF— 50, BIZLE 7 R FE AR
A: LinuxAH5%[E £F + amp.img.

2. 1A AT LA amp Y its BOE 5 D0 " linux "5 f 48 € CPUIS AT Linux RPRAS - (AR E L2 BRIRES) .

3. WR LB Linux 80 A FR B AR E AR, W) E 8% 3 58 H e AMPEE 5 2145 S SMP R 3 77 =X,
HU-Boot/d ZLinux.

4. WARIEEZ I Linux, WLSEE ) Linux. BB EAMPREMF. dE: BEBINNEZAL
CPUO, i EHFIR I trust S HF o

5. Linux [A {4 fin ik R fU-BootBt & v e, #140: k3568 _common.h.


af://n1682
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512 ERET R

Be & -

CONFIG AMP
CONFIG_ROCKCHIP AMP

HEZR ARG -

./drivers/cpu/rockchip amp.c

ﬁsiﬁﬁﬁ:

./drivers/cpu/amp.its

I H:

./tools/mkimage // SE¥E4mMEF—IKU-Boot/a< HBNAEK

RS FEAZ s Z D

commit ¢51cf04095dde2df2dd047e70d2c7fb0866ea916

Author:
Date:

cpu: amp.its: update amps

Joseph Chen <chenjh@rock-chips.com>
Tue Oct 19 03:16:35 2021 +0000

"arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I99de02c5b6c62ffdd9b25565acdl172801d6e983¢c

5.1.3 Thet)E A

1. #il{Famp.img 7 E— it X, T drivers/cpu/amp.its B2

i Fits: CPUL/2/3fiAMP, CPUOJELinux, FA%ZCPU3. BB Z:

CPU3.

/dts-vl1/;

/A

description = "FIT source file for rockchip AMP";

#address-cells = <1>;

// FrEAMPRE (A& Linux) EfEimages™i & NEE;

images {
ampl {

description
data

type
compression
arch

cpu

thumb

"bare-mental-corel";

/incbin/ ("./ampl.bin");
WA -
{%ﬁEEL
W I
WA T -
0USAZE

"firmware";
"none";
llarmll .

;
<0x100>;
<0>;

//
//
//
//
//

"arm64": 6447, "arm":

/) WbIET: IR S

CPUO => CPU1/2 =>

// WAIETN: ampl [E {4
NG
NG|

cpufifffid (mpidr)

(O

arm or thumb2;

"

ig

324

2tit humb


af://n1712
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CPU

/ /A8 RE T BN A [ 1 S AN

// WIEI: 0: ell/sve; 1: el2/hyp

<0x01800000>; // WhiEkIf. [E4FINZRATE Tk

// AIETR: 33058 AT CPUE e 5 FHE 3 F—A

[/ LI AMEEE)

/incbin/ ("./amp2.bin") ;

/incbin/ ("./amp3.bin") ;

images";

hyp = <0>;
load =
udelay = <1000000>;
hash {
algo = "sha256";
}i
}i
amp2 {
description = "bare-mental-core2";
data =
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
}i
amp3 {
description = "bare-mental-core3";
data =
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
load = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
bi
}i
configurations {
default = "conf";
conf {
description = "Rockchip AMP
rollback-index = <0x0>;

JRBII, AHE A% ANSZ BRI BR 1 o

loadables = "ampl", "amp2", "amp3";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";

}i

// Linux CPUMIEITRFSIEE:



// (1) RAfudelay/dihEnl ¥k,
/7 (2) REIEATEL, HU-BootFEELE e, HI: rk3568 common.h;

linux {
description = "linux-os";
arch = "arm64";
cpu = <0x000>; // CPUOHIlinux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;

}i

 description: FHIA(EE.

o type: BRI "firmware"s

e compression: BRIAfH " none" .

o data: [EfFEEIT. ZEEIE T T amp.its AR XT R A7

e arch: CPU 32/64%5i:\. ARMv7 R BefiE A arm"; ARMvV8 R[4 E Jy"arm64" B "arm", 73l KR
AArch648{AArch32.

o cpu: CPUMFID, Rlmpidr(Multiprocessor Affinity Register), HUE32AZEIW . 40:

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul: cpu@0 {

device type = "cpu";
compatible = "arm,cortex-ab55";
reg = <0x0 0x0>; // mpidr

cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-ab55";

reg = <0x0 0x100>; // mpidr

e thumb: CPUFEAHE. 52 24ithumbl e 5E N1, HNINO.

o hyp: CPUREIMLER.,

o load: [ InEANz4T k.

o udelay: FEENEMRJERIER (AT , Hfius. J&3h58 4 H1CPUJG MU B EN J5 f B3 F—A4
CPU.

o loadables: FEMEAFIAMPE:ZME. F3IHT. ECPU—ELHEHIEIN, A2 ARG
2R,

o linux™ f&i: T Linux+tAMPHE TR, FARES L AZE T hesc Bl BB R 24

2. [T



// 0xe00 ALK, N AR

./tools/mkimage -f ./drivers/cpu/amp.its -E -p 0xe00 amp.img

T L 5E B 4 1% — YR U-Boot 4™ 2 H 8l A4 ilimkimage 1. H

3. 3 X F 3 hlamp 7 X

Eip

£ parameter.txt 7 [X RN "amp" 731X, #RJ5 S amp.img.
U-Boot/& B N#EHENamp 73 X [N A BN AE, Hilamp s X K/IME PR ERLE
4. Bring up

U-Boot HEZR47E &3& (K ML E B &AL AMP [ bring up, 1 F &CPU3ME N E A% HIAMPE 4
CPU0/1/2E’@LmuxIEH¢E’JF E S

// ERINFE 1 amp 3[H 4
### Loading loadables from FIT Image at 7bdbcf80
Trying 'amp3' loadables subimage

Description: rtthread

Type: Firmware

Compression: uncompressed

Data Start: 0x7bdbdd80

Data Size: 311296 Bytes = 304 KiB

Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256
Hash value:
d08db937e4d7bd4125056239154bb30d44a2fcca%e770aa8dead48fabdad838d5
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: " (none)"
optee api revision: 2.0
TEEC: Waring: Could not find security partition
Not AVB images, AVB skip
ANDROID: Hash OK

// ERIFLLnux B
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation

### Booting Android Image at 0x0387£800

Kernel load addr 0x03880000 size 21655 KiB

### Flattened Device Tree blob at 0x0al00000
Booting using the fdt blob at 0x0al00000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£f0000
Using Device Tree in place at 000000000al00000, end 000000000al2322a

vpl adjust cursor plane from 0 to 1

vp0, plane mask:0x2a, primary-id:5, curser-id:1

vpl adjust cursor plane from 1 to 0

vpl, plane mask:0x15, primary-id:4, curser-id:0

vp2, plane mask:0x0, primary-id:0, curser-id:-

Adding bank (fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)



[/ ZBM, FrA BRI, W IR ZRIUE SN LR 3 & A cpu.

// EEBEBEICPUOMILinux (CPULl/2)4Eid Linux/E35))

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK
// ERJAFHECT (CPU3) HiaMPLH 4
AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// Linuxf{ECPUO_FIZAT:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412£fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1ld (Linaro Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

RATENE EARYE P iits iE B A AN, PLSERR ik

5.2 Charge

5.2.1 EZE T #

U-Boot JRZEMBSASCHF 7R N fE, RKEH O 1 —%.

FEHWE KB Z . Display. PMIC. HIETH. mHEZNE, pwrkey. led. CPUIRIIFEIRAR. Timerss.

R TSR
RK809/RK816/RK817/RK818/cw201x.
(A=

// HEZE

CONFIG DM CHARGE DISPLAY
CONFIG CHARGE ANIMATION
CONFIG DM FUEL GAUGE

// B3
CONFIG POWER FG CW201X
CONFIG_POWER FG RK818
CONFIG POWER FG RK817
CONFIG POWER FG RK816

7 HIAESE:
./drivers/power/charge-display-uclass.c
78 HL B 3K By«

// PSTEBHEBATHERE, BRI R, RERA, wREs, R RIRSE.

./drivers/power/charge animation.c

R THHEZE:


af://n1775
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./drivers/power/fuel gauge/fuel gauge uclass.c
AR TS

./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk8l7.c // rk809KE M
./drivers/power/fuel gauge/fg rk816.c

WL

charge-display-uclass.c
=> charge_ animation.c
=> fuel gauge_uclass.c

=> fg rkxx.c

S22 TEE A

FHERFMT . /tools/images/ HZFE, TEFTEH resource.img A REH 7 HAELL IR
W% 2 1PE15 2] fresource.img BRI FT QA E Fr, FZAEU-Boot H 7 AT 4,
$ 1ls tools/images/

battery O.bmp battery 1.bmp battery 2.bmp Dbattery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

T2

./pack_resource.sh <input resource.img> B

./scripts/pack resource.sh <input resource.img>
5&]‘ @ {%‘ 4§\ H

./pack resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp battery bmp
battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready
F)JE £ 1E U-Boot AR H 3% F AE B & B 1 resource.img, 81t hd Ay 2 HiIA P %5

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 00 OO |RSCE......couv...
00000010 0O 00 00 0O OO OO0 00 OO 00O OO OO0 00 00 0O 0O 00

*


af://n1793

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery 1.bm| //
B

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Pevueeuneennnnn.
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
*

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 |....M.....u.....
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.+evuueruneennnnn.

*

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm| //
K2

00000610 70 00 00 OO OO 00 00 OO OO0 OO OO0 00 OO0 OO0 00 00 |Peeeeeeeeeneennn
00000620 00 00 00 00 OO OO OO 00 00 OO0 OO OO0 00 00 00 00 |eweeeuweweenennnn

523DTSECE

DTSFE HL Y A5

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // B IEU-Boot TTH

rockchip, android-charge-on = <1>; // B JEAndroid7t

rockchip, uboot-exit-charge-level = <5>; // U-BootFRHIES, FRVFFALIIERAL H &
rockchip, uboot-exit-charge-voltage = <3650>;// U-BootFtHilt, RVFFHLAIEAKHIE
rockchip, screen-on-voltage = <3400>; // U-Boot o HI, FVFFahtHE0 Rk

rockchip, uboot-low-power-voltage = <3350>; // U-BootJuakfFomilih N 78 Ak =0 1) 5 Ak
L

rockchip, system-suspend = <1>; [/ B KFENFEANtrust [RINFERL (F
ATF R

rockchip, auto-off-screen-interval = <20>; // BIENKEHEE, SR, BRik15s

rockchip, auto-wakeup-interval = <10>; // RHR B ShMefER ], B2 FP. anBR{ENO
Bl

[/ BREAEME, WA ERIR BB, —#
M
/7 JEJ7iaAd
rockchip, auto-wakeup-screen-invert = <1>; // PRI B B 2 75 TR B /K B
}i

5.2.4 RGRIR

Pwrkey %4 :

o 3% pwrkey nJ PA5E/ K BE, KBER RG ot NI FERL A
o K% pwrkey AT HFHLHEN R GE

{RIAER A 25, @i rockchip, system-suspend = <VAL> iEFf:


af://n1803
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o VALNO: cpuwfi Bz, B AAFEINE, A cpu FEANARTHFERE
* VALM1: system suspend tx\, FZIATF/OPTEE S(HiAH M. FKlAkernel ) RARFERHL, A
SoCHEANFFHL.

ATF/OPTEE 37 ffU-BootfK IHFEFFHLII BRI A S : BESE P EENET.

525 BB A

1. Bt . /tools/images/ HE FHIE ) CRA 8bit B 24bitbmp) , HHMS 1s | sort HAKE FHE

HUNG 2 (K HL B 3 = g, {6 A pack_resource.sh JIAHE & v #T £33 resource.img;:
2. 1858 . /drivers/power/charge animation.c BB A HELR,

* IF you want to use your own charge images, please:

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {

{ .name = "battery 0.bmp", .soc = 5, .period = 600 },

{ .name = "battery 1l.bmp", .soc = 20, .period = 600 },

{ .name = "battery 2.bmp", .soc = 40, .period = 600 },

{ .name = "battery 3.bmp", .soc = 60, .period = 600 },

{ .name = "battery 4.bmp", .soc = 80, .period = 600 },

{ .name = "battery bmp", .soc = 100, .period = 600 },

{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },

// @name: WHMAZF;

// @soc: B XIMAHE;

// Gperiod: BEFRIFETE CFAL: ms) ;

/) EE: BJEREA B fail BA, HYsoc=-1"A[§4 1!

5.2.6 FLHLAT

SEBRPE it PO led IR T SRS AHAIR, PRI 78 AR AN SO HE 2 AMT o FRHIN % led 7R3 Z1
led:

o eV led: FOHIHE, LRI, A SE lod B
o FEUEAT %] led: L 100%FEIAT, A 425 led KT

Fik24Led 12 —Mdemo, HIiEMRE B CAIFE RIZHAIE.
e L T -

CONFIG LED CHARGING NAME
CONFIG_LED CHARGING FULL NAME

IXPEANEC BRI T8 € led [ label @B, 55 #Led= i,


af://n1820
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5.3 Clock

531 HEZE T #F

clock IR#N{# FH clk-uclass HEZEAIbRERE D .
fit &

CONFIG CLK
HEZRA A

./drivers/clk/clk-uclass.c
ER=E [N ER

./drivers/clk/rockchip/...

532 fHxEEDO

// FRER B
int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk_get by name (struct udevice *dev, const char *name, struct clk *clk);

/7 fdiRe /R
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

// BCE /REUZR
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// BCE /REEAL
int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);

5.3.3 B EP AT EE 4L

A =R O R B R AL, W R e era T RINE R, T RSN .

cru: clock-controller@ff2b0000 {

compatible = "rockchip,px30-cru";

assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<&cru ACLK_ BUS PRE>, <&cru ACLK PERI PRE>,
<&cru HCLK BUS PRE>, <&cru HCLK PERI PRE>,
<&cru PCLK BUS PRE>, <&cru SCLK GPU>;


af://n1838
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assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

FB—RK, FEEMNSBRAIGENL: rkelk_init()

P G eruliBprobe 2 P FH rkelk init () SERK pll/cpu/bus HUERMIMHIL, iR E XA/ cru_rkxxx.h o
1 RK3399:

#define APLL HZ 600 * MHz)
#define GPLL HZ 800 * MHz)
#define CPLL HZ 384 * MHz)
#define NPLI, HZ 600 * MHz)
#define PPLL HZ 676 * MHz)
#define PMU PCLK HZ 48 * MHz)
#define ACLKM CORE_HZ 300 * MHz)
#define ATCLK_CORE HZ 300 * MHz)

)

)

(
(
(
(
(
(
(
(
#define PCLK DBG HZ (100 * MHz
(
(
(
(
(
(
(
(

#define PERIHP ACLK HZ (150 * MHz
#define PERIHP HCLK HZ 75 * MHz)
#define PERIHP PCLK HZ (37500 * KHz)
#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO HCLK HZ (100 * MHz)
#define PERILPO PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

B, FEEMB S ZIRVIMEI: clk_set defaults()

%S"fﬁcruEBiﬁprobeﬁTﬁEé§U§Fﬁ clk set defaults() fige At ELBC B cru™Y S assigned-
clocks/assigned-clock-parents/assigned-clock-ratesTE‘iﬁl@]/‘Jiﬁ%g (Eﬂﬁi%ﬁﬁﬂﬁiiﬁ%§> , HERANE
fharmiF . HSLI set_armclk_rate () WA SHEPIL EarmiE, HAASHE THIKICPUIRI.

B T eruz 4h, A RIS T UAE H CHprobe REFN A clk set defaults() , %Il vop.

gmac.
%E%’é, %*ﬁﬁ%lﬁ%ﬁl’?ﬂ&é% clk _set_rate()
KECIFIPBAEIAR R clx_set rate () MCEH ORI,

5.3.4 CPUZ S

H 81 %7 & U-BootH I CPUMRI Rt . ESH P LEF . WA SLINLHI A F 2 i =

%

#—2. CPUM#HAPLL
cpuFALERAT A SE L AR «

o BIL: cru W AN assigned-clocks BFEE arm HFRIIHE;
o JDIR2: cru WRXBfprobel iff F clk set defaults () 3R (HASHELE) 1 jarm H AR IR


af://n1860

o WPR3: LI set_armclk_rate() , WEMPEIRI arm HARIER ., #2H FREF6 CBGA

S, HePESHOHSEIZFREm, #lin.

int set armclk rate(void)

{
struct px30 clk priv *priv;
struct clk clk;

int ret;

ret = rockchip get clk(&clk.dev);
if (ret) {

printf ("Failed to get clk dev\n");

return ret;

}
clk.id = ARMCLK;

priv = dev_get priv(clk.dev);

ret = clk set rate(&clk, priv->armclk hz);

if (ret < 0) {

printf ("Failed to set armclk %$lu\n", priv->armclk hz);

return ret;

}

priv->set armclk rate = true;

return 0;

o BIR4: S cpu opp-table SR JEZR, 1E arm I¥) regulator 75 A3 requlator-init-microvolt

= <...> fREmitl Ik, PRIE H AR AT R IR REDLAC .

#—2K. CPUfEFISCMI CLK

BIIRK356X, FFHLIRM T 248 H]semid% 1 ¥ & CPUR B A RS 4

cpu P HLHREA ) S B FE «

o BIE1: semi T A% rockchip, clk-init BB arm HARIRK,

o LIR2: HiIAUBOOTAHFIHFSCMI, CONFIG_CLK_SCMI%;
o LIE3: SUIL set armclk rate() , WEMsemiffidts™i s SR arm H ARSI o

BN, Heran 2% oy Sale®Hm, sl.

rockchip\rk3568\rk3568.c;

#ifdef CONFIG CLK SCMI
#include <dm.h>
/*
* armclk: 1104M:
* rockchip,clk-init = <1104000000>,
* vdd cpu : regulator-init-microvolt
* armclk: 1416M(by default):
* rockchip,clk-init = <1416000000>,
* vdd cpu : regulator-init-microvolt
* armclk: 1608M:
* rockchip,clk-init = <1608000000>,
* vdd cpu : regulator-init-microvolt

*/

int set armclk rate(void)

{

<825000>;

<900000>;

<975000>;

arch\arm\mach-

arch\arm\mach-rockchip\px30\px30.c ;



struct clk clk;
u32 *rates = NULL;

int ret, size, num rates;

ret = rockchip get scmi clk(&clk.dev);
if (ret) {
printf ("Failed to get scmi clk dev\n");

return ret;

size = dev_read size(clk.dev, "rockchip,clk-init");
if (size < 0)

return 0;

num rates = size / sizeof (u32);
rates = calloc(num rates, sizeof (u32));
if (!'rates)

return -ENOMEM;

ret = dev_read u32 array(clk.dev, "rockchip,clk-init",
rates, num rates);
if (ret) {
printf ("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk set rate(&clk, rates[clk.id]);
if (ret < 0) {
printf ("Failed to set armclk\n");
return ret;
}
return 0;

}
#endif

o PUR4: 27 cpu opp-table MK KSR, fE arm [ regulator 5 s34l regulator-init-microvolt
= <...> fEEinitH L, FRIEH FRSIERA K RE DT .
SCMLI: 2 WL.CH17-Fft s ik
=2 CPUMHSCMI CLK

PREE 2RI : W EHAT R4, cpu SRR R RIHETH B 3 b %

5.3.5 B Bh

U-Boot HELEATHR AL BB &3, &P &M T soc_clk dump () AT FEERFTEIR EE R . Fl40:
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CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
lsclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz

FATHTEN L

e sync kernel: cru MXiEIT clk set defaults() e & T kernel cru 5 K1 N 158 € ) & M 2R AR
Carm RSN+ B NE IR Async uboot;
e enter 1200000 KHz : A2k Loader # A\ U-Boot I ] arm #i3% ;
e init 1200000 KHz: U-Boot ff] arm #IUHLHER, Bl APLL HZ & AR,
e kernel 800000 KHz: SEHLT set armclk rate() JFi%E T kernel cru 7 s B assigned-clocks f§
EM arm A%, BMER: "kernel ON/A";

5.4 Crypto
Crypto FHe 3= 2] T SEHURE AR 200 B N Mg 5 5005, H A vIAIV2 P M PRRA
5.4.1 ERCHF

U-Boot BRA# A cryptoflE 283, RK HOSEHL 7 —&.

fic & -

CONFIG DM CRYPTO

// 2i%1, B FEMdefconfigERINEREXT ML HE
CONFIG _ROCKCHIP CRYPTO V1
CONFIG_ROCKCHIP CRYPTO V2

HE ARG -

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c
WXz A -

// crypto vil:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c
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5.4.2 MHkEDO

// 3KBlcrypto:
struct udevice *crypto get device(u32 capability);
// SHA{ZZ I

int
int
int

int

crypto _sha init(struct udevice *dev, sha context *ctx);

crypto_sha update(struct udevice *dev, u32 *input, u32 len);

crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);

crypto sha csum(struct udevice *dev, sha context *ctx,

char *input, u32 input len, u8 *output);

// RSA¥EI:

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);

o HOHHIES®: . /cmd/crypto.c;
o v1 1 v2 ) SHA AR : vl Z3R crypto_sha init() B AZI5EHE B S 4R B K SRS cex-

>length, Vv2 ANTHE

543DTSECE

crypto T3 s AL ZIE X AE U-Boot dts , 32 25 A :

o %F&IH SDK [N dts WA crypto T fi, LT EE EXTIH SDK 2

» U-Boot [ secure boot 2= A1 £ crypto, FIH U-Boot H %l crypto B A% 4 &8

1. crypto vl it & (RK3399 M) :

crypto: crypto@ff8b0000 {

}i

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";
reg = <0x0 0xff8b0000 0x0 0x10000>;

clock-names = "sclk cryptoO", "sclk cryptol";

clocks = <scru SCLK CRYPTOO>, <&cru SCLK CRYPTOl>; // ANF54i4

status = "disabled";

2. crypto v2 L& (px30 RF -

crypto: crypto@ff0b0000 {

}i

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";
reg = <0x0 0xff0b0000 0x0 0x4000>;
clock-names = "sclk crypto", "apkclk crypto";

clocks = <&cru SCLK CRYPTO>, <&cru SCLK CRYPTO APK>;

BEMIZE, BRil1ooM

clock-frequency = <200000000>, <300000000>; // —KEZEIGEME

status = "disabled";

e crypto vl Fl v2 [ dts BC B Z 5 1E T clk AR E
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5.5 Display

5.5.1 HEZE T #F

RK U-Boot H A 32 £ =% 04935 RGB. LVDS. EDP. MIPI fl HDMI, #3kitx<:iiA CVBS. DP
% . U-Boot 7~ logo B F >k H kernel #i H 5% N logo.bmp 1 logo_kernel.bmp, "EAT#EFTHL1E

resource.img B,
Xf B K

o 8bit Bi# 24bit BMP #%3{;

* logo.bmp 1 logo_kernel.bmp F ) F 73 38 3R K/N—34;

o XTT rk312x/px30/rk3308 X FiE T~ vop lite Z5 #4918, BT VOP ASCREBEAK, 1 24bit () BMP &
FRALERAEE, TSR R I B R T y iR AR, TEAE PC S BRI i y Ji1e)
EE15 -

He & -

CONFIG DM VIDEO
CONFIG DISPLAY

CONFIG_DRM ROCKCHIP

CONFIG_DRM ROCKCHIP PANEL

CONFIG DRM ROCKCHIP DW MIPI DSI

CONFIG DRM ROCKCHIP DW_ HDMI
CONFIG DRM ROCKCHIP LVDS

CONFIG_DRM ROCKCHIP RGB

CONFIG DRM ROCKCHIP RK618

CONFIG ROCKCHIP DRM TVE

CONFIG_DRM ROCKCHIP ANALOGIX DP
CONFIG_DRM ROCKCHIP INNO VIDEO COMBO PHY
CONFIG DRM ROCKCHIP INNO VIDEO PHY

HEZR AR «

drivers/video/drm/rockchip display.c

drivers/video/drm/rockchip display.h
GBS

vop:
drivers/video/drm/rockchip crtc.c
drivers/video/drm/rockchip crtc.h
drivers/video/drm/rockchip vop.c
drivers/video/drm/rockchip vop.h
drivers/video/drm/rockchip vop reg.c

drivers/video/drm/rockchip vop reg.h

rgb:
drivers/video/drm/rockchip rgb.c

drivers/video/drm/rockchip rgb.h

lvds:
drivers/video/drm/rockchip lvds.c

drivers/video/drm/rockchip lvds.h
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mipi:

drivers/video/drm/rockchip mipi dsi.c

drivers/video/drm/rockchip mipi dsi.h

drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:

drivers/video/drm/rockchip analogix dp.c

drivers/video/drm/rockchip analogix dp.h

drivers/video/drm/rockchip analogix dp reg.c

drivers/video/drm/rockchip analogix dp reg.h

hdmi:
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw _hdmi.h

drivers/video/drm/rockchip dw hdmi.c

drivers/video/drm/rockchip dw hdmi.h

panel:
drivers/video/drm/rockchip panel.c

drivers/video/drm/rockchip panel.h

5.52 kDO

// &7~ U-Boot logo Ml kernel logo:

void rockchip show logo(void);

// Eox bmp B, HETEZEA T RE R R

void rockchip_show_bmp(const char *bmp) ;

// ¥ U-Boot W—LARIMIT dtb 4G N.

// A3 kernel logo HIA/N. shibk. #3, crtc HFHHEMEN 7L LS AR E .

/] REELIN BCSH LA ENE.

void rockchip display fixup(void *blob);

553DTSECE

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;

ranges;

drm logo: drm-1ogo@00000000 {

compatible = "rockchip,drm-logo";
// TiEbufferfFkernel logoMIfEil,

reg = <0x0 0x0 0x0 0x0>;

bi

&route-edp {

status = "okay";
logo,uboot = "logo.bmp";
logo, kernel = "logo kernel.bmp";

HARHIE AR /NEU-Boot BN

// ffiftUu-Boot logom/nIhRE
// ¥8EU-Boot logoE/mHIEH
// ¥EEkernel logoEmHIE A
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logo,mode = "center"; // center: JEHEIN, fullscreen: &R B

charge logo,mode = "center"; // center: EHIEI/R, fullscreen: £HETRN
connect = <&vopb_out edp>; // WES/RNEY, vopb->edp->panel
}i
&edp {
status = "okay"; // ffifitedp
bi
&vopb {
status = "okay"; // {fifigvopb
bi
&panel {

"simple-panel”;
status = "okay";

disp timings: display-timings {
native-mode = <&timing0>;

timing0: timing0 {

}i

5.5.4 defconfig

H ATk T RK3308 Z /M HAD 4, U-Boot K defconfig CAERIA TR, HELE dts T B <
RN EFRIR . RK3308 % 8 25 2l fE 55 — L JR R BIAA SR R, 7 2AE defeonfig DAL &
o

--- a/configs/evb-rk3308_defconfig

+++ b/configs/evb-rk3308 defconfig

@e -4,7 +4,6 @@ CONFIG SYS MALLOC F LEN=0x2000
CONFIG_ROCKCHIP RK3308=y

CONFIG ROCKCHIP SPL RESERVE IRAM=0x0
CONFIG RKIMG BOOTLOADER=y

-# CONFIG USING KERNEL DTB is not set
CONFIG_TARGET EVB RK3308=y

CONFIG DEFAULT DEVICE TREE="rk3308-evb"
CONFIG_DEBUG_UART=y

@@ -55,6 +54,11 @@ CONFIG_USB_GADGET DOWNLOAD=y
CONFIG G DNL MANUFACTURER="Rockchip"
CONFIG_G_DNI, VENDOR NUM=0x2207
CONFIG_G_DNI,_PRODUCT NUM=0x330d
+CONFIG DM VIDEO=y

+CONFIG DISPLAY=y

+CONFIG_DRM ROCKCHIP=y

+CONFIG_DRM ROCKCHIP RGB=y

+CONFIG LCD=y

CONFIG_USE_TINY PRINTF=y

CONFIG SPL_TINY MEMSET=y

CONFIG ERRNO_ STR=y
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%F upstream defconfig fit B 3% B :

upstream 4E4 | —%% Rockchip U-Boot 7= 3k5), H A 3= %250 #F RK3288 FIl RK3399 i1
./drivers/video/rockchip/

R A X B RS, AT LT CONFIG VIDEO ROCKCHIP, [AHf %] CONFIG DRM_ROCKCHIP,
PRICATTH BT SDK A A i BRIk b, JE#H LA A

o MEHITEME RN E A,
o HDMI. DP % %on4 FA] DRSS P B vOE far th AR € 70 3, i RCR, BoRJCR AT AR % .
 U-Boot logo 1 LLFi 1% 21| kernel logo B2 R4t K

5.5.5 LOGO4r X

P SRA Sh A EFITHLLOGORI FE 3k (— AERN R AGEEH) » w AE AL FILOGO 73 X S o
BAEL IR

o I3 XK AP IAAT FILOGO S X

o FFRIEFRE AR SIS EHLOGOS X AR . SEHiE, FAF EEEEER A EHD)
LOGO4;r X HBEIAT, AFEATTIHE. HLOGOSZ XK F ToRm:, 4% IH4E Fresource L4 H ERA
R Fr o

LOGO4; X #F1E M :
WA RAEE TR, WLOGOS XA 1k E A, HAEE #BRIA 1 logo.bmp:

1d30bcc rockchip: resource: support parse "logo" partition picture

WRRBAE WA, LOGOS XX Fr25kE fr: B 1A T B ftlogo.bmp, B H T E it
logo_kernel.bmp. W5k R E#E, B ZERFS12FTI05E, PR # .

commit 07£987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse logo kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2deba013d3963c99664c5bfd69693835a46bad8f

BRI A 7 5 Nlogo.bmpHillogo_kernel.bmp. logo.img I &4 :
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cat logo.bmp > logo.img && truncate -s %512 logo.img && cat logo kernel.bmp >>

logo.img
AR logo.imghe H Fllogosr XBI ], JFALJEF £I"LOGO: "IT Hl:

U-Boot 2017.09-g042c01531e-210512-dirty #cjh (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34£f000, fdt: 7b9£f8758

Using default environment

dwmmc@fe2b0000: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: O
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, v2

Found DTB in boot part

// WTFHTENEE B Logo . mg 4y DX IR R 4 IR A U3 31
LOGO: logo.bmp

LOGO: logo kernel.bmp

DTB: rk-kernel.dtb

HASH(c): OK

5.6 Dvfs

A FEATIDVESA A Fkernel, 2% 1 S8R A B A RS AL -

5.6.1 35 5 SR B&

U-Boot HERL AT SCHF DVFS, N 1 SCREFCEEE 7 (9 IR TRE, RK SEEL T —% DVFS Feii AR iR 8 F
IR 24 cpu/dme HF-FL K. (HA 5T W% DVFS W3], X8 98 il AX A A AE fish e e /AU, P2 R I 3
AT .

T R W«

1. FE iR IS T A% cpu/dme FUAER-FHL &, 28l SRB& 0] [R] I %F cpu AT dme AR, ] ROG i —A
A, Hodts BLE T cpu AT dme [R5 5 SREBE & —FE 1)

2. TEIRIRBN S RHT cpu/dme 17 5T opp table. regulator. clock. thermal zone F"trip-point-0", FREXAN
R-BERAL, AR EE . RV RS REEE R

3. %+ cpu/dmc 1] opp table B.45 % T rockchip,low-temp = <...>BX, rockchip,high-temp = <...>, N B3
cpuw/dme 5| F T thermal zone 1) trip 15 5, HS4 cpu/dme T i 28 i) S W& 5t 2 2 34

4, RER R

e rockchip,low-temp: KR EE, NAH TEMP_min #7R;
o rockchip,high-temp 1 thermal zone: 5 =il fZ BI{E, TiAH TEMP_max F#/x (WIR ZFHHAR, &
W AR S MR S 2 D
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e rockchip,max-volt: oV E 5w R, TAH V_max F£iR;
5. BB Al A AL 2

o WIRIEERT TEMP max, JEATZAN e 4R BE B HeARAY 17 5
o WRIRFEMCT TEMP_min, BRI 50mv. £ S0mv 2 FEH LT V_max, MHEBEHR
V_max, [N ESIZEFEAC 2 1Y

6. F I SEin SR N A 2 AN 2 5

o regulator 1 clk HEZEWILEATE G, FElR KB AT VIGE A0 IF HAAT — IR FEiR s, BARAL B AE
board.c 3XAF ) board init() i ;
o preboot BB CHUINEREF 2 HID FHAT — R IR ARG : Wi dis 15 fUh 828 1 "repeat" S5 AHC & 1
(LRS0 5 S3AT T8 AR B I S 08 7 TP AR SR AN I P BB L N, T4 1k R G s 9 HL
AT YT R, LRI e FE [ U B B G N A AR SRR Bh R G W R "repeat" S AH KB
PE, TIPAT ZEAR R SR S Ja ik B 3 R 48, Bl — A T2 repeat J&@ 14

5.6.2 TEZE 7 %

HEZARHS -

./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

PB4

./drivers/power/dvfs/rockchip wtemp dvfs.c

5.6.3 <O

// PAT—IRAv £s KM

int dvfs apply(struct udevice *dev);
// WRAFErepeat /@M, MR EATE RETE A B E A PAT dv £ H 1S

int dvfs repeat apply(struct udevice *dev);

5.6.4 Jja F 55 iR

1. e AR :

CONFIG DM DVFS=y
CONFIG ROCKCHIP WTEMP_ DVFS=y

CONFIG DM THERMAL=y

CONFIG_ROCKCHIP THERMAL=y
CONFIG_USING KERNEL DTB=y

2. #§5%€ CONFIG_PREBOOT:


af://n2030
af://n2035
af://n2037

#ifdef CONFIG DM DVFS

#define CONFIG PREBOOT "dvfs repeat"
#else

#define CONFIG PREBOOT

#endif

3. kernel dts Bt & 5 I5 7 &=

uboot-wide-temperature {

compatible = "rockchip,uboot-wide-temperature";

// FTIED. FRREREU-Boot M Bl K coulffi i /(KR R A I 1 8 iR Sk i 1L R 3 R 4t
// BRBHAT SEIRAC B SRS, LB IR [ A B R (G Y A 4k SR R B R
cpu, low-temp-repeat;

cpu, high-temp-repeat;

// AIIED. RIS EU-Boot ki Bufil R dme ) A% i / 1K B2 B I L 58 iR SR 31 1 S 3 &R 48
// HAWHAT SR AL B SRR, ELBE R IR FE R )3 2 BB VG N A 4R 2L R B R 5.

dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";
bi

— M IE DL AN B L B IR repeat M B

5.6.5 MR 4R

2 cpu %R A W HTED:

// <NULL>ZF %A T8 e KRR E

DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz temp=88.0'c, h repeat=0,

1 repeat=0

2 cpu MRIE Al E IR R B 2 TG R

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uVv

2 cpu it P A ARG R (BN 2 A T B4

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uVv

FIE, 2 dme fil A S RIR AR, o LbESITH, FETZ408" dme":

DVFS: dmc: ......
DVFS: dmc (high): ......
DVFS: dmc(low): ......
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5.7 Efuse/Otp

5.7.1 HEZE T #F

efuse/otp W3 f# H misc-uclass.c HELLFIARAESL 1. B HIEDL, efuse/otp —HE2H secure Fl non-secure 2

/7. U-Boot $£/}t non-secure 1 1j ], U-Boot SPL #2{}t secure otp H=%% X 45 K115 A

non-secure fit & :

CONFIG_MISC
// 2i%1, B FEMdefconfigBRINEREXT ML E
CONFIG_ROCKCHIP EFUSE
CONFIG_ROCKCHIP OTP

secure fic & :

CONFIG SPL _MISC=y
CONFIG_ SPL_ROCKCHIP SECURE OTP=y

HEZE AR :
./drivers/misc/misc-uclass.c
XS AL :

// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c
// secure:

./drivers/misc/rockchip-secure-otp.S

572 k&0

// non-secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
// secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)

int misc write(struct udevice *dev, int offset, void *buf, int size)

573DTSHCE

L k3308 Al

non-secure:
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otp: otp@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 0xff210000 0x0 0x4000>;
bi

secure:

secure otp: secure otpRO0x£ff2a8000 {
compatible = "rockchip, rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure conf = <0xff2b0004>;
mask addr = <0xff540000>;
}i

5.7.4 VA FH 7~ 51

non-secure 71

char data[l0] = {0};

struct udevice *dev;

/* retrieve the device */
ret = uclass get device by driver (UCLASS MISC,
DM GET DRIVER (rockchip otp),
if (ret) {
printf ("no misc-device found\n");

return 0;

misc read(dev, 0x10, &data, 10);
secure 7515

char data[10] = {0};
struct udevice *dev;

int i;

dev = misc_otp get device (OTP_S);
if (!dev)
return -ENODEV;

for (i = 0; 1 < 10; i++)

datal[i] = 1i;

misc otp write(dev, 0x10, &data, 10);
memset (data, 0, 10);
misc otp read(dev, 0x10, &data, 10);

&dev) ;
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5.7.5 FF iU X 3,

Secure-OTP HUF Ry X455, HRARIESHCM:  (Rockehip OTP JF R IGFT) -

5.8 Ethernet

5.8.1 HEZE T

HEZRARHS -

./net/*
./drivers/net/*

./drivers/net/phy/*
IXFH AR :

./drivers/net/designware.c
./drivers/net/dwc_eth gos.c

./drivers/net/gmac_rockchip.c

menuconfig it & :

o IKFNCE
Rockchip LUK IXAIAT I EIKBY, QRS IXa R FAT5E I, 52 5JATR B sdk config AL E .

// designware:
CONFIG DM ETH=y
CONFIG ETH DESIGNWARE=y
CONFIG_GMAC ROCKCHIP=y

// dwc_eth qgos:
CONFIG DM ETH=y
CONFIG DM ETH PHY=y
CONFIG DWC ETH QOS=y
CONFIG_GMAC_ROCKCHIP=y

Fi4k dwe_eth_qos 3K ) 75 AL E nocache memory, 2% RV1126:

diff --git a/include/configs/rv1126 common.h b/include/configs/rv1126 common.h
index 933917£3f£0..9d70795fb8 100644

--- a/include/configs/rv1126_ common.h

+++ b/include/configs/rv1126 common.h

@@ -50,6 +50,7 @@

#define CONFIG_SYS SDRAM BASE 0
#define SDRAM MAX SIZE 0x£d000000
+#define CONFIG_SYS NONCACHED MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG SPL BUILD
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e cmd il &
FEMIIGEFIINE L.

Command line interface ---> Network commands --->

] bootp, tftpboot

] tftp put

] tftp download and bootm
] tftp download and flash
] tftpsrv

] rarpboot

=%= clagp

—*- pxe

[ 1 nfs

=%= palal

-*- ping

[ ] cdp

[ ] sntp

[ ] dns

[ 17 linklocal
[

ethsw

582 fHxEEDO

o HRaityIsn i

void net init (void);
int eth register(struct eth device *dev);

int phy init(void);
o BHEMEZEO

int eth register(struct eth device *dev);

int phy register(struct phy driver *drv);

o MZEIETS M ophy 5
U-Boot MIEHE A s L3, BeA R ikrede ity 77 30, RSBl al 2 [ NetLoop().

int eth send(void *packet, int length);

int eth rx(void);

int phy read(struct phy device *phydev, int devad, int regnum);

int phy write(struct phy device *phydev, int devad, int regnum, ul6 val);

583DTSHCE

DTS ¥4 &5 kernel —#F, 77 ZIGUEMI A& LU I ARG KA & MERC & -

o phy # DM & (phy-mode)
o phy &7 H5 & 47 8] (snps,reset-gpio) (snps,reset-delays-us)
o ERXF IR BT HH 77 ) (clock _in_out)
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o B YEIE B 5 AR i 5 (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII £z 1 75 E(tx_delay) (rx_delay)

&gmac {
phy-mode = "rgmii";
clock in out = "input";

snps, reset-gpio = <&gpio3 RK PAO GPIO ACTIVE LOW>;
snps, reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK GMAC SRC>, <&cru CLK GMAC TX RX>, <é&cru
CLK_GMAC ETHERNET OUT>;

assigned-clock-parents = <&cru CLK GMAC SRC M1>, <&cru RGMII MODE CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";

pinctrl-0 = <&rgmiiml pins &clk out ethernetml pins>;

tx delay <0x2a>;

rx_delay = <0xla>;

phy-handle = <&phy>;

status = "okay";

5.8.4 15 F 7~ 1

W 2% i %

¢ DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

X %4, AT EBRE serverip, ipaddr, PLK gateway T .
2 dhep lIIM dhep ARSS38 IR ip sk 5, i M hostIPaddr Huhl, DA thp A7 RIS

100M ¥4 15 .

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: ###########H#H44H#4EH4HH#HHH#HHHHHHHHEHIHEHFHHHAHSHAHEHAHHSHERHHEHE
FHEHHE A H AR R
FHEHHH AR A R R R
S
B i i
FHESHH A H AR A R R
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G
FHE A A A R R R R
B i
B i i i
FHEFFF A R
FHE A A R R R R
B i i
FHEF S
FHE A A A A R R R R R
FHEHHF AR R R R
B i
G
FHE A A A A R R R R
E R i
1.5 MiB/s

done

Bytes transferred = 19054084 (122be04 hex)

¢ PING

=> ping 192.168.0.1

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@f£fc40000 device

host 192.168.0.1 is alive

e TFTP

1000M #1155 .

Usage:
tftp [loadAddress] [[hostIPaddr:]bootfilename]

WATBLE B E 1P Mkt

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename 'kernel.img'.

Load address: 0x20000000

Loading: ##############4H#4EH4HH#HHH#HHHHHHHHEHIHEHFHHHAHSHAHEHAHHSHEHHHEHE
EE i
FHA A A R R R
B i
B i
CTE i
FHE A A R R S R
B i
FHEHHE A H AR R
TR i i
B i
B i i
EE T



FHEHHF A H AR A R
FHE A A A R R R R R
B i
B i i i
FHAHHH AR A R R R R
S
B i
5 ki
FHEFHFH AR HH
12.2 MiB/s

done

Bytes transferred = 20275220 (1356014 hex)

5.8.5 M & M fEHEE

LI, # LA T IILATTH

o H T B K B R R
o WHREEMER, TIANIETRE;
o TFTP REAFECE & IEM;

BLULgK fh 3510 TFTP ThREZ GG
2. ARG I, — R, EEFINCLT IS

o pinctrl it B & I1EM. KEHK pin (1) iomux A1 IXBH5REZ G IEH, TPl dump MG A S5 W
R G —8, KEAEN T, FATZETE 7 AR U-Boot 1.

o clock & & IEM. I B0C B R B AT BROT— 28, FZARG A 00kl WHepds, LUK 7 1A,
Koy 2 (a8 (E CRU B, WAFER RS S 4745 7€ GRF, [RIFE AT LA dump FHOCZFA748 5 A
IR 5 — 3.

o PHY Ef7fl. EZAGIE A AL E LA IER, DUKEMBEELGRG PHY HIEXRK.

5.9 Gpio

5.9.1 HEZE T #

GPIO W51 ] gpio-uclass HEZLAIARERE [,
i & -

CONFIG DM GPIO
CONFIG ROCKCHIP GPIO

HEZEAAD :
./drivers/gpio/gpio-uclass.c
KB

./drivers/gpio/rk _gpio.c
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592 DM#ENO

DM #riERz 0. A AGEIE struct gpio_desc j‘ﬁ‘éiﬁl"ﬂﬁgpio, HEFE 2R,

// W/ FEGPIO
int gpio request by name (struct udevice *dev, const char *list name,
int index, struct gpio desc *desc, int flags);
int gpio request by name nodev(ofnode node, const char *list name, int index,
struct gpio desc *desc, int flags);
int gpio_request list by name(struct udevice *dev, const char *list_ name,
struct gpio _desc *desc list, int max count, int
flags);
int gpio request list by name nodev(ofnode node, const char *list name,
struct gpio desc *desc_list, int max count,
int flags);

int dm gpio free(struct udevice *dev, struct gpio desc *desc)

// WEGPION M. @flags: GPIOD Is ouT (M) Al GPIOD Is_IN (IN)
int dm gpio _set dir flags(struct gpio desc *desc, ulong flags);

// BB /FRBGPIOR
int dm gpio get value(const struct gpio desc *desc)

int dm gpio set value(const struct gpio desc *desc, int value)

HEEEI:
dm_gpio_get_value() HIIREMEZF RactivelRZs, THER-FHImEMR. #iln.

e gpios = <&gpio2 RK_PD0 GPIO ACTIVE LOW>, K FHFIR[EMEA 1, FHFH 0,
o gpios = <&gpio2 RK_PD0 GPIO ACTIVE HIGH>, {&H FIREMEN 0, HHE TN 1.

dm_gpio set value() S Hvalueth /& [E] 32, 1: atcive, 0: inactive.

5.9.3 Legacy¥: O

AL A, P 0287 3 B 325 IHU-Boot IAPL, bR BN BB HSEIAS i I8 /& e DMAESE, (B} 41 #
W7 struct gpio _desc o DifenT H, MDMACRSFRAELL I A BE 25 R EAHERE

int gpio request (unsigned gpio, const char *label)
int gpio_ free(unsigned gpio)

int gpio_direction input (unsigned gpio)

int gpio direction output (unsigned gpio, int wvalue)
int gpio get value (unsigned gpio)

int gpio_set value(unsigned gpio, int value)

egpio EMRIERHGPIOA 32 pin, B bankf 8 pinfMFE TR . Fil4n:

I
~

gpio0 a7 = (0 * 32) + (0 * 8) + 7
gpiol b6 = (1 * 32) + (1 * 8) + 6 = 46
gpio3 c2 = (3 * 32) + (2 * 8) + 2 = 114

@value : PFREER FTH am gpio ZRAVMHEZ O —EL,
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5.10 Interrupt

5.10.1 HEZE 7 #F

U-Boot JF/EARRSBCAE HITHESL, RK H CSEIL 7 —BH T 30FF GICv2/v3, BRIMERE.
F BT 21 P Y37 55 «

o Pwrkey: U-Boot 7t Ul CPU 223k NMIKDIAERIR, 75 2@ id Pwrkey i ilHefiE CPU;
o Timer: U-Boot 7¢ H AN 1 5 2 F 21| Timer 187
e Debug: f#ifit CONFIG_ ROCKCHIP DEBUGGER i) fE

B -

CONFIG_IRQ
CONFIG GICV2
CONFIG_GICV3

HE AR -

./drivers/irqg/irg-gpio-switch.c
./drivers/irq/irg-gpio.c
./drivers/irq/irg-generic.c
./drivers/irqg/irg-gic.c
./drivers/irqg/virqg.c

./include/irg-generic.h

5.10.2 HHkEEO

// CPUAHbHIKTH ¢
void enable interrupts(void);

int disable interrupts(void);

// GPIO¥Hplibis

int gpio to irg(struct gpio desc *gpio);

int phandle gpio to irg(u32 gpio phandle, u32 pin);
int hard gpio to irqg(unsigned gpio);

// ES /R I [
void irqg install handler (int irqg, interrupt handler t *handler, void *data);

void irqg free handler (int irq);

// fgERe /R
int irg handler enable(int irqg);

int irg handler disable(int irq);

// il A
int irg set irqg type(int irqg, unsigned int type);
B i IRQ

o JAMSLAESE WS M T ELAUSNE R, Bh0: pwm, timerE
e GPIO ] pin IBCA ML AIRELE RIS, 75 ZEAS ML HS


af://n2196
af://n2197
af://n2211

— 34 3 Ry A HE GPIO 1 pin IR

(1) £ AN struct gpio desc (LR ALUN

/7 WITER LB AT desBCE, RRE. FH.

int gpio_to irg(struct gpio desc *gpio);
SERIZE

battery {
compatible = "battery,rk817";

dc_det gpio = <&gpio2 7 GPIO ACTIVE LOW>;

struct gpio desc dc_det;

int ret, irg;

ret = gpio request by name nodev(dev_ofnode(dev), "dc det gpio", O,
&dc_det, GPIOD IS IN);
/1 NT BT, AR EHE A
if (!ret) {
irg = gpio _to_irqg(&dc_det);
irqg install handler(irq, ...);
irg set irqg type(irqg, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);

(2) &\ gpio I¥) phandle 1 pin

// WITERT LB T de sELE, HERE. W
int phandle gpio to irg(u32 gpio phandle, u32 pin);

et (rk817 My 5| 9 GPIOO_AT) -

rk817: pmic@20 {
compatible = "rockchip, rk817";
reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio0": ¥EMlgpio0Tisifiphandle;
interrupts = <7 IRQ TYPE LEVEL LOW>; // "7": pinffl;

u32 interrupt([2], phandle;

int irqg, ret;

phandle = dev read u32 default (dev->parent, "interrupt-parent", -1);
if (phandle < 0) {
printf ("failed get 'interrupt-parent',6 ret=%d\n", phandle);

return phandle;



ret = dev read u32 array(dev->parent, "interrupts", interrupt, 2);
if (ret) {
printf("failed get 'interrupt', ret=%d\n", ret);

return ret;

[/ 9T Rl AR IR [EME A

irg = phandle gpio to irg(phandle, interrupt[0]);
irg install handler(irqg, pwrkey irqg handler, dev);
irqg set irqg type(irq, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);
(3) il 48 € gpio

[/ WIrEBEBRGITEE gpio, AWM gpio DAUERFIRMZ KA AT, AMERE, ANEVLTH.
int hard gpio to_irg(unsigned gpio);

B (GPIO0_A0 HiEHK) -

int gpio0 a0, irqg;

/) T R, A IR [EME A

gpio0 a0 = RK_IRQ GPIO(RK GPIOO, RK_PAO);
irg = hard gpio to irqg(gpio0_a0);

irqg install handler (irg, ...);

irg handler enable(irq);

5.11 12C

5.11.1 HEEZE R

i2¢ BB ] i2c-uclass HEZRFIFRUERE .
fic &

CONFIG DM I2C
CONFIG_SYS_I2C ROCKCHIP

HEZE AR :
./drivers/i2c/i2c-uclass.c
KB

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofiilizcilif, HuEiHAR
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5.11.2 k8O

// i2c &H
int dm i2c_read(struct udevice *dev, uint offset, uint8 t *buffer, int len)
int dm i2c write(struct udevice *dev, uint offset, const uint8 t *buffer, int

len)

// R BT R e
int dm i2c reg read(struct udevice *dev, uint offset)

int dm i2c_reg write(struct udevice *dev, uint offset, unsigned int val);

5.12 10-Domain

5.12.1 fEZE S #F

U-Boot HEZRER A& X io-domain I FF, RK HOSEM T —&,
[

CONFIG_ IO DOMAIN
CONFIG_ROCKCHIP IO DOMAIN

HEZEACHS
./drivers/power/io-domain/io-domain-uclass.c
XA

./drivers/power/io-domain/rockchip-io-domain.c

5.12.2 MO

void io _domain init (void)

MPATEESMA io_domain_init () » RFEITE LIARERA, U-BoothEZE2r HENHILAIL .

5.13 Key

5.13.1 IEZE X ¥

U-Boot HEAEERINEA SCFFHESETIRE, RK H Ol 7 — B BEAELL.
LA -

o T #HEERE L kernel 1 U-Boot [ DTS #85, U-Boot AN i hard code 17 35 AT #4465
o U-Boot LS5 EE K kernel dts F1 24, A2 FH A U-Boot dts H 3% 4
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e U-Boot dts B.AY & X T e 5 8,
o WNRH P EFEHE S E X, 1 R 5 Hrkernel fTU-Boot ] dts.

B -

CONFIG DM KEY
CONFIG RK8XX PWRKEY
CONFIG_ADC_KEY
CONFIG_GPIO KEY
CONFIG RK KEY

HEZARHS

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

WXz A .
./drivers/input/rk8xx pwrkey.c // XHFPMICHIpwrkey (RK805/RK809/RK816/RK817)
./drivers/input/rk_key.c // X ffcompatible = "rockchip, key"
./drivers/input/gpio_key.c // X ¥fcompatible = "gpio-keys"
./drivers/input/adc key.c // X ¥fcompatible = "adc-keys"

pwrkey 1 LAl 2AARA, A gpio #d LASE 7 sUHRa

5.13.2 HxENO

i Jup
int key read(int code)
code & X :
/include/dt-bindings/input/linux-event-codes.h
IR [ 4«

enum key state {

KEY PRESS NONE, /7 AR GARIEE) BB KdE (E PR
KEY PRESS DOWN, [/ —IRGEEREE ET=>F10

KEY_PRESS_LONG_DOWN, // —{RFEHHIKIE CAILIARRD

KEY NOT EXIST, // B

}i

KEY_ PRESS_LONG_DOWN ERiAIF & 2000ms, H i 5 AT U-Boot 78 Hi (¥ pwrkey K 4% Fi 4.

#define KEY LONG_DOWN_MS 2000

bR R
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int ret;

ret = key read(KEY VOLUMEUP) ;

5.14 Led

5.14.1 EEZE S #

Led ZK31{# A led-uclass.c HEZEAIFRERE D .
Pt &

CONFIG LED GPIO
HEZRACAS «

drivers/led/led-uclass // ERIN4niF
KB

drivers/led/led gpio.c // X#F compatible = "gpio-leds"

5.14.2 HxEO

// 3Hled device
int led get by label (const char *label, struct udevice **devp);
// BB /KM LedRE
int led set state(struct udevice *dev, enum led state t state);

enum led state t led get state(struct udevice *dev);
// RN, HATARMR)E WS LI

int led set period(struct udevice *dev, int period ms);

5.14.3 DTS ¥ &

U-Boot [ led_gpio.c DHREAHRT AT,  HAEAT led 15 50 Y 3 AN@ k-

o gpios: led il 5] HIAIG RORES
o label: led &4%;
o default-state: BRYVIRZS, XN probe BT S & ;

leds {
compatible = "gpio-leds";
status = "okay";
blue-led {

gpios = <&gpio2 RK PAl GPIO ACTIVE LOW>;
label = "battery full";


af://n2288
af://n2289
af://n2297
af://n2299

default-state = "off";
}i

green-led {
gpios = <&gpio2 RK PAO GPIO ACTIVE LOW>;

label = "greenled";
default-state = "off";
}i
}i
5.15 Mtd

MTD (Memory Technology Device) Bl W #7455 AR %, SC#FIFH nand. spinand. spinor.

5.15.1 HEZE 7 ¥

CONFIG MTD=y
CONFIG CMD MTD=y

5.15.2 HxEO

WD

struct mtd_info *get_mtd_device_nm(const char *name) ;

int mtd read(struct mtd info *mtd, loff t from, size t len, size t *retlen,
u_char *buf);

int mtd write(struct mtd info *mtd, loff t to, size t len, size t *retlen,
u_char *buf);

int mtd erase(struct mtd info *mtd, struct erase info *instr);

int mtd block isbad(struct mtd info *mtd, loff t ofs);

int mtd block markbad (struct mtd_info *mtd, loff t ofs);

5.15.3 1 F =51

spi nor Ji1 £ [E 14 7= i

LA flash offset 0x400000 byte. 0x800 bytes 4k %] P4 77 H1 1k 0x4000000 Jy 151

#include <mtd.h>
#define MTD_ SPINOR NAME "norO"

static int mtd demo (void)

{
char *mtd name = MTD SPINOR NAME;
struct mtd info *mtd;

size t retlen, off, size;

const
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u_char *des buf;

int ret;

mtd = get mtd device nm(mtd name);
if (IS_ERR OR NULL (mtd)) {
printf ("MTD device %s not found, ret %$1d\n",
mtd name, PTR ERR(mtd)) ;
return CMD RET FAILURE;

des buf = (u_char *)0x4000000;

off = 0x4000000;

size = 0x800;

ret = mtd read(mtd, off, size, &retlen, des buf);
if (ret || size != retlen) {

pr_err("mtd read fail, ret=%d retlen=%1d size=%1d\n", ret, retlen, size);

return ret;

Nand 7~ %1
HL

o 2% drivers/mtd/nand/nand_util.c, 1A RER A 1E/5 4 Rz
o XNTHIREBRDHM—IRTERSIT AN GEFEFX LR SHEEE/DT 2KB) , ol LIFEEH MTD_BLK
AHRHE LT, AR %% D 2252 flash )75

5.16 Mtd_blk

RK ¥t 72T MTD £: 01 MTD block /=, Z#f# M nand. spinand. spinor, JFM%) ¥ MTD block
B LLSCRFFHBL I block 42 1.

4
ﬂfi:

o FAfi A sector, B[l 512B
o TLWHIRE1ERKIEHE B2 KA R EEE X B H flash block, AT AKX 20 HAME I 547 ~Ain iR
W HZEE U 252 flash 1975 @

5.16.1 fEZE S #F

U-Bootfi & :
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// MTDIRZ)

CONFIG_ MTD=y
CONFIG CMD MTDPARTS=y
CONFIG MTD DEVICE=y

// MTD block¥4&IKz)
CONFIG CMD MTD BLK=y
CONFIG _MTD BLK=y

// HAtinandi% & KB config

SPLACE :

CONFIG_MTD=y
CONFIG_CMD MTDPARTS=y
CONFIG MTD DEVICE=y
CONFIG SPL_MTD SUPPORT=y

// HAtinandW &z config

HEZR AR :

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd uboot.c
drivers/mtd/mtd blk.c

WA BRI, EE SR L HAES MTD JZ.

5.16.2 <O

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite (struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)

5.17 Optee Client

U-Boot/EARM TrustZone H J& T-Non-Secure World, 75 Z & BOPTEE Client/ fE7 i) % 4 %R .

5.17.1 HEZR 7 #F

U-Boot HEZE BRI\ VEH X HOPTEE ClientIjf¢, RK HOLHL T —%&.,

Be & -
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/7 RERE
CONFIG_OPTEE CLIENT

// IBFEMH, W RK312x. RK322x. RK3288. RK3228H. RK3368. RK3399
CONFIG OPTEE V1

// HFEH, i RK3326. RK3308

CONFIG OPTEE V2

// 4 emMc ) RPMB ANBEFHRT AU R AL E, BISfsecurityy[X!
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION

HEZL AKX -

lib/optee clientApi/

5.17.2 &4 5 B

) trust.img AU H TA Difg, % JEEEOPTEE Client H..

5.17.3 O UL A

Optee client JXZ)7E lib/optee client H3% T, Optee Client Api i55%# (TEE_Client API Specification-
V1.0 _c.pdf) -
Tkt https://globalplatform.org/specs-library/tee-client-api-specification/

H T Optee W ETAKIZhAE, RKAEOptee clientdhde 7 { Fl N ETATHRERIHE . $2 DIJRAS W

lib\optee clientApi\OpteeClientInterface.c, A5 I LS Sk s

include\optee_include\OpteeClientInterface.h .,

TR R 7> APTHEAT 1 B

5.17.3.1 3& FH 1t

W HEPER P& Ltk ESE P EE X ET.

trusty read vbootkey hash ()

trusty write vbootkey hash()
trusty read vbootkey enable flag()
trusty write oem otp key()

trusty oem otp key is written()
trusty set oem hr otp read lock()
trusty oem otp key cipher ()

5.17.3.2 iR [ {4

LR LA, DL NAPIFR[EME, W EIRSCHY (TEE Client API Specification-V1.0 c.pdf) [
Return Codes F 7.
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5.17.3.3 trusty_read_vbootkey hash

uint32 t trusty read vbootkey hash(uint32 t *buf, uint32 t length);

Th &g

B OTPE eFuseH ff]secure boot public keyHhashfH .
Semnebooﬂﬂ;%ﬁﬁwq, ﬁLRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiENjzfﬁo

S8

* [out] buf -} ZZHi f¥ihash buffer
o [in] length - I HKSE, FARSCREI MG Ay 55K Phsecure boot U, K JZ Blword (32bits) Jy 5t

(A

5.17.3.4 trusty_write_vbootkey hash

uint32 t trusty write vbootkey hash(uint32 t *buf, uint32 t length);

Thee

5 OTPEeFuse ffsecure boot public key[Jhash{f, [F] A} {¥ fsecure boot flag, F )5 secure boot.
Secure boottH K 151, ELRockchip_Developer_Guide_Secure_Boot_Application_Note_EN:iﬁﬁo

2

e [in] buf - ¥ 25 A\ fJhash buffer
o [in] length - MK, FARSCRERINA A BIE K B Dlsecure boot XAY AHE, K Llword (32bits) SN

i

5.17.3.5 trusty_read_vbootkey_enable_flag

uint32 t trusty read vbootkey enable flag(uint8 t *flag);

EHsecure boots& 75 I8 HIbp &

Secure boot <14 B, ELRockchip_Developer_Guide_Secure_Boot_Application_Note_EN]t*ﬁo
ZH

e [in] flag - 1 Byte, 13K/~ JHsecure boot, 07K~ .

5.17.3.6 trusty_write_oem_otp_key

uint32 t trusty write oem otp key(enum RK OEM OTP KEYID key id,
uint8_t *byte buf,
uint32 t byte len);

Thee
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B 5% H 5 ) 45 € JOEM OTP X 45
OEM OTPHJFHICKFEL Y, L Rockchip Developer Guide OTP CN =N

ZH

e [in] key id - ¥ ZE 5 key id, ERINZHF Rk 0EM oTP ®KEYO - 3 E4NEEH, X TFrvl126/v1109, %
4h X Fkey idN RK_OEM_OTP_KEY Fu [%%H
RK_OEM OTP KEY FW: Boot ROMf# % loaderltf %5 4H, trusty oem otp key cipher #I13C
R X AN 85 BH 22 5010 55 B0 n i % 5038 i % kernel image

e [in] byte buf - B %4

e [in] byte len - BFIXCHHIKSE, XFF rRK 0EM OTP KEY FW, byte lenfU k16, XfTH A4,
byte len3Z¥F16. 24, 32

5.17.3.7 trusty_oem_otp_key_is_written

uint32 t trusty oem otp key is written(enum RK OEM OTP KEYID key id, uint8 t
*value) ;
Ty

IR S D45 A F55E (NOEM OTP[X 42k,
OEM OTPHIAH AU B, M Rockchip Developer Guide OTP CN (A4,

S8

e [in] key id - ¥ E 5 WkeyXIHE 7, BRIASCHFF RK OEM OTP KEYO - 3 3L4NEH, X T
rv1126/rv1109, #4372 Fkey idN RK OEM oTP KEY FW [F%%4H.
e [out] value - HIWT R B EAEAMH, 1RREEN, 0ORRKEAN.

IR B {E
435 [ N#define TEEC_SUCCESS 0x00000000F, valuefti 44 & Y.

RK3588° - G ik2x #llhrkey idfe 5 #lock, & XfNkey id#lockl4xik [A] #define
TEEC_ERROR_ACCESS DENIED 0xFFFF000 145 1% -

5.17.3.8 trusty_set_oem_hr_otp_read_lock

uint32 t trusty set oem hr otp read lock(enum RK OEM OTP KEYID key id);

Thhe

W E 182 OEM OTPIX $[firead lockbridi, WHEMING, ZXIAE I ES5HE, HHiZXE DA REERECPU
WA, W trusty oem otp key cipher $ N %4
OEM OTPAH R PEBE, L Rockchip Developer Guide OTP_CN A

Rockchip Developer Guide OTP CN =P

S8

o [in] key id - ¥ & fkey id, SZFF RK OEM OTP KEYO - 3
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5.17.3.9 trusty_oem_otp_key_ cipher

uint32 t trusty oem otp key cipher (enum RK OEM OTP KEYID key id,
rk cipher config *config,
uint32 t src_phys addr,
uint32 t dst phys addr,
uint32 t len);

Th &g
EFEOEM OTPIX I % 4, 44T cipher ikt 5.
ZH

e [in] key id - ¥ 2 H (key id, ZRIAFFF RK _0BM OTP KEYO - 3, Xt Frvl126/v1109, Hish 3
RK_OEM OTP _KEY FW

e [in] config - &k, Bz, ZA. ivaE
H% S FFAES, SM4
155 % HECB/CBC/CTS/CTR/CFB/OFB

TR FR16. 24, 32 Bytes, £ 2rv1109v1126V- 4, ZHKEN SRR 16, 32, Mkey idA
RK_OEM OTP KEY FW I ZEHK N HFF16

e [in] src_phys_addr - 7 iHEEE fibuffertihl, SCFF5dst phys addefH[R], B S b b fg 25
e [out] dst phys addr - 11545 R buffertiht, Z#F5src phys addrifl[H]
e [in] len - % N A% H FidEbuffer I Byte K &, ER 5 BT B2 block Xt 5%

5.17.4 FLENTE

UFBootii(hﬁeeﬂ%ﬁ§$fﬁgiﬁﬁiﬁﬁﬁﬁf5;§§§Vﬂ??q]c el TEEC AllocateSharedMemory () FHE
HLENLE, HEVCNED IM. 338 W s B8 31T 2 Ik fe i, SR

TEEC ReleaseSharedMemory () *%EQ;§§§V§??Q

5.17.5 Mk iy 4

TEM: 2 A7 i ThRE. U-Boot fir 24T
=> mmc testsecurestorage

A G PR 2 A S h6e, A emme IR rpmb 5 security 73 X PR Fh 22 42 47
s MRS A nand B IR security 70 X 22 A7 i

5.17.6 & WAS RITED

o B HFE emme B3 nand W%, MERHERE U-Boot /e VDL E, siE A2 BN,
"TEEC: Could not find device"

o AR security 47X . M ARPMBH] I, 75 E7E parameter.txt H15E X security 73 [X o
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"TEEC: Could not find security partition"

o H—UMEH security 7 X HEAT %2 A7 BL security 73 X B B ARVESL UM 2 T B .
"TEEC: verify [%d] fail, cleanning ...."

o WEMFMHITRAL. EREFMEREGR SR, B A KR B A B .

"TEEC: Not enough space available in secure storage !"

5.18 PCle

5.18.1 FF K440

FAIAFE u-boot & 21 WA B BUMH] PCle, IFAKILAARNL dts BL & -

1 ERJEBIREA& I NVME, & ZERBEYI6E, I E SR IX A NVME H, Frbh PCle R AgfHH u-
boot [ dts Ft &

2. AMENEEEA, WSCREMRERE, RVTFBIEYIMGEI, BT u-boot HEALSCHF(HH kernel dtb, Ffr
LU boot.img Y kernel dtb FH it &

3. u-boot i Bt PCle RC R {EM mem 32bits range, ANi& H mem 64bits-pref %]

5.18.2 HEZE 7 #F

HEZARHS

./drivers/pci/*

./drivers/phy/*
IR AR

drivers/pci/pcie dw_rockchip.c

drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig it & :
o IXFNLE

Rockchip PCIe3X 5l H #i 3 ## 17 & 1% & A pcie_dw_rockchip.c X4 71 il compatible & 14, 40 H % SR 3 %
AEEN], THSH AN R sdk config L& .

CONFIG DM REGULATOR GPIO=y

CONFIG DM REGULATOR FIXED=y

CONFIG PCI=y

CONFIG DM PCI=y
CONFIG DM PCI_COMPAT=y
CONFIG_PCI_PNP=y

CONFIG PCIE DW ROCKCHIP=y
CONFIG_PHY ROCKCHIP SNPS PCIE3=y
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
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CONFIG_PHY=y

CONFIG_CMD PCI=y

/ /S INNVMe 32 HF

CONFIG NVME=y

CONFIG_CMD NVME=y

/ /N INPCIe#5UsSB

CONFIG USB_XHCI PCI=y

/ /B NEmbedded DTB X F, MllEmbedded DTB ZHFJasiff RK/haAEK
CONFIG_EMBED KERNEI, DTB_ALWAYS=y

CONFIG SPL_FIT IMAGE KB=2560

5183 DTS LB

In#E T Rk BRI
e flash + PCle NVMe XA/ i /7 %&: % kernel dtb 2 i f#i ] PCle

o AMP FEHEH PCle SZ#F: % Embedded dtb 22 J5 i il PCle
o JEFHMHOE: hD#k kernel dtb 2 J5 18 PCle

BN #% kernel dtb Z 57 {f Fi PCle
@i 5% kernel DTB 77 it B K ¥ & uboot dtsi #HIEH1 &5, I8 u-boot,dm-pre-reloc &k -

o phy fiti, WERBGACSIFE AN
o vce 3v3 fiH

s phy 1A

o PRSI

DL RK3588 PCle3x4 Nl

diff --git a/arch/arm/dts/rk3588-u-boot.dtsi b/arch/arm/dts/rk3588-u-boot.dtsi
index 3fe8054aac..a8e2defbad 100644
--- a/arch/arm/dts/rk3588-u-boot.dtsi
+++ b/arch/arm/dts/rk3588-u-boot.dtsi
@@ -22,6 +22,28 @@

compatible = "rockchip, rk3588-secure-otp";

reg = <0x0 0xfe3a0000 0x0 0x4000>;

}i

regulator-min-microvolt = <3300000>;

regulator-max-microvolt = <3300000>;

+
+ vcel2v _decin: vecl2v-dcin {

+ u-boot,dm-pre-reloc;

+ compatible = "regulator-fixed";

+ regulator-name = "vccl2v dcin";

+ regulator-always-on;

+ regulator-boot-on;

+ regulator-min-microvolt = <12000000>;
+ regulator-max-microvolt = <12000000>;
+ }i

+

+ vce3v3 pcie30: vec3v3-pcie30 {

+ u-boot,dm-pre-reloc;

+ compatible = "regulator-fixed";

+ regulator-name = "vcc3v3 pcie30";

+

+

+

enable-active-high;
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gpio = <&gpio3 RK_PC3 GPIO ACTIVE HIGH>;
startup-delay-us = <5000>;
vin-supply = <&vccl2v dcin>;

+ o+ o+ o+

bi

&firmware {
@@ -117,6 +139,19 @@
status = "okay";

}i

+&pcie30phy {

+ u-boot,dm-pre-reloc;

S rockchip,pcie30-phymode = <PHY MODE PCIE AGGREGATION>;
+ status = "okay";

+};

+

+&pcie3x4d |

+ u-boot,dm-pre-reloc;
+ reset-gpios = <&gpio4 RK PB6 GPIO ACTIVE HIGH>;
+ vpcie3v3-supply = <&vcc3v3 pcie30>;
+ status = "okay";
+};
+
&uart2 {

u-boot,dm-spl;

status = "okay";

L RK3566 il :

From b58a47956bbd03de0fcef572fal6cdeea974e2a9 Mon Sep 17 00:00:00 2001
From: Jon Lin <jon.lin@rock-chips.com>

Date: Thu, 9 Mar 2023 15:29:37 +0800

Subject: [PATCH] TEST: uboot: rk3566 evb2 vll: nvme

Change-Id: I87b3786a433691£f3c385460fa8636291bce8ed9a

Signed-off-by: Jon Lin <jon.lin@rock-chips.com>
arch/arm/dts/rk3568-u-boot.dtsi | 43 ++++++++++t+tttttttttttt+t+++++++
configs/rk3568 defconfig | 13 ++++++++++

2 files changed, 56 insertions(+)

diff --git a/arch/arm/dts/rk3568-u-boot.dtsi b/arch/arm/dts/rk3568-u-boot.dtsi
index a0678e35db..lab8ead4436 100644
--- a/arch/arm/dts/rk3568-u-boot.dtsi
+++ b/arch/arm/dts/rk3568-u-boot.dtsi
@@ -26,6 +26,27 Q@

cru rst addr = <0x£fdd20470>;

u-boot,dm-spl;

}i

dc_12v: dc-12v {
compatible = "regulator-fixed";
regulator-name = "dc 12v";

regulator-always-on;

regulator-boot-on;

+ 4+ 4+ 4+ 4+ + o+

regulator-min-microvolt = <12000000>;



+ regulator-max-microvolt = <12000000>;
+ }i
+
+ vce3v3 pcie: gpio-regulator
+ u-boot,dm-pre-reloc;
+ compatible = "regulator-fixed";
+ regulator-name = "vcc3v3 pcie";
+ regulator-min-microvolt = <3300000>;
+ regulator-max-microvolt = <3300000>;
+ enable-active-high;
& gpio = <&gpio0 RK PC2 GPIO ACTIVE HIGH>;
+ startup-delay-us = <5000>;
+ vin-supply = <&dc_12v>;
+ bi
}i
&psci {
@@ -386,6 +407,28 @@

status = "okay";
}i

+&pipegrf {

+ u-boot,dm-pre-reloc;
+ status = "okay";

+i

+

+&pipe phy grf2 {

+ u-boot,dm-pre-reloc;
+ status = "okay";

+};

+

+&combphy2 psq {
+ u-boot,dm-pre-reloc;
+ status = "okay";
+}i
+
+&pcie2xl {
A u-boot,dm-pre-reloc;
+ reset-gpios = <&gpiol RK PB2 GPIO ACTIVE HIGH>;
+ vpcie3v3-supply = <&vcc3v3 pcie>;
+ status = "okay";
+}i
+

&pinctrl {

u-boot,dm-pre-reloc;

status = "okay";

fn#k Embedded dtb 2 5 18 F PCle

u-boot THFEZ RN L dtb 775, %77 RREEEGK [ kernel dtb ZEAL T SR IGEEM, AUIEBEA MR SRR (177
M7 %, 8% Embedded dtb SRIFN P AZAREE dtb SO, EESSIRUIR:

o ¥ kernel [EfF, AERH bR dtb S
e U-Boot JI'/3 Embedded dtb Fit &



CONFIG_EMBED KERNEL DTB=y
CONFIG_EMBED KERNEL DTB ALWAYS=y

CONFIG_EMBED KERNEL DTB_PATH="./dts/rkHAmti - HiFk& . dtb™ 4 i
CONFIG_EMBED KERNEI, DTB PATH="dts/rk3588-evbl.dtb"

o YmiFAE K u-boot Hif%
AN

o #4r AMP J5%, BEJC PCle early init 755K, SUOGWHZ, HON 7 48T AMP IN#EHET7E R PCle M2%, W]
Z:2% DL AN T 123 s AR A2 PCle:

diff --git a/arch/arm/mach-rockchip/board.c b/arch/arm/mach-rockchip/board.c
index 979598ff7b..87d131el118 100644
-—-- a/arch/arm/mach-rockchip/board.c
+++ b/arch/arm/mach-rockchip/board.c
@@ -537,6 +537,11 @@ int board init (void)
io domain init();
#endif
set _armclk rate();
+
+#ifdef CONFIG_PCI
+ pci init();
+#endif
+
#ifdef CONFIG DM DVFS
dvfs init(true);
#endif

iM% kernel dtb 2 j5 1§ Fi PCle
] 2% e A < ] B T ”RK u-boot using kernel DTB BBt J5 Bl ] EL#: & ] kernel DTB, #H5% R4l &%

W% PClLelit B 1 B
5.18.4 i =
P4

5.18.4.1 PCle CMD

## Chapter-5 PCI %, HH crc WUHIANFEHINEY 0x00000000£0000000

=> pci enum

pcie@fel50000: PCIe Linking... LTSSM is 0x1
pcie@fel50000: PCIe Linking... LTSSM is 0x6
pcie@fel50000: PCIe Linking... LTSSM is 0x4

pcie@fel50000: PCIe Linking... LTSSM is 0x210023

pcie@fel50000: PCIe Link up, LTSSM is 0x230011

pcie@fel50000: PCIE-0: Link up (Gen3-x2, BusO0)

pcie@fel50000: invalid flags type!

pcie@fel50000: Config space: [0x00000000£0000000 - 0x00000000£0100000, size
0x100000]

## Chapter-5 FAfATH B
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=> pci

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x3588 Bridge device 0x04
01.00.00 0x144d 0xa809 Mass storage controller 0x08

## Chapter-5 /8 bus 01 W&RIFHER
=> pci 01 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x144d
device ID = 0xa809
command register ID = 0x0006
status register = 0x0010
revision ID = 0x00

class code = 0x01 (Mass storage controller)
sub class code = 0x08
programming interface = 0x02

cache line = 0x08
latency time = 0x00
header type = 0x00

BIST = 0x00

base address 0 = 0x£0300004
base address 1 = 0x00000000
base address 2 = 0x00000000
base address 3 = 0x00000000
base address 4 = 0x00000000
base address 5 = 0x00000000
cardBus CIS pointer = 0x00000000
sub system vendor ID = 0x144d

sub system ID = 0xa801
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01

min Grant = 0x00

max Latency = 0x00

## Chapter-5 78 bdf 01.00.00 &% bar MEGFHihE, REMVISER baro MU RAFHAE
0x£f0300000, size 0x4000,

=> pci bar 01.00.00

ID Base Size Width Type

0 0x00000000£0300000 0x0000000000004000 64 MEM

## Chapter-5 #£Hl bdf 01.00.00 &% crc FAEE

=> pci d.w 01.00.00 0

00000000: 144d a809 0006 0010 0200 0108 0008 0000
00000010: 0004 £030 0000 0000 0000 0000 0000 0000
00000020: 0000 0000 0000 0000 0000 0000 144d a801
00000030: 0000 0000 0040 0000 0000 0000 OLff 0000



5.18.4.2 NVMe

## Chapter-5 Kitnvme FIH

=> nvme scan

## Chapter-5 %' ¥|nvme B4 HEMES
=> nvme details

Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no

Blk device 0: Optional NVM Command Support:
Reservation: yes
Save/Select field in the Set/Get features: yes
Write Zeroes: yes
Dataset Management: yes
Write Uncorrectable: yes

Blk device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes

Blk device 0: LBA Format Support:

Blk device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No

Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

## Chapter-5 HH—1256GBMNVMe, WREABIHE, TERHBEFAFRTEEE, HX.
=> nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

## Chapter-5 EFEIDNOHInvmeikt &

=> nvme device 0

Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

is now current device

## Chapter-5 ¥ 0x40000000NF K EN0x55aa55aa
=> md.l 0x40000000 1
40000000: d08ec033 Jooo
=> mw.l 0x40000000 Ox55aa55aa
=> md.l 0x40000000 1
40000000: 55aa55aa .U.U

## Chapter-5 M0x40000000 N FFIFEEEN 1 M block®idlE, S ANVMERILBA OMiht
=> nvme write 0x40000000 O0x0 Ox1
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nvme write: device 0 block # 0, count 1 ... 1 blocks written: OK

## Chapter-5 & F0x44000000N 7%, HiihJEaAEIE
=> md.1l 0x44000000 1
44000000: fEffffff

## Chapter-5 MNVMeMJLBA OM:hl, BEHN1Molock#ii, B ANAF0x44000000
=> nvme read 0x44000000 O0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK
## Chapter-5 HiIA0x44000000 A7 & ANVMe s B SR )

=> md.l 0x44000000 1
44000000: 55aab55aa

5.18.4.3 RK3588 RC dma

=> pci

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x3588 Bridge device 0x04
01.00.00 0x1d87 0x356a 2?72 0x00

=> pci 1 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x1d87
device ID = 0x356a
command register ID = 0x0006
status register = 0x0010
revision ID = 0x01
class code = 0x12 (2727?)
sub class code = 0x00
programming interface = 0x00
cache line = 0x08
latency time = 0x00
header type = 0x00
BIST = 0x00
base address 0 = 0xf0400000 # BARO MR cpu Huht, T RK PCIe
KH cpu-BUS — WU, L. bus addr AHFEME
base address 1 = 0x00000000
base address 2 = 0x0400000c
base address 3 = 0x00000000
base address 4 = 0x£0800000
base address 5 = 0x00000000
cardBus CIS pointer = 0x00000000
sub system vendor ID = 0x0000
sub system ID = 0x0000
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01
min Grant = 0x00
max Latency = 0x00
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## Chapter-5 BAR CPU ifjlil, PIO i
md.1l 0xf0400000 0x40

## Chapter-5 DMA read

mw.l 0x3c000000 Oxffffffff

dcache flush 0x3c000000 0x100
mw.
mw.

mw .

e e

1

.1
dcache invalidate 0x3c000000 0x100

0x£538002c
0x£5380300
0x£5380304
0x£5380308
0x£538030c
0x£5380310
0x£5380314
0x£5380318
0x£5380030

md.l 0x3c000000

0x1
0x4000008
0x0

0x100
0x£0400000
0x0
0x3c000000
0x0

0x0

## Chapter-5 DMA write

mw.l 0x3c000000 Oxffffffff

# flush

# invalidate

dcache flush 0x3c000000 0x100 # flush

mw.
mw .
mw .
mw .
mw.

mw .

mw .
md.

AR

e S S T S S ST I S =

1

0x£538000c
0x£5380200
0x£5380204
0x£5380208
0x£538020c
0x£5380210
0x£5380214
0x£5380218
0x£5380010
0x3c000000

0x1
0x4000008
0x0

0x100
0x3c000000
0x0
0x£0400000
0x0

0x0

0x40

e dcache flush/clean % JF 5% CONFIG_CMD CACHE, ZSRILFSCHA T

commit bd46aB8lal2dd4al514a6522e33a1d16194f242d62

Author:
Date:

cmd:

Joseph Chen <chenjh@rock-chips.com>
Wed Sep 28 01:36:45 2022 +0000

cache: Add flush/invalidate dcache range support

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Id0e0cd9019072e8c557ebd29870439057cb4ae3b

Change-Id:

5.18.4.4 RK3568 RC dma

=> pci

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x356a Bridge device 0x04
01.00.00 0x1d87 0x356a ?2°? 0x00
=> pci 1 long

Scanning PCI devices on bus 1
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Found PCI device 01.00.00:

vendor ID =

device ID =

command register ID =

status register =

revision ID =
class code =

sub class cod

€}

programming interface =

cache line =

latency time

header type =
BIST =

base address

XM cpPuU-BUS

base address
base address
base address
base address

base address

0

1
2
3
4

5

cardBus CIS pointer =

sub system vendor ID =

sub system ID

expansion ROM base address

interrupt lin
interrupt pin
min Grant =

max Latency =

€]

0x1d87
0x356a
0x0006
0x0010
0x01

0x12 (272°?)
0x00

0x00

0x08

0x00

0x00

0x00
0x£0400000

Wi, FTLL bus addr AHFEME

0x00000000
0x0400000c
0x00000000
0x£0800000
0x00000000
0x00000000
0x0000
0x0000
0x00000000
Oxff

0x01

0x00

0x00

## Chapter-5 BAR CPU 1fjldl, PIO Vil
md.1l 0x£f0400000 0x40

## Chapter-5 DMA read

mw.l 0x3c000000 Oxffffffff
dcache flush 0x3c000000 0x100
mw.l 0xf638002c 0Ox1

mw .

mw .

dcache invalidate 0x3c000000 0x100

md

0x£6380300
0x£6380304
0x£6380308
0x£638030c
0x£6380310
0x£6380314
0x£6380318
1 0x£6380030

e e T

.1 0x3c000000

0x4000008
0x0

0x100
0x£0400000
0x0
0x3c000000
0x0

0x0

## Chapter-5 DMA write

mw.l 0x3c000000 Oxffffffff

# flush

dcache flush 0x3c000000 0x100 # flush

mw .

mw .

mw .

mw.

mw .

mw .

1 0x£6380200
1 0x£f6380204
1 0xf6380208
1 0x£f638020c
1 0x£6380210

1 0x£f638000c 0x1

0x4000008
0x0

0x100
0x3c000000
0x0

# BARO BL4TH) cpu Hhk,

# invalidate

iR

RK PCIe



mw.l 0xf6380214 0x£f0400000
mw.l 0xf£6380218 0x0
mw.l 0x£f6380010 0xO0
md.l 0x3c000000 0x40
iR

o dcache flush/clean ZZH % CONFIG_ CMD_CACHE, Z:RIMLAT ZFA4MT

commit b46a8lal2dd4al514a6522e33a1d16194f242d62
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Wed Sep 28 01:36:45 2022 +0000

cmd: cache: Add flush/invalidate dcache range support

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id0e0cd9019072e8c557ebd2987b439057cb4ael3b

5.18.5 ‘& U I /& 4 Hr

RK3568 Linux5.10 uboot 5% [f] PCIE ASPM 5 ¢

BRAFE 4 D400 ASPM 3CRF, #fiiA PCle3x2 uboot shell i 475 5%
pci display.l 20.00.00 0x80 1
Hrp BITS[1:0] PCIE_CAP_ACTIVE _STATE LINK PM_CONTROL:

Values:

0x0 (DISABLED): Disabled

Ox1 (LOS_ENTRY EN): LOs Entry Enabled

0x2 (L1 ENTRY En): L1 Entry Enabled

0x3 (LOS_L1 ENTRY EN): LOs and L1 Entry Enabled

RC DMA i 1] FPGA [& #l

FPGA K¢ KE43 M4 BAR U )4 AR R B :

o ER4r A R [FHK E ) memory read/write TLP 1
o B> AN ¥ 4Bytes memory read/write TLP £

FIT LMY 7 #F 4Bytes memory read/write TLP S5 :
« CPU Vil BAR %% [f] IE
e RC DMA KitZiEid 4B address f& 4+ BE 197 k2 HILA A 1 error, EL ca abort

## Chapter-5 RK3568 DMA read ca abort {58
=> md.l 0xf63800b8 1
£63800b8: 00000100

FoAh 5 -

o HMULZEF R, PCle Phl o HT AN fE A TLP trigger, AR1ZA$H memory trigger, 730 error JG %A
cpl ToiFfilk


af://n2549

o REERAMEILENEIT 4B length 1) tlp 153K 5 PCle X LRI F 2B, 55 ca abort, {HEART R
SR BBl b

5.19 Pinctrl

5.19.1 HEZE 7 ¥

pinctrl Bx3{$ A pinctrl-uclass HEZLFFRAERE 1.

BC & -

CONFIG PINCTRL GENERIC
CONFIG PINCTRL ROCKCHIP

HEZEAAD :
./drivers/pinctrl/pinctrl-uclass.c
IR E) ARG«

./drivers/pinctrl/pinctrl-rockchip.c

5.19.2 MkE: O

int pinctrl select state(struct udevice *dev, const char *statename) /] BEIR
==
N
int pinctrl get gpio mux(struct udevice *dev, int banknum, int index) /7 RBUR
<
o=

pinctrl HEZL2:7E -/ Ndriver probe B SAEZE 5 5 8 H % & "default™ R4S, ) — B T 2 A pinctrliZ 1.

5.20 Pmic/Regulator

5.20.1 HEZE S

PMIC/Regulator BX 2/ H pmic-uclass. regulator-uclass HESLFIARHERE [,

PMICSZF¥:
rk805/rk808/rk809/rk816/rk817/rk818

Regulator ¢ #F:
rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcs452x/fan53555/pwn/gpio/fixed

B
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CONFIG DM PMIC
CONFIG_PMIC CHILDREN

CONFIG_PMIC RK8XX // ERT BRI ARKSXX R
CONFIG DM REGULATOR

CONFIG_REGULATOR PWM

CONFIG_REGULATOR RK8XX  // & T HHITARKSXX ARG
CONFIG REGULATOR FAN53555

HEZARH

./drivers/power/pmic/pmic-uclass.c

./drivers/power/regulator/regulator-uclass.c
KB S

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm regulator.c

./drivers/power/regulator/fan53555 regulator.c

5.20.2 MR

// 3Hlregulator. @platname: “regulator-name”f&EMHAF, W: vdd arm. vdd logic;

int regulator get by platname(const char *platname, struct udevice **devp);

/7 fERE/ KM

int regulator get enable(struct udevice *dev);

int regulator set enable(struct udevice *dev, bool enable);

int regulator set suspend enable(struct udevice *dev, bool enable);

int regulator get suspend enable(struct udevice *dev);

// BUE /SRR

int regulator get value(struct udevice *dev);

int regulator set value(struct udevice *dev, int uVv);

int regulator set suspend value(struct udevice *dev, int uV);

int regulator get suspend value(struct udevice *dev);

5.20.3 init &

H 80A W R 7 ORI M regulator it BTG H RS, BT Z LA E regulator-boot-on :

. @ﬂﬁi regulator-min-microvolt il regulator-min-microvolt yﬂ$ﬁﬁﬂﬁ§:

e MeE regulator-init-microvolt = <...>


af://n2600
af://n2602

vdd arm: DCDC REGL {
regulator-name = "vdd arm";
regulator-boot-on; // IR E
regulator-min-microvolt = <712500>;
<1450000>;
regulator-init-microvolt = <1100000>; // WEVIHLBEENL . 1v

regulator-max-microvolt

5.20.4 Bh w1 a6 4k

n FAR BT F B regulator I RIA4L, AT regulator-loader-ignore »

vdd arm: DCDC REGL {
regulator-name = "vdd arm";
regulator-loader-ignore; // N¥fU-BootrEfregulator¥J I H R, kernel AL

5.21 Reset

5.21.1 lEZ T #F

reset JXZ1# ) reset-uclass.c HEZEFIFRHERE L . RK 4 Freset H)SEH 24T CRU B E A7 .

He & :

CONFIG DM RESET
CONFIG_RESET ROCKCHIP

HEZZACRY
./drivers/reset/reset-uclass.c
XS ACHS

./drivers/reset/reset-rockchip.c

5.21.2 RN


af://n2610
af://n2613
af://n2614
af://n2622

// i reset il

int reset get by index(struct udevice *dev, int index, struct reset ctl

*reset ctl);

int reset get by name(struct udevice *dev, const char *name,
struct reset ctl *reset ctl);

// Bl reset

int reset free(struct reset ctl *reset ctl);

// ERreset

int reset request(struct reset ctl *reset ctl);

// filikreset. BEllreset

int reset assert(struct reset ctl *reset ctl);

int reset deassert(struct reset ctl *reset ctl);
el

struct reset ctl reset ctl;

ret = reset get by name(dev, "mac-phy", é&reset ctl);
if (ret) {
debug ("reset get by name() failed: %d\n", ret);

return ret;

ret = reset request(&reset ctl);
if (ret)

return ret;

ret = reset assert (&reset ctl);
if (ret)

return ret;

ret = reset deassert (&reset ctl);
if (ret)

return ret;

ret = reset free(&reset ctl);
if (ret)

return ret;

5213DTSECE

U-Boot ERIAJE HresetThRE, P R BRSNS i 48 € BRI reset X GBI 7]

/7 #E:
reset-names = <name-string-list>

resets = <cru-phandle-list>

%10 gmac2phy:
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gmac2phy: ethernet@ff550000 {
compatible = "rockchip, rk3328-gmac";

// f&Ereset/@it
reset-names = "stmmaceth", "mac-phy";

resets = <&cru SRST GMAC2PHY A>, <&cru SRST MACPHY>;

5.22 Rng

5.22.1 HEZE 7 #F

RNGH T SE I A1 BEHLE D B «

HEZARHYS .
./drivers/rng/rng-uclass.c

WXz A .
./drivers/rng/rockchip rng.c

He & :

CONFIG DM RNG=y
CONFIG_RNG ROCKCHIP=y

5.222 MHREND

// @buffer: {RFFHANLECHH
// @size: BENIEKE, H{7: byte

int dm rng read(struct udevice *dev, void *buffer, size t size)

5223DTSEE

A NRNG & Cryptoff E R ER [ Th e 2 —, BT ARNG™ 55 R Crypto i i —FEA V1/22 3. RNGT 5[
compatible =Bt A P F:

compatible = "rockchip,cryptovl-rng";

compatible = "rockchip,cryptov2-rng";

SR I B 1B S rv1126.dtsi. 1k3568.dtsiv rk3399.dtsiZE A .
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5.23 Spi

5.23.1 HEZE T #F

HELEARHD :
Y Ty ey e PR
KB A
./drivers/spi/rk spi.c
menuconfig it & :

CONFIG_ROCKCHIP_ SPI=y
CONFIG CMD SPI=y

5.232 MHREND

J/include/spi.h

// WIGHWRIRL sPT B4k
struct spi slave *spi setup slave(unsigned int bus, unsigned int cs, unsigned int

max hz, unsigned int mode);

/7 FREUNRE U2
int spi claim bus(struct spi slave *slave);

void spi release bus (struct spi slave *slave);

// EHEEEN
int spi xfer(struct spi slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned long flags);
int spi write then read(struct spi slave *slave, const u8 *opcode,
size t n opcode, const u8 *txbuf, u8 *rxbuf,

size_t n_buf);

5233DTS L E

&spil {
u-boot,dm-pre-reloc;

status = "okay":;
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5.23.4 i H 51

@S drivers/power/power_spi.c.

fa] 8.2 demos:

static u32 spi bus_ test(int bus, int cs)
{

struct spi slave *spi slave;

u32 tx data, rx data;

int ret;

#ifdef CONFIG DM SPI
struct udevice *dev;

char name[30], *str;

snprintf (name, sizeof (name), "generic %d:%d", bus, cs);
str = strdup (name) ;
if (!str)
return -ENOMEM;
ret = spi _get bus and cs(bus, cs, 50000000, SPI MODE 0, "spi generic drv",
str, &dev, &spi slave);
if (ret)
return ret;
#else
spi slave = spi setup slave(bus, cs, 50000000, SPI MODE 0);
if (!spi slave) {
/*
* Invalid bus 1 (err=-19) means that spil is disabled in dts
* Invalid chip select 1:0 (err=-19) means that there is no dev under
spil bus in dts
* check it in uboot dtb or kernel dtb(if is enabled)
*
* btw, spi get bus and cs support no sub dev operation but
spi setup slave can't
*/
return -ENODEV;
}
#endif

if (spi _claim bus(spi slave))
return -ENODEV;

tx data = 0x12345678;

ret = spi xfer(spi slave, 32, &tx data, &rx data, SPI_XFER BEGIN |
SPI_XFER END) ;

spi release bus(spi slave);

pr_err("%s succuss\n", _ func_ );

return ret;

AR
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o spi AMNE S FREIT dts W& F T A spi-max-frequency JE TR E IR, WAL

spi_get bus_and cs/spi_setup_slave I & %15 & il %

5.23.5 Mk dr &

f§ ] emd_spi AHISAT 4

sspi 3:0.0 24 AAA # bus3:cs0:mode0 (MK N24bits fEH%dRA "anar
5.23.6 H W, ia) &8 53 A
Ql: BAES?
Al: ETHIS N iomux A1 clock & 75 B &P

Q2:
A2:
Q3:

A3:

RK3399 cmd_spi 57 ?
emd [ BLBRIAfH Fikernel dtb, %A kernel rk3399.dtsi aliases 42 7545 M1 S spi 16 7€ o
SPI NA+4 I spi_setup_slave 2RI ?

SPI bus 7 £ B %7 A IE % spi_setup_slave, {H u-boot H A bus #4lt driver 4 spi_generic_drv ff

Fr7EE dev, BEFA4N generic 1:0, A spi_setup slave 7 B N iZ s & BT o

Q4:
Q4:

AT A uboot B BX spi A ?
FTFF debug F5%:

= u-boot-release git: (next-dev) X gd drivers/spi/rk spi.c

diff --git a/drivers/spi/rk _spi.c b/drivers/spi/rk spi.c
index 836b9%4a24ec..8aaablb9%e84 100644

--- a/drivers/spi/rk spi.c

+++ b/drivers/spi/rk_spi.c
@@ -24,6 +24,8 Q@

DECLARE_GLOBAL DATA PTR;

+#undef DEBUG
+#define DEBUG 1

/* Change to 1 to output registers at the start of each transaction */
#define DEBUG RK SPI 0

PL emd/spi.c MBI, 4 debug log 1 FH:
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=> sspi 0:0.0 24 AAA
rockchip spi ofdata to platdata: base=f£f500000, max-frequency=50000000,
deactivate delay=0 rsd=0

rockchip spi probe: probe

rockchip spi probe: rate = 200000000 #4551 2% T AERBh
spi speed 50000000, div 4 #io WH4h, io WHAhmfHl# TIERST 4 238
t

rockchip spi xfer: dout=07fd640c, din=07fdé63ec, len=3, flags=3
activate cs0

deactivate cs0

000000

5.24 Storage

TEABIRAN AT FHARAE IAEAEHE LS, 5 IAE O3] BLK EH T XS0 2% . BT SO RS 4
eMMC. Nand flash. SPI Nand flash. SPI Nor flash, 7 flash fHRKIHEZR 0T

FEX VEM
- . FEXR
fRIAR Esdip EEIKF) flash HE %2 W& TP EG
p ALt} 3t -
. MLC FAT.
thnand 7 e driversirkand drivers/rkand block vy
rivers/rkan rivers/rkan . .
% W
Nand SquashFS
, SLC FAT.
rkflash J7 block
Nand. drivers/rkflash drivers/rkflash - EXT.
== W
SPI Nand SquashFS
rkflash 77 block
2 (SPI ) . 1Y SquashFS.
SPI Nor drivers/rkflash drivers/rkflash
Nor % mtd JFFS2
£ W
SLC Nand SLC td
. ‘a%l drivers/mtd/nand/raw drivers/mtd/nand/raw m UBI
VAR A Nand W&
SPI Nand SPINand drivers/spi/rockchip_sf drivers/mtd/nand/ md gy
. an rivers/spi/rockchip sfc.c rivers/mtd/nand/raw .
IR PR L
mtd
1
SPI Nor F ) ) ) . ) SquashFS.
S SPI Nor drivers/spi/rockchip_sfc.c drivers/mtd/spi mtd
YIES JFFS2
block
W
T

1. rkflash 5 FFE 7 %8 5¢ T Nand flash [ FFFE X HITET: rkflash £25% rk ftl (Flash Transfer

Layer) fEAFA#MEN, TOFIETT & £l #80 MARH T SO 2 50 B S flash fEEE, 440 UBI
S RGESCRRPVE HL, U #7458 A Nand flash 193C1F R GuRE .
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5.24.1 fEZE S #F

rknand

rknand 4% KA & Nand flash ¥4 i LVLVl‘El’Jﬁﬁ%‘@EKJJ j&3d Nandc host 5 Nand flash device {5, E
3% R EiRE RS 2% (RKNandFlashSupportList) , 3@ F BL R $ik .

e SLC. MLC. TLC Nand flash

Ml & -
CONFIG_RKNAND
B SCA

./drivers/rknand/

rkflash

rkflash 2415 1% F /NS B 1% & s A7 665830,  FLrh Nand flash E’Ji?—irzzl_k Nandc host 5
Nand flash device #1558, SPI flash [137 £F/21#id SFC host 5 SPI flash devices #1558 i), EAAE FH i
FiiE A 2% (RK SpiNor and SLC Nand SupportList) , & PL T FikE:

e 128MB. 256MB F1 512MB 9 SLC Nand flash
e 4> SPI Nand flash
e =4 SPI Nor flash $iki

HC & -

CONFIG RKFLASH

CONFIG RKNANDC NAND /* /NE#EJf[INand flash */
CONFIG RKSFC NOR /* SPI Nor flash */
CONFIG _RKSFC NAND /* SPI Nand flash */

GBS

./drivers/rkflash/

=z

HE:

1. SFC (serial flash controller) j& Rockchip 41 32 £F spi flash ATt it 1E AL,
2. BT rknand 3¥55 rkflash 22 Nand /RS fil #0AFRAE, FrbA

e CONFIG_RKNAND 5 CONFIG_RKNANDC_NAND A~ gt [l fic &
e CONFIG_RKNAND 5 CONFIG_RKSFC NAND s [ fif fic &

MMC & SD

MMCAHZ AR, il eMMC; SDAZ&—Fpdk T2 SRR AN AZ 88 8 — 10121 % . TErockehip -
&, EMNFEH— dw_mme #ZEHI9 (B 71k3399, rk3399pro) -

He & -
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CONFIG MMC DW=y
CONFIG MMC DW_ROCKCHIP=y
CONFIG_CMD MMC=y

WA LA

./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor FF i 5 &

T IT AL X AN T 78 3% J2 UBI S RGE R AT AT, RK H583#% flash 85 &8 2 THEMAIL R %, HITIR
J7 & BRANIE ] pre loader 4 SPL (R ZNT5 5, Bt UK E #2456 SPL A RHC B R S

e & -

// MTD IXZIHF

CONFIG MTD=y
CONFIG CMD MTD BLK=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG MTD DEVICE=y

// spi nand KBHSCHF
CONFIG MTD SPI NAND=y

CONFIG ROCKCHIP SFC=y

CONFIG SPL SPI FLASH SUPPORT=y
CONFIG SPL SPI SUPPORT=y

// nand IRBENCHF

CONFIG NAND=y

CONFIG_CMD NAND=y

CONFIG_NAND ROCKCHIP=y /* NandC v6 FJfi{#fi TRM NANDC->NANDC NANDC VER #AF#ffil,
0x00000801 */

//CONFIG NAND ROCKCHIP V9=y /* NandC v9 FJ##i TRM NANDC->NANDC NANDC VER 73 fF#fH
W\, 0x56393030, fli: RK3326/Px30 NULIRA */

CONFIG_SPL_NAND SUPPORT=y

CONFIG SYS NAND U BOOT LOCATIONS=y

// nand page sizemBHESLA/INEN, WRMEHEE KT T512MBHINAND, — M FE B E N4096
#define CONFIG_SYS NAND PAGE SIZE 2048

// spi nor WRENCHF

CONFIG_CMD SF=y
CONFIG_CMD_SPI=y
CONFIG_SPI_FLASH=y

CONFIG SF DEFAULT MODE=0x1
CONFIG_SF_DEFAULT SPEED=50000000
CONFIG SPI FLASH GIGADEVICE=y
CONFIG _SPI FLASH MACRONIX=y
CONFIG_SPI_FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y

CONFIG ROCKCHIP SFC=y

CONFIG SPL SPI_SUPPORT=y
CONFIG_SPL_MTD_ SUPPORT=y
CONFIG_SPL_SPI_FLASH SUPPORT=y

& rkflash/rknand % it & -



CONFIG RKFLASH=n
CONFIG RKNAND=n

IR A
./drivers/mtd/nand/raw //SLC Nand FZEIKEN K HHYLZ
./drivers/mtd/nand/spi //SPI Nand WMYE
./drivers/spi/rockchip sfc.c //SPI Flash FE#IRF)
./drivers/mtd/spi //SPI Nor WMYZE

5.242 MHREND

AFA# X 7 ) 5 AR BIBLKZ It EAJE I Al A i 08 3 4n 7 45 1 )«

/] AR A
struct blk desc *rockchip get bootdev (void)

/7 ViR

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)

unsigned long blk derase(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt)

5.24.3 KAX 5

U-Boot 4 7iil Ji B 8 A P Al 5 sUEAT X 702

o HNIIEEAE devtype Ml devnum ST H)FLFEE .
o JHITHAT struct blk desc FHMAE (AW W if type M devnum AR

devtype if_type devnum e E gt i B

mmc IF_ TYPE MMC 0 eMMC -

mmc IF_ TYPE MMC 1 SD card -

mtd IF_ TYPE MTD 0 Nand mtd JFETT 5
mtd IF_ TYPE MTD 1 SPI Nand mtd JFETT 5
mtd IF_TYPE MTD 2 SPI Nor mtd FFETTE
rknand IF_ TYPE RKNAND 0 Nand rkflash 75 &
spinand IF_TYPE_SPINAND 0 SPI Nand rkflash 75 &
spinor IF_TYPE SPINOR 1 SPI Nor rkflash 5 %&
nvme IF_ TYPE NVME 0 SSD -

scsi IF_ TYPE SCSI 0 SATA -
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5244DTS L B

eMMCHL &

// rkxxxx.dtsifiCE
dwmmc@££390000 {
compatible =
<0x0 0xf£390000 0x0 0x4000>;
<150000000>;

emmc :

reg =

max-frequency =

clocks = <&cru HCLK EMMC>,
<&cru SCLK EMMC DRV>,

clock-names = "biu", "ciu", "ciu-drv",
fifo-depth = <0x100>;
interrupts = <GIC_SPI 53 IRQ TYPE LEVEL HIGH>;

status = "disabled";

}i

// rkxxxx-u-boot.dtsi
sgemmc {
u-boot,dm-pre-reloc;

status = "okay";

// rkxxxx.dts
sgemmc {
bus-width = <8>;
cap-mmc-highspeed;
mmc-hs200-1 8v;
supports-emmc;
Shise
disable-wp;

non-removable;

i
num-slots = <1>;
status = "okay";
bi
Nandc it & :
&nandc0 |

u-boot,dm-pre-reloc;
status = "okay";
#address-cells = <1>;
#size-cells = <0>;
nand@0 {
u-boot,dm-pre-reloc;
reg = <0>;
nand-ecc-mode = "hw syndrome";
<le6>;

<1024>;

nand-ecc-strength =

nand-ecc-step-size =

"rockchip, px30-dw-mshc",

//
//
//
//

//
//

//

"rockchip, rk3288-dw-mshc";
// RIS T #ibase address KK
// eMMCH B B~ 50MHEzZ , ML E NeMMC
// HS200#3, Zmax-frequency4

<&cru SCLK_EMMC>,
<&cru SCLK EMMC_ SAMPLE>;

/) T RN R B g
/[ A ES 4

// fifolREL, BUARCE
// W E

"ciu-sample";

P4 LR AT B

PRI RS X FFhighspeed mmc

ZFFHS200

PRR GRS eMmc T RE, 40N, HBNTCiERIHL

XTI EwpE R, TFEAE

PR R AT AT R B i . T2 N

NV IR
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SFC Bt & :

&sfc |

u-boot,dm-pre-reloc;

status = "okay";

spi nand: flash@O {
u-boot,dm-spl;
compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

}i

spi nor: flash@l ({
u-boot,dm-spl;
compatible = "jedec, spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;

spi-max-frequency = <96000000>;

1. FRER A RIFEEME, u-boot NN SCHF spi-tx-bus-width = <1> []—%& SPI flash 1% 4i;

5.24.5 U EY B

V£ 2% Rockehip Developer Guide Dual Storage CN.pdf (4.

5.24.6 F . A & 4t

Q1: W ThIATTIE J5 % FSPI/SFC 12 il 25 i HY A s e i %2 2

Al: &E rkxxxx-u-boot.dtsi H1 sfc 9 s N & #5119 5[ spi-max-frequency J&VEME, I HTEAHIF&
%, SNETF R BN I debug 15 B

diff --git a/drivers/spi/rockchip sfc.c b/drivers/spi/rockchip sfc.c
index 939b48e377c..62a425a29f4 100644

--- a/drivers/spi/rockchip sfc.c

+++ b/drivers/spi/rockchip sfc.c

@@ -790,7 +790,7 @@ static int rockchip sfc set speed(struct udevice *bus, uint

speed)
sfc->cur speed = speed;
sfc->cur real speed = clk get rate(&sfc->clk);
- dev_dbg(sfc->dev, "set freq=%dHz real freg=%dHz\n",
+ dev _err(sfc->dev, "set freg=%dHz real freg=%dHz\n",
sfc->cur speed, sfc->cur real speed);
#else

dev_dbg(sfc->dev, "sfc failed, CLK not support\n");
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5.25 Thermal

5.25.1 HEZE 7 ¥

Thermal #HH] T3k Hltsade RAE R AR, BRIASRIUK & CPUIR -
FEZRARAD -

./drivers/thermal/thermal-uclass.c
B :

./drivers/thermal/rockchip thermal.c

He & -

CONFIG DM THERMAL=y
CONFIG ROCKCHIP THERMAL=y

5.252 RN

// Q@temp: {RAFIRILE MR E

int thermal get temp(struct udevice *dev, int *temp)

5253 DTSEC &

W AZ ) dts— BEERIAER A S BEBC B BE

5.26 Uart

serial {8 [ serial-uclass.c HEZEFbRERE D, H i FEZELUART debugrE i .
W=
// AEREACE

CONFIG_DEBUG_UART
CONFIG SYS NS16550

/] SHRE
CONFIG_DEBUG_UART BASE

CONFIG DEBUG UART CLOCK
CONFIG BAUDRATE

HEZRA A

./drivers/serial/serial-uclass.c
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LI IMTE

./drivers/serial/ns16550.c

5.26.1 EL0 5

B 4 U-Boot (i BXJUART debug JMAEIA R Cuart2 A -

¢ CONFIG ROCKCHIP PRELOADER SERIAL %@ H

®* board debug uart init() HECE vartiomux (JEE: FEPFE5HAmM0. ml BAEEE ) |
e board debug uart init () HALE vartclock , {RIUER i /E 24Mhz

o defconfig B ¥ CONFIG BAUDRATE ;

e defconfig B8 #7 CONFIG DEBUG UART BASE ;

o U-Boot uart 1 s 8 i 2 >0 2 & 14 3 HATRE

sguart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

i

e U-Boot chosen 5 i 145 5E stdout-path:

chosen {
stdout-path = &uart2;
}:

5262 &R E#H

Pre-loader serial J& SZH0 AT 2% [ £4: Ft FEUART debug Bt B FIMLHI, XLEFE 4 H%: ddr. miniloader. bl31.
op-tee. U-Boot. JRH: FHEFH B ddr bin Fl B 4 UART debug J HiEid ATAGS £ SHLHIEH AL
%, JE PRI UART debug BLE ST CAAELEE kernel)

F Al LB &2 ddr bin B A G B SE B UART debug 4 5 8 #e, 5%

DDR bin it B

rkbin G BAEHE T THRAH P IEAFMSH, BH6H O E .
tools/ddrbin_tool

tools/ddrbin_param.txt
tools/ddrbin tool user guide.txt

U-Boot fit &
1 fFRERC & :

CONFIG ROCKCHIP PRELOADER SERIAL // C.&ERiIMiifE

2 rkxx-u-boot.dtsi HH {5 H B vart 7 500 & 4 “u-boot,dm-pre-reloc;”;

3 aliases 237 serial 7|42, R AU-Bootfilidaliaes$k F| H 517 s 0TG40 E
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Bltn. /arch/arm/dts/rk1808-u-boot.dtsi LN T 5 {H, NATA uvart #RE 74

aliases {
mmc0 = &emmc;

mmcl = &sdmmc;

/7 B ZREIE R 44

serial0 = &uartO;
seriall = &uartl;
serial?2 = &uart2;
serial3 = &uart3;
seriald = &uartd;
serialb5 = &uarth;
serial6 = &uarté6;
serial7 = &uart7;

// WA Mu-boot, dm-pre-reloc/d&
sguart0 {
u-boot,dm-pre-reloc;
bi
sguartl {
u-boot,dm-pre-reloc;
}i
Sguart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";
}i
&uart3 {
u-boot,dm-pre-reloc;
}i
sguartd {
u-boot,dm-pre-reloc;
bi

5.26.3 < AT EN

CONFIG DISABLE CONSOLE=y

5.26.4 i< NO
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// UART debugi[l

void putc(const char c);

void puts(const char *s);

int printf (const char *fmt, ...);

void flushc (void);

// FRANAEAE DI RE S B UARTE L

int serial dev getc(struct udevice *dev);

int serial dev_tstc(struct udevice *dev);

void serial dev putc(struct udevice *dev, char ch);

void serial dev puts(struct udevice *dev, const char *str);
void serial dev setbrg(struct udevice *dev, int baudrate);

void serial dev clear(struct udevice *dev);

5.27 USB

U-Boot USB=E Z i $5Devcie. Host. PHYFIUSBANMAIXAN JLER 4, AT T VELH IR 558 4 FIFESE R
B MRS B AIAE A2 B 4

5.27.1 lER T #F

Device

Device: T GadgethEZE CAMEHDM _USB) , — ML E HArockusbEifastboott s, F T EMFT. FEfFRL
5855 . rockusbBMIIE TUMSHMY, HARZHLZ \HOOK ¥ 77 R N ZIUMSHESE 1, AR T] 2 F rockusb il
BN S .

HHI, USB Devicedz il #5G DWC2HDWC3HFl, 8% —200H RefEm b —FOTGHEH 28, FriA
CONFIGH R i fe — Pz il 28 AHOCHC BRI AT, BAR R % 6 2% 75 222 )8 iy TRM B R ockchip USBH
KAEH o

Be & :

CONFIG_USB=y

// gadgetit &

CONFIG USB GADGET=y

CONFIG_USB_GADGET MANUFACTURER="Rockchip"
CONFIG_USB_GADGET VENDOR NUM=0x2207

CONFIG _USB GADGET PRODUCT NUM=0x330a // R4 1D E
CONFIG_USB_GADGET VBUS DRAW=2

CONFIG USB_GADGET DUALSPEED=y

// rockusbfit &

#define CONFIG USB FUNCTION MASS STORAGE // fiTinclude/configs/rkxxx common.hH
CONFIG_USB GADGET DOWNLOAD=y

CONFIG_CMD ROCKUSB=y

// DWC3¥EH|# it &
CONFIG_USB_DWC3=y

CONFIG_USB_DWC3_ GADGET=y

// DWC2¥&E il #s it &
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CONFIG_USB_GADGET DWC2_ OTG=y
HEZRACHS -

// gadgetHEZE
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c

drivers/usb/gadget/f mass_ storage.c
XEH A :

// rockusb
cmd/rockusb.c

drivers/usb/gadget/f rockusb.c

// controller
drivers/usb/gadget/dwc2 udc otg* // dwc2 OTGIEHIs
drivers/usb/dwc3 // dwc3 OTGEHil#s

Host

Host¥% il 23 LFHFOHCI, EHCIMXHCI, HAxHCIH CHRFUSB3 % %, (HIFAZIH 1S #A % MixHCT
PR g, BUASE S T S S B TRME R ockchip USBIT & 45 . Hostdz il UK 5 4 #4148
UPSTREAMAUHL I FFJGDM _USBICE , [AittHostH A& 3 B A2 2 il 4 %F B DTS K& it LA .

B -

CONFIG USB=y
CONFIG DM USB=y

// xHCI

CONFIG USB HOST=y
CONFIG _USB XHCI HCD=y
CONFIG_USB_XHCI DWC3=y
CONFIG _USB DWC3 GENERIC=y

// EHCI
CONFIG USB_EHCI HCD=y
CONFIG USB EHCI GENERIC=y

// OHCI
#define CONFIG USB OHCI NEW // fiTinclude/configs/rkxxx common.h!
#define CONFIG_SYS USB OHCI MAX ROOT PORTS 1

CONFIG_USB_OHCI HCD=y
CONFIG _USB_OHCI GENERIC=y

HEZRARAD -
/7 HEZRAHD

cmd/usb.c

drivers/usb/host/usb-uclass.c



// EHCI
drivers/usb/host/ehci-generic.c

drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c

drivers/usb/host/ohci-hcd.c

// xHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwec3.c
drivers/usb/host/xhci-mem.c

drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHY = Z AU $5USB2FIUSB3 PHYJX3), {#HIDM_USBACE, #H4ALinux%DTB. EfAPHY
TP )8 B AR 100 75 B2 2[5 65 Fr TRM B R ockchip USB PHY T & 457 .

Be & :

CONFIG PHY=y

// INNO USB2

CONFIG PHY ROCKCHIP INNO USB2=y

// INNO USB3

CONFIG_PHY ROCKCHIP INNO USB3=y

// NANENG USB2
CONFIG_PHY ROCKCHIP NANENG USB2=y

// NANENG COMBOPHY
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
// RK3399 USBDP PHY

CONFIG_PHY ROCKCHIP TYPEC=y

HEZR AR «

drivers/phy/phy-uclass.c

WAL

// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-usb2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c

Hes&
U-Boot USB #}% 37 £ F 2 HUSB HUB. USBHEZFIUMSE 4 .

He & -



// USBEEAE
CONFIG_USB_KEYBOARD=y
CONFIG_USB_KEYBOARD FN KEYS=y // 3CHfF1-F12, INS, HOMESFPR{EMHE.

// USBIZf# &
CONFIG USB_STORAGE=y

HEZRACHS -

// HEZEACHS
common/usb.c

drivers/usb/host/usb-uclass.c

// UsBiE#:
drivers/input/usb_kbd.c

drivers/input/keyboard-uclass.c

// USBIZ-f % &

common/usb/usb_storage.c

5272 R E

Device

[F°AUSB Device MEFDM_USB/7 3, T UL B 1EBoard ST HH it B %) N 2 31 2% i Properties, L iIUSB#%
2% bk, TX FIFOR) R/

// DWC3HEHIFRACE
// board/rockchip/evb rk3399/evb rk3399.c
#ifdef CONFIG USB DWC3
static struct dwc3 device dwc3 device data = {
.maximum speed = USB SPEED HIGH,
.base = 0xfe800000, // RIEAFEFUSE oTGH il EMALFHAT 2L
.dr mode = USB DR MODE PERIPHERAL,
.index = 0,
.dis u2 susphy quirk =1,
.usb2 phyif utmi width = 16,
bi

int usb_gadget handle interrupts(void)
{
dwc3 uboot handle interrupt (0);

return 0;

int board usb init(int index, enum usb init type init)
{
return dwc3 uboot init (&dwc3 device data);

}
#endif

// DWC2¥zEHil|#5HL & L rockchipiBHboard. e 3L, —MBA T BB

// arch/arm/mach-rockchip/board.c
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USB%& #%
T S E FHUSBE# AN U-Boot FriEI AN W %, 75 ELEstdind 55748 & H 8 ilusbkbd, SHEARALUT .

// AR BN T SR K S+
// include/configs/evb rk3568.h

#define ROCKCHIP DEVICE SETTINGS \
"stdin=serial, usbkbd\0" \

5273 DTS LB

oAl TR, USB Device MEFADM _USBA R, ATUAATE EMAZDTY AHIKCE; USB HostflIUSB PHY
IR FEA Linux N EEDTB, Fit, LA 8 H Linux N DTB, 5 B 1§ F U-Boot DTBT] 2% Linux
PIAZAH 15 1 R S

5.27.4 fHRWH4

rockusb

rockusb - Use the rockusb Protocol

Usage:

rockusb <USB controller> <devtype> <dev[:part]> e.g. rockusb 0 mmc O

B R =13 N U-Boot loader 7+ 2% 1% 3«
o iEidreset + revoveryf% 8t 5 kN

o FEAU-Bootfi 417, AT Likdr&H Hrockusb, AT ;
o HANRYGE, WITIAT “reboot loader” 3 E & ik A TH =l

usb

usb - USB sub-system

Usage:
usb start - start (scan) USB controller
usb reset - reset (rescan) USB controller

usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree
usb info [dev] - show available USB devices
usb test [dev] [port] [mode] - set USB 2.0 test mode

(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[EO NAK], P[acket], F[orce Enable]
usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices
usb read addr blk# cnt - read “cnt' blocks starting at block “blk#'
to memory address “addr'
usb write addr blk# cnt - write ‘cnt' blocks starting at block “blk#'

from memory address “addr'

U-Boot USBASSCRFBE & #utiidi, R 7R BT USB fir Mz AT T ¥4
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o EJT “usb start” B “usb reset” AiyA, MEMTIEHIES T S I T A port EEE AL &
o T “usb stop” Ay W A ¥ a%, Mgl a4

o “usb info” F “usb tree” #y& 1] LAES FH 15 455 B A U ATER 1% &5 B

o “usb storage” M E N IHHIa4 H TUMSIhRE, BAREH %S HEmLSUH.

fastboot

fastbootfit & J% i 1% &% CHO4- R ikt FastbootZ ¥4 .

5.28 Vendor Storage

Vendor Storage Hl T2/ SN. MAC S A5 Z A /N . BAEAFIE NVM (eMMC. NAND %§) [
RESXH, H2A&0, EHBiEmEEAEL, TEES.

P BRI 2% 30 (appnote tk vendor storage) o

5.28.1 JR # M i

— 34 vendor HIAFREIR 1% 4 1~4r X, vendorO. vendorl. vendor2. vendor3. %/ vendorX (X=0. I.
2. 3) 1 hdr BLARA — AN LIS G ) version TEH TR B vendorX 7 T IS ZI fio  BRISAE R
HHT vendorX (B version 5 K) , 5 EAE MBS % 2 B8 version Jf HAEEEA 5 (5 BAHTE(E SR8
#| vendorX+1 73 X HL. FIU14HT M vendor2 IEEIE R, BN H RS, S5 ANKZ vendor3. X
FEM A 2N TR B — AN i B e 2 B R o

5.28.2 FEZE X ¥F

U-Boot HEZR 4 3 4F Vendor Storage DA, Rockchip B ©.5EZH! 7 —% Vendor Storage X3

Fit & -
CONFIG_ROCKCHIP VENDOR PARTITION
B A

./arch/arm/mach-rockchip/vendor.c

./arch/arm/include/asm/arch-rockchip/vendor.h

5.28.3 kO

int vendor storage read(ulé id, void *pbuf, ulé size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

KT id B XA, 1557 (appnote tk vendor storage) o
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5.28.4 e E W

U-Boot & 117447 F 1 Ji] "rktest vendor"#ir 4 7] LLi#E4T Vendor Storage ZhfE H I .

5.29 Watchdog

5.29.1 lEZE T #

watchdog JREI{# ] wdt-uclass.c HEZLFFR7ERZ .

BC & -

CONFIG_WDT
CONFIG_ROCKCHIP WATCHDOG

HEZEAAD «
./drivers/watchdog/wdt-uclass.c
KB

./drivers/watchdog/rockchip wdt.c

5.29.2 kO

// WEBSEN N H S 3wdt (e@flagsBRINIEO)

int wdt start(struct udevice *dev, u64 timeout ms, ulong flags);
// KHlwdt

int wdt stop(struct udevice *dev);

// WA

int wdt reset (struct udevice *dev);

// R, H R MURZ RS S

int wdt expire now(struct udevice *dev, ulong flags)

H T U-Boot MBRIAREE A F . ANV wdt Thie, FI Al AR4E B =i & RIEAT E
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6. Chapter-6 Stf 7 #

6.1 kernel-DTB

6.1.1 KitE &

U-Boot A= ZEF S SK — Bt 120 256 —47 U-Boot dts, Jf H.U-Boot dtsZE il B dtb 2 T 1. 5]U-Boot H ©
FE . XS EBESoCT- 4 L, NHUR 7 7 BN U-Boot 1% «

FAIAHERIL, L —ASoCF B AR I T2 7 LRI ZE R, SoCRZL L2 — 8. RKFH
N T EH—SoCF BT E—frU-BootBi &, LI 1 kernel DTB AL A5 8l 2 AL B (B Be )
Flkernel DTB, HI'E ML B IE B WIS

Bt LA RK V-6 1833 3CKF kernel DTB 7] LAA B e84 1% 7, W1 display. pmic/regulator. pinctrl. clk

faray
STo

kernel DTB )3 F 75 B K% OF LIVE (live device tree, fAjFK: live-dt)

config USING KERNEL DTB
bool "Using dtb from Kernel/resource for U-Boot"
depends on RKIMG BOOTLOADER && OF LIVE
default vy
help
This enable support to read dtb from resource and use it for U-Boot,
the uvart and emmc will still using U-Boot dtb, but other devices like

regulator/pmic, display, usb will use dts node from kernel.

6.1.2 Live device tree

TR R

5] Nkernel DTB/i5 U-Bootft BAEE A DTB, H 6k, & O, CryptoZ#ib 5U-Boot DTBHI I, HA
T Skernel DTBAHIE. R4 FEU-BootFi B 7] BETEAS [B I 20 75 B AZ X vy 1m] BIIX PR S (s, TpAsidle S m]
AEF i H CDTB A5 R

W, XPEHEHFE T AFMDTB, 1 gd->fdt blob X H et ALt —4 AT R )k, X%
EBaIr? Bl Nkernel B dts B2 EiAL 845 kernel fEH, DA ABEIE U-Boot dts H1 L™ 1 H #£overlay
#l kernel dts & J—15 -

Live dt A] DA HX AN R Tive dt R EE: WI4AIEH BCU-Boot HEE " DTB, {EHTIDTBY mifs
A struct device node 77 mEEFR, FHHABAATIdevice-driverdf € . LLJ5 device-driverZ1j [ DTBTY £ B
BEHV5 i 3 Y device_node BRI AT, ANFEEF ;A 54 DTB.

ATLL, 24T U-Bootfllkernel HIDTB#HI4FE T % H W device-driverifdl, BEAFHFEEEV RIDTBY .
XFARGE T U5 R PR DTB I & %R
EZ =5

./doc/driver-model/livetree.txt
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fdt 1 live dt 55 ¥ .

ofnode 287 (include/dm/ofnode.h) AZFiFl dt HBSZEFAT—Fhft 4%, {HH live dt B device node K1ji
] dt &5 5, AEH] fdt IS offset Vg i) dt 55 flo =4 7 2L [A) I SCRE P D 281 R R S I 185 156 ofnode 287

ofnode Z5 14

/*
* @np: Pointer to device node, used for live tree
* @of offset: Pointer into flat device tree, used for flat tree. Note that this
& is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode union {
const struct device node *np; /* will be used for future live tree */
long of offset;

} ofnode;

e "dev_". "ofnode "JFk IR ECHSCREFIFN dt U] Ty =
o of "JFLRHUE A SCHF live dt (4
o "fdtdec "\ "fdt "FF3k{)eRER R SCHF fdt R

6.1.3 HL#I LB

kernel dtb V]2 7E ./arch/arm/mach-rockchip/board.c HJ init kernel dtb() SR, R U-
Boot [ dts E 4 F1H#5¢ &, mme/nand/nor 2547t BREH 7 1EH TAE.

BEE ANEF 32 kernel dtb, S8 J53EAT live dt 55T bind BT device-driver, )5 8T gd->fdt_blob
Fa%rH8 1 kernel dtb B AT,

6.1.4 U-Boot

e U-Boot %i 178 5 2> 7E./dts/ H 5 T AE A dtb:
o dtdtb: FH defconfig B CONFIG DEFAULT DEVICE TREE 57 dts 475 2 1;
o dt-spldtb: 8 dt.dtb 47 u-boot, dm-pre-reloc JEVEMTT S A HIH K, 28 defconfig B
CONFIG_OF SPI, REMOVE PROPS 8 3E [ property 3], — MBI H 1. DDR. fAE%5E0K5)
WAKH )T . DMC. UART. MMC. NAND. GRF. CRU%.

o AJAH! CONFIG_USING KERNEL DTB Mt RZif#H] dt.dtb; /M CONFIG_USING_KERNEL_DTB I %
Gi 8 ] dt-spl.dtb.

o dt.dtbE{F# dt-spl.dtb7EU-Bootdm 45 W & #4744 Hu-boot.dtb, #4J51E N Eu-boot.binflIKE. H
AJ DL fdtdump i 2K B u-boot.dtb T P 45

6.2 A%t

7R %75 U-Boot Wi [alkerne /& i 2 5
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6.2.1 cmdline

U-Bootitlkernel DTBH ] /chosen/bootargs B K, BH/EN EHNBEENE
[f] /chosen/bootargs 1 &L, EFIfEiFcmdlinef] H H.

622 NERE

U-Bootf&tfkernel DTBH ] /memory 5 i, EATHIMINAFEEE BIHRGHER . TAHUE BA M RATED:

## Chapter-6 Booting Android Image at 0x0027£800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kernel®] F A7 25 ]
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)

Total: 473.217 ms

Starting kernel ...

6.2.3 HEH R

HEHIE ST AR AL & {2 kernel DTB. U1F:

W RIBHE B1E A

/serial-number B FF o

/memory B kernel 7] I A 77
/display-subsystem/route/route-edp/ 1B TR Z E (edp )
/chosen/linux,initrd-start ellfEs ramdisk FRGHhHE
/chosen/linux,initrd-end elgE ramdisk 25 HUhE
/bootargs LB kernel 7] i, cmdline
GMAC 17 1 N If] mac-address X local-mac-address 1B mac Hihlk:

arch/arm/mach-rockchip/board.c: board fdt fixup() LB MR 2 ) fdt fixup
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6.3 ABZR4;

6.3.1 AB B R

A/BIIBHR AL T misc 2 X m#% 2KB 8.

/* Magic for the A/B struct when serialized. */
#define AVB AB MAGIC "\OABO"
#define AVB AB MAGIC LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB AB MAJOR VERSION 1
#define AVB AB MINOR VERSION 0

/* Size of AvbABData struct. */
#define AVB_AB DATA SIZE 32

/* Maximum values for slot data */
#define AVB AB MAX PRIORITY 15
#define AVB_AB MAX TRIES_ REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
=/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8_t successful boot;

/* Reserved for future use. */
uint8 t reserved[l];
} AVB_ATTR_PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.
*
* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8_t reservedl[2];
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/* Per-slot metadata. */
AvbABSlotData slots([2];

/* Reserved for future use. */

uint8 t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

T /NERTEGE, A misc 2 XAHA vendor 771X, W] LA ETEA%F] vendor.

FEBEEER 3900 lastboot, ARICHJE — ARSI F. E BN TR OECT A P retry AL
58, TIEBAREANRGTMA boot_ctrl A5 ZHEUIT:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8_t last_boot;
/* Reserved for future use. */

uint8 t reserved2[11];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

[} £ AvbABSlotData F11¥8 il is_update bRz, Fr& RGETHRIPIR, Hikdn R:

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
=/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB MAX TRIES REMAINING.
=

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;



/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_t is_update : 1;
/* Reserved for future use. */
uint8 t reserved : 7;
} AVB ATTR PACKED AvbABSlotData;

BJF R RU SN SHE XL

AvbABData:
ZH EPd
priority Fr& slot 564k, 0 NAWEZN, 15 NEmmiiitd

FWEBE, BWENTIK

tries_remaining

successful_boot

is_update

AvbABSlotData:

ZH

magic
version_major
version_minor
slots

last_boot

crc32

RGRNEI G 2B EIZSHL 1 Zslot JIRBN, 0: 1% slot REI A 5

FriciZ slot ISR, 1: % slot IEAEFHZR, 0: % slot A TR B2 L)

P
gER LS B \OABO

FERRAE B

slot 5| §{5 5., & AvbABData
=R BN slot, 0: slot A FIRATNESN, 1: slot B _EIXEINES)

6.3.2 AB BB R

H Al system bootctrl &1+ E# X, bootloader 32 71X i F 1 05 31 -

6.3.2.1 successful-boot

IEHFENRS G, boot_ctrl 44 androidboot.slot_suffix, 13 'E 2471 slot fI4E &

successful boot = 1;
priority = 15;
tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHZRGHF, boot ctrl FE:
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TR Ms1ot B E:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot ki E:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

T+ RSG5, boot_ctrl ¥ & :

ﬁé&ﬂ‘]slotﬁvﬁﬁ:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot i E:
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.2 reset-retry

IEHBFENRS G, boot_ctrl 44 androidboot.slot_suffix, 3¢ H 2471 slot 45 & :

successful boot = 0;

priority = 15;

tries remaining = 7;

is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHK RS H, boot ctrl % H:
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Fgis1otiZA:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_suffix

Milslot ki E:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
T+ R G568, boot_ctrl W E.:

T s1ot B E
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot i E:
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.3 X Eb

* successful_boot 3

o firi: REIEWRFINALG, ABERB|IHMRARE M, BRIE system bootetrl AL
o Bl WAKMIEILIEG, WIRAMIELERR Y, 2FBA% HER
e reset retry B
o Mrl: URZALREF retry HLA, T AR A7 fifh 57t 1)l
o fhai: SXIAE I ARA [E

6.3.3 B IR IE
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Boot_ctrifi £

AB successful_boot 15 3 3 47 I 72 :



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I < 07

Slot A S5lot B

successful_boot = 1;

successful_boot = 1;

= 14;
tries_remaining = O

prior
tries_remaining = 0;

system Last_boot=1

is_update = 0;

is_update = 0;

AB reset retry B X B AR :



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader i o i o
tries_remaining = g tries_remaining = 7;
is_update = 0; last boot=0 is_update = 0;
M.slot ABTH
lﬂﬂﬁ Slot B
successful_boot =0; successful_boot = O
stem prionty = 15; prionty = 14;
Y tries_remaining = 7; L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 0;
l Slot A Slot B
successful_boot =0; successful_boot = 0;
priority = 15; g priority = 14,
system tries_remaining = 7, ?l‘:ﬁ‘,;httﬂ_q:['} tries_remaining = 7;
is_update = O; ast_boot= is_update = 1;
5lot B
successful_boot =0; gE:Sk:t B% W% successful_boot =0
priorty = 14; priorty = 15;
tries_remaining = 7; as oot = tries_remaining = 7;
system . _ - Last_boot = 0 S L -
is_update = 0; is_update = 0;
reboot
successful_boot =0; successful_boot = O
riority = 14; riority = 15;
bootloader e ' e '

tries_remaining = 7;
is_update = 0;

Last_boot=0

tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot = 0
priorty = 15;

successful_boot =0;

system priority = 14; Last_boot =1

tries_remaining =7;
is_update = 0;

tries_remaining = 7;

x

is_update = 0;

6.3.4 AL RE

o R4 F%: 2% (Rockchip Linux F+2% 57 R K FaFE )
e recovery 7+Z¢: AB system /% &3 #F recovery F+Zk

6.3.5 W IF 5k

6.3.5.1 successful-boot

1. He5 slot A, ZRGiMslot AJRz). BEMslotB Az, RGN slot A JEzh. WRTEM, &S misc
43X

2. 525 slot A 5slot B, EFARS, HAIRFE NslotA. HERGM slot B J55, reboot RGt, Hil &K
4t/ slot Bo MIATER, 154 mise 43X

3. H¢5 slot A 5 slot B, i reset &24% 14 I Ji, retry counter Fi5E, MEHEM last_boot FEEHI RG R
5, BIREIEH M slot A 3. MEARFERK, 52 misc 77X

4. 125 slot A 5 slot B, JEB1 &S, LM ARG N slot A. WERGM slot B JE5, reboot R4, AT &
iy slot Be WHERGM slot A JHEN, reboot R4, i RGN slot Ao WHXTERL, 1% misc 471X

6.3.5.2 reset-retry

1. 55 slot A, RGiMslot A JB5h. WEMslot B B8, RGM slot A JEzN. MR, 152 misc
73X

2. 525 slot A 5slot B, B3RS, BRI RFE NslotA. HERGM slot B J55, reboot RGt, Hil &
414 slot Bo MIATER, 154 mise 43X

3. 85 slot A 5 slot B, i reset &4t 14 IRJi, retry counter F5E, MEHEM last_boot FEEHI RG R
3l1, BPREIEH M slot A JA 5. MKTER, 157 misc 43X

4. 525 slot A 5 slot B, .7 slot B 1) boot.img 38, JAZI &S, MAT RGN slot A. WERGM slot
B JA3l, reboot R4, RASER TG, Mslot A IEHESIZRS. MRTEM, 1E2 misc 71X

5. 585 slot A 5 slot B, BE1A%, ¥R RGN slot A. WERGM slot B 55, reboot R4E, 4l &R
il slot Be WHERGM slot A JHE), reboot R4, i RGN slot Ao WHATERL, 1% misc 471X
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6.3.6 5| &%

{Rockchip-Secure-Boot2.0.md )
{Rockchip-Secure-Boot-Application-Note.md )

{ Android Verified Boot 2.0)

6.4 AVBZ 453

6.4.1 5| &%

{Rockchip-Secure-Boot-Application-Note.md )
{Android Verified Boot 2.0)

{Rockchip Developer Guide Linux4.4 SecureBoot CN.pdf)
6.4.2 Ri&

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB ] root key %544 loader, uboot & trust [J root key %5
Productntermediate Key (PIK): H[d] key, 1 /™{EH

ProductSigning Key (PSK): -T2 [ £ 11) key

ProductUnlock Key (PUK): H T8k &

& Mkeyr B, ERTTHIHG, T DAREK key#t it 55 F KUK -

6.4.3 fEi v

AR LA Rockehip L4365 SR FHE N L ERAES] SRR N EWRE Se B8R . <4t
KR IN B AHIAR Y, AR NN Z2T74 (OTP & efuse) HHitELA%H hash, 5t #/A%H hash 5t

b, ZE—3, R AHH TR E A hasho 5E BRI ARG B AR e B, R 9 MAFfits B 28
1, VHEECE A ) hash 5 fi# % 1R ) hash % H 2 75—

6.4.4 0% 7~ B

BRI 2 42 IR R SRR 5 A5 P AR I AR R SR, %A AT DAINIEEXT avb ROIGIAURE (1 2
fift. RUNBLAE Alice [7] Bob M8 THE R, v T IRIES BALIEHIIRE ML, HSLtE. sEBMEAIA T A
P, HEHEIERE BT BT I M4, HAR IR RN

1.Alice #E & IF EALXETFER (S0
2. Alice X HUTE BAHATIS A IS, B3 —MEEME;

3.Alice 1l H CRIRPINE B ZHEAT INE AT 2 Alice AT 284, IR LESTEE b,


af://n3244
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4.Alice BENL™ A= —MINEE T, JF I E R0 AR IS S HEAT INE, TR S

5.Alice [ Bob HIAEAXT WA FEALF= A2 N 2 5 147 0%, W n%s 5 1Y) DES %5673 R % 50— e ik 2h
Bob;

6.Bob W3 Alice 1%1% 3k )25 SCAINEE L () DES 2547, S5 B S iAENHINEE i) DES ZFHET e, 15
2| Alice BEALFZAE AN 2 254 5

7.Bob #RJ5 FIBENL A SRR () SCHEAT s, AR SCIBUTE R, AR K BN I 77

8.Bob ] Alice [RIABART Alice FIEUTRE A AT A, 15265 B 2L

9.Bob FHAH [F] {0 A S e WS 81 ) W SCREREAT — IR A IS 5, A8 — AT 15 S 2

10.Bob St 2 F% S SERUH A2 A5 B 2T HR, AR —B0 wlU R s R sz g .

TE$R % ) DES Syka] DU S A B L, a0 AES N SyE, ARVERSE AT DR A RSA vk, AR
T

Bobfd
ShalGE Alice #4485 S0 0
Alica : s Bf Sr+hash EA 3+ Ehach+ 2440 = )
Sha25e Alice: 48
Bob: Ef3C -« Ef F+hash -«

6.4.5 AVB

AVB 4 Android Verified Boot, 8 TH I — BB RFAE, FEH TR boot system F5 & {1
Rockchip Secure Boot 2% B 15 FF IR /7 X AVB, SZEl—Z 52 %K) Secure Boot /246 7 & .

6.4.5.1 AVB 31

o AR

o SERERES

o BiERR IR

e persistent partition 37 ¥

e chained partitions SZ ¥, AJLL5 boot, system ZZZAEH—E, WA LLH oem H CfRAFFAEH, HUA
i PRK 244

6.4.5.2 Key+25 4 +iE
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#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin
permanent_attributes.bin 4= i

python avbtool make atx permanent attributes --output=permanent attributes.bin --

product id=product id.bin --root authority key=testkey prk.pem

HorA product_id.bin FEH A E X, & 16 47, AAENFZ 5 ID & L.

boot.img %44 7~ 17 :

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

VER: partition size B Z /> R FE 4 K 64K, K/PMIEE 4K XI55, BHAKTF parameter.txt & X H 45
X KMo

sytem.img 2= 4 7~ -

avbtool add hashtree footer --partition size 536870912 --partition name system --

image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem
£ 1% vbmeta 3% metadata.bin, I

python avbtool make vbmeta image --public key metadata metadata.bin --
include descriptors from image boot.img --include descriptors from image
system.img —--generate dm verity cmdline from hashtree system.img --algorithm
SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

R ZAE A U vbmeta.img Be5 XN 23X, W1 vbmeta 73 [X

iH1t SecureBootTool A i PrivateKey.pem #1 PublicKey.pem.



EA cecureBootTool v1.0 ﬁ

Cheeclr Z1zn File

Basic Function hdvanced Function
[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader ]
[ Load Eey ] Chip: [ Sign File ]
: : |  Sign DIE File |
i
[ Sign Firmware ] [Clear Info]
[ ]

S1gn:Hard SHA:little P55:disable

INFD:Start to sign file (uboot. img).
INFD: Sign file succeed, Blapsed (312 S

b

%t permanent_attributes.bin 472544

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin /&% RGN LA IERHRE, B FEERS T hash #| efuse 5 OTP, =& 1) HHE
HH AT 1) % 45 IAIE (pre-load) o H1T rockchip ¥ & #LKI efuse A2, FT LA permanent attributes.bin [)%:
E AT 1 22 83 lpermanent_attributes.bin FUE AT INIE. X THOTPRIF- &, 4% 23\ 2%,
2> H %52 Spermanent_attributes.bin [¥] hash | OTP.

BFEefuse SOTP FEN.: IESEWABRET.

efuse - & pub_key 5 :

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr
OTP “F & pub_key K55

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BN Z TR



4 Publickey.pem

SecureBootTool

2 PrivateKey pem avbtool

permanent_attri
Product ID avbtool butes_cer.bin

permanent_attri
butes bin

pik_certificate. bi
n

avbtool

metadata. bin

ck_certificate. bi
n

N

boot.img vbmeta.img

6.4.5.3 AVB lock

fastboot oem at-lock-vboot

H{ATHE N fastboot W, fastboot iy 4> 3 & .

6.4.5.4 AVB unlock

H 17 Rockchip K ™4 22 24858, 75 ZEAEXT B () defconfig N S
CONFIG RK AVB LIBAVB ENABLE ATH UNLOCK=y

A%\ fastboot oem at-unlock-vboot Bt 7] LLES 3 &, JH ZNAZ%: vbmeta.img, boot.img KMt 2= il JH
BN

B, TEAR PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem


af://n3316
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unlock_credential.bin A % T 8B AMBUIES, HA RS BRL T

python avbtool make atx certificate --output=puk certificate.bin --

subject=product id.bin --subject key=testkey puk.pem --

usage=com.google.android.things.vboot.unlock --subject key version 42 --

authority key=testkey pik.pem

MBEHE unlock credential.bin, {4 avb-challenge-verify.py JIASREL unlock credential.bin, AT 5
2 3KHL unlock_credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --

intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem

Hr 0] DIAEIE T fastboot iy 4 T # B 4%, MBI, fastboot iAW :

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

Ja OTP W& Bt fe -

U-Boot

Trust OS

M RPMBEE security
SRmEK
permanent_attribut
es.bin

MefuseshOTPINEL
permanent_attribut
es.binfhash

unlock_credenti g o

pik_certificat

puk_certifica

520785

permanent_attribut

sha256

Generate data with avbtool

-——avbtool

avbtool

permanent_attribut
es_hash.bin

raw_unlock_challen %
: <
ge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

raw_unlo
ge.b

ERE

unlock_credential.bi
n

fastboot s
unlock_cred
n

fastboot oem at-
unlock-vboot

RESHREIH




)5 efuse & fRBIFE :

U-Boot

Trust OS

MRPM Bixsecurity
Sy EXmE
permanent_attribut
es.bin

MRPM Biﬁsecurity
Xk
permanent_attribut
es_cer.bin

FREY
unlock_credenti &
albin

Generate data with avbtool

permanent_attribut
es.bin

rsa2048

permanent_attribut
es_cer.bin

challenge

B JEEAER TR R
1. B4 3EN fastboot T, HA AN v A\

NO

- ———avbtool

avbtool

raw_unlock challen %
<

ge.bin

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

fastboot get_staged

unlock_credential.bi

fastboot stage
unlock_cred
n

fastboot oem at-
unlock-vboot

RETHAETH

RAFHMA . Product Id 55 16 715 UBEHLEEE, I BENIEE A unlock_challenge.bin.

1. {8 avbtool ZE i unlock credential.bin, Z**$make unlock.sh.

2. H A

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

ERE: RS

BAE T — N fastboot BEAUIRAS, 7EMCIIRARERTH . SCHL. EH. B

BIMoTE, WRAEE LR, R, Pl B, SSEEEIREE, FERR
challenge signature 2K A BEATTECAS UL L I

WARITIE -



CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

B2 H CPUID £ A challenge number, 1fii CPUID s& SHLEFULECH, Fda A E AN ER, AT
unlock_credential.bin ] LA R AFF . 44 25 8 % 2 fiunlock challenge.bin, ffillfEunlock credential bin1]2H
B HIRBRBUP RN

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

L B HEAMREURE, THIRmSL.

make unlock.sh &%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
avb-challenge-verify.py J#i%

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv([2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb')
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge data[0]))
if (product id hash != challenge data([4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:

challenge random file.close()

if name == "' main ':

challenge verify ()

4.5.5 U-boot ffifit

FFJ5 avb 5 E trust CFF, 7 U-Boot 7T defconfig XA E :

CONFIG_OPTEE_CLIENT=y
CONFIG OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE_SECURITY PARTITION=y // “&HE{iikFsecuritysr[X

CONFIG_OPTEE VI1: &HF&F 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: i&HF&H 3326,3308.
CONFIG_OPTEE_ALWAYS USE SECURITY PARTITION: 4 emmc [f] rpmb ANREH], A JFixAN%, 2R
WA

avb JJH 77 24 defconfig SCAFHHACE -

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y

CONFIG AVB LIBAVB USER=y

CONFIG_RK_AVB LIBAVB USER=y

// EEJAS ik, FEEFNZE ave 5 a/B bk, PIAMSHERT AT
CONFIG ANDROID AB=y //XHF A/B

CONFIG_ANDROID AVB=y //IXA3FF AVB

// FHZENMUE efuse KPP

CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// R ZE % B R un 1 oc kRS I ST I
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

/] eI

CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y

// MR T HEcpuidfE Nchallenge number, FJgLL %

CONFIG MISC=y

CONFIG_ROCKCHIP EFUSE=y

CONFIG_ROCKCHIP OTP=y

6.4.5.5 kernel it B

system, vendor, oem %) [X (1556 HH kernel (1) dm-verify BLERINERALK:, FTLATE EAE fE1ZAE L.

{fifE AVB 24 kernel dts _FECE 240 avb, SEWT.

&firmware android {

compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {

compatible = "android, vbmeta";

parts = "vbmeta,boot,system,vendor,dtbo";


af://n3365

fstab {

compatible = "android, fstab";
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4d";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,avb";

R A/B system 75 B AL E slotselect Z8, ZHWF:

firmware {

android {

compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android, system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";

6.4.5.6 Android SDK

T4 Android SDK _F [ — L4 0 B 3518 .

AVB Enable

f§if£ BOARD AVB ENABLE

A/B system

XA A = 2K
o A/B RGNIE LB &

o}

AB OTA UPDATER := true
AB_OTA_PARTITIONS := boot system vendor
BOARD_BUILD SYSTEM ROOT IMAGE := true
TARGET NO RECOVERY := true

BOARD USES_RECOVERY AS BOOT := true

PRODUCT PACKAGES += update engine update verifier


af://n3371

o A/B RGAUEE XA E

© PRODUCT_ PACKAGES DEBUG += update engine_ client
* A/B RGARETE AR

o BOARD RECOVERYIMAGE PARTITION SIZE
© BOARD CACHEIMAGE PARTITION SIZE
o BOARD CACHEIMAGE FILE SYSTEM TYPE

6.4.5.7 Cmdline ¥ N &

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e 4172683£0d6b6085c09f6cel65cf152fe3523¢89
10 restart on corruption ignore zero blocks use fec from device
PARTUUID=b2110000-0000-455a-8000-44780000706f fec roots 2 fec blocks 130000
fec_start 130000" root=/dev/dm-0 androidboot.vbmeta.device=PARTUUID=f24£0000-
0000-4e1b-8000-791700006a98 androidboot.vbmeta.avb version=1.1
androidboot.vbmeta.device state=unlocked androidboot.vbmeta.hash alg=sha512
androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall191545c645e2ac9cc7cal8b3dala2e3115af£479d
2df6lfeaccdd35b6360cfa936£6£4381e4557e£18e381£4b236000eb6ecc9adadlledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

KEBHLA S

1. At 24538 vbmeta H) PARTUUID? B9 {8 f5 2546 FH] vbmeta hash-tree H& 75, 75 2 kernel F4%2
45— vbmeta, digest A androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk /4 JGFT 93] boot.img [, £ A/B system H', ramdisk &A1 2]
boot.img, cmdlinei; EALHIXNSHL.

3. root=/dev/dm-0 JJ&i dm-verify, f§Esystem.

4. androidboot.vbmeta.device state: android verify JIRZS

5. androidboot.verifiedbootstate: 525 45 H o

green: Ifin LOCKED state and an the key used for verification was not set by the end user.
yellow: Ifin LOCKED state and an the key used for verification was set by the end user.
orange: If in the UNLOCKED state.

X BRI 3 —TF dm="1 vroot none ro......"Z ¥ 4 i :

avbtool make vbmeta image --include descriptors from image boot.img --
include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool £ i vbmeta i}, X system [&44-Jl--generate_ dm_verity cmdline from hashtree Bl 7. dm="1 vroot
none ro......"IXE(E B2 RAFF] vbmeta. X ZHEELH, WA X AR F] bootimg, TR IEMNIZS

Android SDK JJ§ BOARD AVB_ENABLE £:{%iX £&15 B in %] vbmeta /A .


af://n3407

6.4.6 T X &%

HrH N vbmeta 73 X 5 security 471X, vbmeta 73 X AEAif LI AE ., security 75 X A-Aif 035 i 1) 22 44
i o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (tr
ust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource), 0x00010000@0x000
12000 (kernel) , 0x00002000@0x00022000 (dtb) ,0x00002000@0x00024000 (dtbo) ,0x00000800R0
x00026000 (vbmeta) , 0x00010000@0x00026800 (boot) ,0x00020000@0x00036800 (recovery) , 0x0
0038000@0x00056800 (backup),0x00002000@0x0008e800 (security), 0x000c0000@0x00090800 (
cache), 0x00514000@0x00150800 (system), 0x00008000@0x00664800 (metadata), 0x000c0000@0
x0066c800 (vendor) , 0x00040000@0x0072c800 (oem) ,0x00000400@0x0076c800 (frp) , -
@0x0076cc00 (userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 4 [X & L 5%

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a), 0x00001000€0x0000e000 (vbmeta b), 0x00020
000€@0x0000e000 (boot _a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor b) ,0x00002000@0x0082e000 (cem_a), 0x00002000@0x00830000 (oem b), 0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

6.4.7 fastboot iy &

U-Boot FA] LB A3 fastboot:

fastboot usb 0
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6.4.7.1 f5 2 E

fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

flash < partition
erase < partition
getvar < variable

set

[

active < slot

reboot

reboot-bootloader

flashing unlock

flashing lock

stage [ < filename > ]

get staged [ < filename > ]

oem

oem

oem

oem

oem

oem

oem

oem

oem

oem

oem

oem

6.4.7.2 5 & H

1. fastboot flash < partition > [ < filename > ]

hag: mXEES.

fuse at-perm-attr-data

fuse at-perm-attr

fuse at-rsa-perm-attr

at-get-ca-request
at-set-ca-response
at-lock-vboot

at-unlock-vboot

at-disable-unlock-vboot

fuse at-bootloader-vboot-key

format

< filename > ]

all

at-get-vboot-unlock-challenge

at-reset-rollback-index

1:  fastboot flash boot boot.img

1. fastboot erase < partition >

Thag: BEERIX.

Z445) . fastboot erase boot

1. fastboot getvar < variable > | all

Thag: RMBHER

Z445: fastboot getvar all (FREUKA&ATHEE)

variable 3& 7] DL IS4

version

version-bootloader

version-baseband

product

serialno

sSecure

max-download-size

logical-block-size

erase-block-size

partition-type : < partition >

/*
/*

/*
/*
/*
/*
/*
/*
/*

fastboot RRA */
U-Boot A */

PanfEE */

FPols */

RBIT R LR */

fastboot SCHFHRUMEHIRAT TH */
BHBRE +/

B~/

XK */
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partition-size
unlocked
off-mode-charge
battery-voltage
variant
battery-soc-ok
slot-count
has-slot: < partition >
current-slot

slot-suffixes

< partition >

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b

at-attest-dh

at-attest-uuid

at-vboot-state

fastboot getvar all 25451 :

AN
W lockRE *

/~k
/*

slot $H =/
HEslotWNR—RBHIZTXE */
HHTEFslot */

AET A A A Kslot, fEIH Hname */
HE G XETEHRRESE </

TE S XEHH W E Hunbootable */
BESX P retry-countkE */

/*
/~k
/*
/*
/*
/*
/*

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

version-bootloader:U-Boot 2017.09-gc277677

bootloader a:U-Boot
bootloader b:U-Boot

vbmeta a:U-Boot

oem_bootloader a:U-Boot

oem bootloader b:U-Boot

factory bootloader:U-Boot

bootloader a:0x400000
bootloader b:0x400000

boot a:0x2000000

(bootloader) version:0.4

(bootloader)

(bootloader) version-baseband:N/A
(bootloader) product:rk3229

(bootloader) serialno:7b2239270042£8b8
(bootloader) secure:yes

(bootloader) max-download-size:0x04000000
(bootloader) logical-block-size:0x512
(bootloader) erase-block-size:0x80000
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:tos a:U-Boot
(bootloader) partition-type:tos b:U-Boot
(bootloader) partition-type:boot a:U-Boot
(bootloader) partition-type:boot b:U-Boot
(bootloader) partition-type:system a:extd
(bootloader) partition-type:system b:ext4
(bootloader) partition-type:

(bootloader) partition-type:vbmeta b:U-Boot
(bootloader) partition-type:misc:U-Boot
(bootloader) partition-type:vendor a:extd
(bootloader) partition-type:vendor b:extd
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:factory:U-Boot
(bootloader) partition-type:

(bootloader) partition-type:oem a:extd
(bootloader) partition-type:oem b:extd
(bootloader) partition-type:userdata:ext4
(bootloader) partition-size:

(bootloader) partition-size:

(bootloader) partition-size:tos a:0x400000
(bootloader) partition-size:tos b:0x400000
(bootloader) partition-size:

(bootloader) partition-size:

boot b:0x2000000



bootloader) partition-size:system a:0x20000000
bootloader) partition-size:system b:0x20000000
bootloader) partition-size:vbmeta a:0x10000
bootloader) partition-size:vbmeta b:0x10000
bootloader) partition-size:misc:0x100000

bootloader) partition-size:vendor a:0x4000000
bootloader) partition-size:vendor b:0x4000000
bootloader) partition-size:oem bootloader a:0x400000
bootloader) partition-size:oem bootloader b:0x400000
bootloader) partition-size:factory:0x2000000
bootloader) partition-size:factory bootloader:0x1000000
bootloader) partition-size:ocem a:0x10000000
bootloader) partition-size:oem b:0x10000000
bootloader) partition-size:userdata:0x7ad80000
bootloader) unlocked:no

bootloader) off-mode-charge:0

bootloader) battery-voltage:0Omv

bootloader) variant:rk3229 evb

bootloader) battery-soc-ok:no

bootloader) slot-count:2

( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
(bootloader) has-slot:bootloader:yes
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )

bootloader) has-slot:tos:yes
bootloader) has-slot:boot:yes
bootloader) has-slot:system:yes
bootloader) has-slot:vbmeta:yes
bootloader) has-slot:misc:no
bootloader) has-slot:vendor:yes
bootloader) has-slot:oem bootloader:yes
bootloader) has-slot:factory:no
bootloader) has-slot:factory bootloader:no
bootloader) has-slot:oem:yes
bootloader) has-slot:userdata:no
bootloader) current-slot:a
bootloader) slot-suffixes:a,b
bootloader) slot-successful:a:yes
bootloader) slot-successful:b:no
bootloader) slot-unbootable:a:no
bootloader) slot-unbootable:b:yes
bootloader) slot-retry-count:a:0
bootloader) slot-retry-count:b:0
bootloader) at-attest-dh:1:P256
bootloader) at-attest-uuid:

all: Done!
finished. total time: 0.636s

1. fastboot set_active < slot >
Thg: WEER slot.
Z&47]: fastboot set_active _a

1. fastboot reboot
Thag: ERB, IEWEZ)

244: fastboot reboot



1. fastboot reboot-bootloader
Uifig: BB, @A fastboot iz
Z445]: fastboot reboot-bootloader
1. fastboot flashing unlock
Theg: BB, SUVERESE 1
244 fastboot flashing unlock
1. fastboot flashing lock
Didg: BlEik®, ks
Z445]: fastboot flashing lock
1. fastboot stage [ < filename > |
hfg: FEEEERI &N AE, AR IGHEE A CONFIG_FASTBOOT BUF _ADDR
Z449]: fastboot stage permanent_attributes.bin
1. fastboot get_staged [ < filename > ]
I ARN & SR E
Z445: fastboot get staged raw_unlock challenge.bin
1. fastboot oem fuse at-perm-attr
ThHe: %25 permanent attributes.bin & hash
24451 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
Thit: HHEE permanent attributes.bin %2 (7 %X 5k (RPMB)
Z445: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Digg: BE W&
244 :  fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
ThREE: RPN, DISZER authenticated unlock

Z445]: fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin

/make_unlock.sh (), make unlock.sh %)
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key



e
2451«

: J%5 bootloader key hash

fastboot stage bootloader-pub-key.bin

fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format
Uige: B A X,
2541«

fastboot oem format

53 X AZ B8 T $partitions

1. fastboot oem at-get-vboot-unlock-challenge

IhfE: authenticated unlock, 7 3k75

2451«

unlock challenge (¥

2 I, 16. fastboot oem at-unlock-vboot

1. fastboot oem at-reset-rollback-index

ThEE: BRI rollback X
2445 :

fastboot oem at-reset-rollback-index

1. fastboot oem at-disable-unlock-vboot

ThRe
2451«

: f# fastboot oem at-unlock-vboot

6.4.8 BEHHRE

R R windows [E {4685 T. A

LR

i

fastboot oem at-disable-unlock-vboot

v EosROT AT R v2.58

THER | FEEE | SHhR

Illlllllllllllllllllllllllllllllllllllllll

z Ox00000000 Farameter | E:AEENPEZOSREIZZE \Image ' Imagehparam. .

3 F 000004000 Thoot T heodeu-boot—baclmp'iuboot. img

4 ||+ | D:x00008000 trust T heodeu-boot—baclmp'itrust. img

5 [ | 000008000 Mize E: WREAPEI0&REA326 Imagzeh Inage \misc. img

B [ | ox0000ES00 Boot E:\EENPHI0SREIZ26 Y Image Image boot. img

T [ | ox0001ES00 Becovery E:\RENPHI0SREIZEE \Image ' Inage \recow. .

g [ | ox000ESE00 Sxstem E:“\RENPHI0&FRE3IZ26 Y Image Inage  syste. |

9 ([ | oxo03c0800 vendor E: WRENPEI0&EEIIZ6  Image ' Image iwendo. .

10 [ | 000430500 aem E: “RENPEI0&REI3Z6  Image Image oem. img

11 ||| 0x0000C000 dtbo E: WREAPXI0&RES326 ImagzehImage dtho. imz

12 |[ | 0x=0000EQ00 vbmeta E: WREAPEI0&REAIZ6 \ Inage ' Inage ivbmet. .
b

i

Loader Ver:1.07

A=

7 || e || wEsze || &

BH R E
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A/B System %% 5

, BEEFETE 258 B EE

THESR | ASEE | SEmE

# it BT HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...

2 F Oz00000000 Parameter E: AREAPEI0&RKIZZ8 v r 3326 —ab ir k3320 —. . .

3 F 0x00004000 bootloader a I:hcodehu-bootiuboot. img

4 |[v | 0x00008000 | bootloader b I:'code'u-bootiuboot. img

g ||+  0x00008000 tos_a T heodehu-boothtrust. img

£ |[w | 0x00008000 toz_hb T heodeu-boothtrust. img

T F Oz=0000n000 boot_a T hwrk3326-androi dhrocldevh Inaze—rld. ..

g F 000020000 boot_b Z:\rl332R-andr ol dhrockdevi Image—rl3. | .

9 I_ 0=z=0004E000 system_a I \rl3328-andr oi dhrockdev i Image—rl3. . .

10 |[ | ox0032EQ00 system_b T wk3326-andr ol dhroclkdevh Imaze—rld. | .

11 |[ | 0x006ZEQOO wendor_a T wk3326-andr ol dhroclkdevh Imaze—rkd. | .

1z |[T | 0x007ZE000 wvendor_b T wkA326-androidhrockdevh Image—rk3. .

13 |[v | 0x008CAO00 aem | Z:'wrk3328-androidirockdevhImage- rl-;3325 evbioem.

Losder Ver:r.0s | 847 | [t | [ #mamE | [ &=

THER &

6.4.9 Pre-loader verified

I {Rockchip-Secure-Boot-Application-Note.md)

W

MASKROM

.

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
HASH(SEJ:;EYG} of raw —l RSA2048 encryption e

MATCH?

(Lnadlngrrstloader> \N/ »| Bootfailed |
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6.4.10 U-boot verified

OTP W &R IR :
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perm_attr
hash

FREL

vbmeta.img

(iivbmetasL B2 &
i

perm-attr2 &5 IEFA ?

FREL
prk_pub

SVbmeta.imgfz fi& A1
psk_pubXttt

Vbmeta.imgh§&

Trust Zone

permanent_attribute
s.bin




& boot.imgH
Tt E Hhash

=) i 25 S AT hash&TE

MEEEN

efuse ¥ AL IR IR :



Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
iR

perm-attr 2 & IEFE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imghEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




6.4.11 REGIRK A3

— =
Kernel

R -

cmdline: androidboot. verifiedbootstate=green
uboot

androidboot slot_suffiv=_a " root=/dev/dm-0 ====-

R4 5513 kernel, kernel & 5GHEHT U-Boot /%1% ) cmdline %1, il R4tE 32 B dm-verify. 78
S In#E A A system [ s mgr k55, fs mgr 3% fsmgr flags FISECRAR IR N E 2, [E 44 hash & hash
tree 71T vbmeta.img. AU FSH:

avb: f#J avb 177 sUINBKLR 7 [X

slotselect: %43 X4 A/B, Jn#kiS < 1# H #| cmdline #)"androidboot.slot_suffix=_ a"iX M2,

6.4.12 Linux AVB

W1 A 45 T linux FEH) AVB #4F B0 IERAE .
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6.4.12.1 BIEH R

1. AR R A [ A
2. {# | SecureBootConsole £ % PrivateKey.pem 5 PublicKey.pem, L H A1k sign tool, &l F:

rk sign tool cc --chip 3399
rk sign tool kk --out

3. load key

rk _sign tool 1k --key privateKey.pem --pubkey publicKey.pem

4. %542 loader

rk sign tool sl --loader loader.bin

5. 254 uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

6. avb A [E 1FHES . HE 2SI temp.bin, 16 T product id.bin, #2544 boot.img, i&1T R
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin --
product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

£ i vbmeta.img, permanent attributes_cer.bin, permanent_attributes.bin.
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R4 T boot.img.. ...

7. B RS

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img

rkdeveloptool RJ LAZxF hitps:/github.com/rockchip-linux/rkdeveloptool

1. 85 permanent _attributes cer.bin, permanent_attributes.bin

HOTPF 5

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

A efuse T-5:

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

1. efuse 525 (efuse LB H AT R windows iliA) , HEFAFEN loader, HFEXTM WS, HdiEsh
HE.

B EfuseTE v138 ==

@ B @ = |Mi§§iﬁ3§‘ o |

Eik: (- \code'\u-boot \rk3399 loader v1.16. 115. bir Bl A -
LoaderhfR#:1.15

i {5 B :RE330C

o BEFIE i) ID FHREE
= 8 maEE
=-5% RootHub20

& Portl]

& Port[2]

& Port[3]

& Port[4]

& Port(5]

& Port(6]

-+ Port[7]

+@ Port[8]

£ RootHub20 m

B4 Portl] Hub 4

L& Port[l]

& Port[2]

-+ Port[3]
]
1

»

m

@ Port[4
& Port(5
aGy Port{6]
b -+ Port[2] - -

s T
LB KRR, FHUSER O SR, TR TR RIED. O FEUSEHO. Hih: 00000
2 EAREAS, BEHIATRAREEEAT 4.

3 FBITIE G, TS, AR, LTS, FEBIGLE.

1 HRER, FIUGEERRT, AMUIERERT. g, 00000
5 I AA R RSEENERRET, AL S NS,

£ 00000
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1. OTP “F- 5 loader public keyke 5

%2 (Rockchip-Secure-Boot-Application-Note.md)
6.4.12.2 WAL AE

[TODO]

6.5 SD )3 h 2%
6.5.1 i

Rockchip BUKE SD R& 7 NH M SD &, SD J14iFk, SD A3+, SDEER. A LUE H R eI T2
Hitit T HoKf update.img NEE] SD KA, HIfEAFI R,

RRE Thee

HHLSD T IE A7 fil B

SD JHZ B M SD RN EB)E] recovery, Hi recovery 5T sd P [l 5E 3T B 15 45 A7 ik

SD Hal B EEM SD RH )

SD &5 & M pre-loader JT 45 U1 SD - A fA [ 1 2 15 4 A7 fifh

6.5.2 %K

6.5.2.1 HME

5@ SD K5 PC {564 —FF, 1l LATE U-Boot 1 Kernel RGTHENIFBAIAiE 25 L, ToH THX
SD RAHAEATERAE

6522 F+ %+

SD F+& R it RK ()T EHIE, S8l SD KX AHAZ (41 eMMC, nand flash) & £F (2% . SD K7+
2 LA PC LB 28 i —Fh [ 4R -0 7. B2 K SD RIAZRIS S | SD RIRE X, A5
[ 45 DUF] SD KAWL X F, EFM SD RJashit, SD K shfCH AT+ A4 [l 1 be 5 B A 3247
fitih o [EIS SD 26+ 32 5 PCBA A Demo U134 V1. SD Fh 2 (13X Ly i w] LA [l 447+ 2 g 21
25 PC HLIEEAT, $mA 3.

CEHIEF A SD =, S R FHEETE R E A demo SCAFRT, W] LA%Z N TP IR 52 A :

1. # UUE 43 SD R H 3%, 5 49 sdupdate.img
2. # 1 demo X2 SD F4R H 3% T Demo H&H

SD 5| S 2 R % (E GPT)
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1w % i B
X 0 MBR
X 64-4M IDBLOCK(J3 245 & & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
Pl T =28 Fat32 77/ update.img
SD 5| & H- 4R #%:U(GPT)
it HoE B
FX 0 MBR
BX 1-34 GPT /3 IX &
FIX 64-4M IDBLOCK(JA Bhbr & & 0)
4M-8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
Pl T A% (] Fat32 77/ update.img

6523 BE&

SD JaahRoilid RK (9 TR GIE, SCBUEIZM SD RJa3h, MRy 8 P S R 05 A i A 25
B 5 [ R BB AP N . BARSEILR b5 21 SD Kb, 38 SD R MUERAEMEMIH. 342 SD R
gt [ FEL R SCAFEAEIAE SD R B, ABCA A EAF AT BUIE S TAE. HAl B2 T s &

iM SD £Ja3h, ST PCBA MK, ¥ EE: PCBA MK N /2 recovery FTH —ANThRET, W FHFIH%

R5RFR.

SD 5| % /a8 F#% X (3E GPT)
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1w %%
FAIX 0
B X 64-4M
4M-8M
8M-12M

12M-16M

SD 5] %5 81+ #% X (GPT)

i
BIX 0
FIX 1-34

B X 64-4M

B 33 BIX

i B
MBR
IDBLOCK(J3 Zhir & E 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

B B
MBR
GPT 7y X3
IDBLOCK(JG 3t E 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem
user

%1 GPT



652418 F

SD EE REMLT SD RIIhAE, (HME T2 TAF H miniloader5g . %% TR H SIS S %] SD
RIRE X, SRR E A 2] SD RAT WAy X E, E#M SD RESINT, SD R AL [ £ 7+ 2% 21
A FEAFAE . EEH T BB A, SD Rl LMER % .

SD 25 R # 3k GPT)
1 7% o B
X 0 MBR
X 64-4M IDBLOCK(JA #lifr & & 2)
4M-8M Parameter
8M-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD &5 ~H#:U(GPT)
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1 7% HodE B
JFH1X 0 MBR
FIX 1-34 GPT 73X %
B3 [X 64-4M IDBLOCK(JA Zhitr & & 2)
...... uboot
...... Boot
...... trust
...... resource
...... kernel
...... recovery
...... system
...... vendor
...... oem

...... user

w5 33 X %4 GPT

6.5.3 [ 5 &

SD RAEARAAFIIRERI R, 2AE sd FAM—LEhRE.

7E SD KI5 64 X AL, #ikrESR A (magic number) SN 0xFCDCSC3B, NIA—eHsik+, <M SD
RN EEEE L, JREh . WERARE, NAERNEIE SD £ERF. E5 (64 MIX +616bytes) iy, {7l
HRERbRE. BArE =R,

i KA
0 FHE-R Bk PCBA WA~
1 IEEURS
’ BEFR

6.5.4 J3 B g

SD K boot JiFE 1] 43N pre-loader J& ZhiiFE 5 uboot JEBNIRAE, IXPANRFEER 7 Z Al SD & & SD
<N IDB Block ¥ Startup Flag #x#%, I H K IEX bR EHAT A FE R DIGE. FARLT:


af://n3892
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SIHE TR

A0 ITR Block
Startup Flag

E T =i
Find uszahle
) maskrom
pre—loader

Scan 5D Lo Timd ) A

. § L pre—loader +

the vpdate [lag

[ ] Ly e TR 5

Find boot CHD o H“__h”_ . I.'_{ iE AR
. - the update flag
[rom misc ) N ] kst %
L and update
partition crd] ine
¥ ¥

Judge ewrdline
lpdate 50 including ) § o
. g ., o+ TECOVETY kerne
[ irmeare Storagemedia-s

qr
6.5.4.1 pre-loader J3 3l
EEES ]
pre-loader
EEHEAT Al
4 R

¥

¥

CEAREE 4
Glehyies) Fohh

S IEIERE!
BlEbyvies) bRk

(68 4
BlAbytes) fiEd

1 I 2
Y ' '
FE - al PCRAM o s

v

v

v

MEDE BT
T

MED R EL R
LEESINITNA Y

Londer T B9 6 £
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maskrom B 56 563R B —43 0] F i) miniloader [&E4F (7] LLA TRM #i %€ Maskrom 2 ¥ J8 shA7 6 A BLANL
JelifF, maskrom 2K IR FAFAE L) , SRJ5 k% 2 miniloader. miniloader B 25 4 17 14
%, WHRKME] SD R, &l SD KEEAE IDB AFE M. ke, HAW-RFE. wH SD < HH
FREALN 0B <17, WA SD <N E2HL U-Boot [E 4, IN#EZN U-Boot. WIRbRE N2, MHEABE KR
T2, 7F loader FEUBIEM:. IFEH G shimf AH R HALAA %, INEJS 31 F 4K loader.

6.5.4.2 U-Boot 2 51

( Start )

Uboot

A 4

EREFHERE

S~

EBHSDR?

64BEX
no

A 4

64EX + E=Eion|
616bytesttt: FrETfE
$0? RE
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yes

cmdlineiZsin
storagemedia=sd

FEMsd-RIEEREN S

e
REASDF

A 4

A 4

cmdlineZs AN AN Ezfkernel
sdfwupdatefr AEERE

A 4

MISCHX
RSN
recovery

A 4

fN&recovery,
i Arecoveryt&Ez,

End

Tt U-Boot BB kA1 4, WIARATIIE] SD &, 0l SD K& 757 IDB # [ fF. nike,
FHIW AR ERTEN 0, (L4 kernel [ emdline ¥ Jl'sdfwupdate's #¢J5 B2HL SD K1) misc 43X, B2HL
RIFEI, N recovery 3K, IN#EJE 3l recovery.

Jazhf: U-Boot EH A HAAEE A, WHKME] SD £, il SD KB EE IDB M. k&,
AW RIREREN 1. BEEISD R misc 770X, BECREINEN, WHHK recovery, NEJEZ)
recovery. UNHZ normal #5, NIIN#%LJ3 3 kernel,

6.5.4.3 Recovery A1 PCBA

HAKT[ 2% (Rockcehip Recovery Fl F#/EHE B V1.03.pdf) -
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6.5.5 EREM

o HI{EAEGPT #5 A fFHF, U-Boot 5 Z L E CONFIG_RKPARM_PARTITION.

o ffilfE SD F+Z RS, update.img L% MiniloaderAll.bin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img XLE[E £, 5 N%eE update.img 23 HIL S AN MBR K2
TNo
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7. Chapter-7 fic & #5Y

TODO
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8. Chapter-8 i F &
AT LA Booth B MM TR, GUEMAA 4. WA, FUEAS. JFHLITESS.

8.1 DEBUG

ThE: ib4 R debug () FTEIAERL

I 7E-F & 1) rkxxx_common.h 88 172 5 AT RE -«

#define DEBUG

8.2 Initcall

Thg: ITENRShifE.

U-Boot [ ) 8525 j& — & Flinitcal I, & initcall run list() RBNE debug () B
printf () o i

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board

initcall: 0000000000214300

DRAM: initcall: 0000000000203f68

initcall: 0000000000214410 // 56 ICHmERHE bl 1 ek £
initcall: 00000000002140dc

3.8 GiB
initcall: 00000000002143b8

Relocation Offset is: £5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000£5e17668)

8.3 o2

Theg: BENF.
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// AR
md - memory display

Usage: md [.b, .w, .1, .g] address [# of objects]

/] E¥AE
mw - memory write (f£fill)

Usage: mw [.b, .w, .1, .g] address value [count]
BEEEAE. JuH: SR 0x76000000 HuhEFFUA IFESE 0x10 AN EHH .

=> md.l 0x76000000 0x10

76000000: fffffffe fEffff£ff fEEfE£FFFf £LEEEEFE oo it
760000108 IEEEEITIECLE (FIEITIEIRIoIoIE EEIEIEIEInIndE IEIDBIIBIIES 000000000000 000 0
76000020: ffffffff fffFfFfFfff fEEEEFFF FEELLFEE Lo it
76000030: ffffffff ffFfFfffff fEEEFFFF FEEFFFFE L. it

B#fE, Jufl: X 0x76000000 Hitk AR A 0x1234;

=> mw.l 0x76000000 Oxffff1234 // El6fAmask

=> md.l 0x76000000 0x10 // [l

76000000: ffff1234 ffffffff fEEEEFEf FEEEEEEE L iinennnnnnnn.
76000010: ffffffdf fEffffff feffffff FEEEEEEE L iinrvnnennn.n.
76000020: ffffffff fEEEEEEf fEEEEEEE £EEEEEEE o oitiinnnnnnn..
76000030: ffffffff ffffffff fEEFEFEEf FEEFEEEE oo iiinnnnnnnnnn.

8.4 iomemfy %

Thig: BENAF. tmddr & RE, Eid @ a@DTS Y G BEE b IEE B

=> iomem

iomem - Show iomem data by device compatible

Usage:

// @<compatible>: i HcompatiblefissiaULad
iomem <compatible> <start offset> <end offset>
eg: iomem -grf 0x0 0x200

JEf5: RK3228 1#2HL GRF H 0x00 ~ 0x20 IR

// EBEANTH"rockchip, rk3288-pmugrf" X4, FrCAH"-grf"{E AR
=> iomem -grf O0x0 0x20

rockchip, rk3228-grf:

11000000: 00000000 00000000 00004000 00002000

11000010: 00000000 00005028 0000a5a5 0000aaaa

11000020: 00009955
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8.5 i2efrd

Difg: R2eWRES,

=> i2c

i2c - I2C sub-system

Usage:

i2c dev [dev] - show or set current I2C bus

i2c md chip address[.0, .1, .2] [# of objects] - read from I2C device

i2c mw chip address[.0, .1, .2] value [count] - write to I2C device (fill)

B, .

=> i2c dev 0 // YEli2co (Fgm—WREIH)
Setting bus to 0

=> i2c md Oxlb 0x2e 0x20 [/ i2cBgHbE N1 (7ALHbE) . EEEOx2e AR R ESL0x201
Tl

002e: 11 Of 00 00 11 OFf 00 00 OL 00 00 00 09 00 00 0C v veveumeemnennnn

003e: 00 Oa Oa Oc Oc Oc 00 07 07 Oa 00 Oc 0c 00 00 00 tuvvueurenennnnn

HHEAE. Jul:

=> i2¢c dev 0 // YIRi2co (FBE—RBIA)
Setting bus to 0

=> i2c mw 0x1lb 0x2e 0x10 // i2ciB&HhEN1b (74A0HhE) . Hfox2e FAFRRIRAE N0x10
=> i2¢ md Oxlb 0x2e 0x20 // [l

002e: 10 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 0C  eeuerernennennn.

003e: 00 Oa Oa Oc Oc Oc 00 07 07 Oa 00 Oc Oc 00 00 00  teuerernennennn.

8.6 gpiofir %

ThEE: pinfIf NS

=> gpio

gpio - query and control gpio pins

Usage:
gpio <input|set|clear|toggle> <pin>
- input/set/clear/toggle the specified pin
gpio status [-a] [<bank> | <pin>] - show [all/claimed] GPIOs

EEpiniIRA: WIRV1126

=> gpio status -a
Bank A:

AQO: input: 0 [ ]
Al: output: 1 [ ]
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A2: input: 1 [ ]

A29: unused: 1 [ ]
A30: unknown
A31: unused: 0 [ ]

D6: input: 0 [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EO: input: 0 [ ]
El: input: 0 [ ]

pinfii A\ :
=> gpio input A7
pin#i i INACTIVE:
=> gpio clear A7
pinfii H ACTIVE:
=> gpio set A7
pinRASYIHe: A7 input: 0 N A7: output: 1

=> gpio toggle A7

8.7 fdtéy 4

ThEE: FTENDTBA %,

=> fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print ethernetO.
Hpn W& A A M, 7LUE device-tree 563 dump K-

=> fdt addr $fdt addr r // fREfdtihit
=> fdt print // BEat WA THTENH R
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8.8 mmcfy 2

k. MMC W45, Yk,

MMC H#& B :

=> mmc info

Device: dwmmc@f£0£0000 /] BT
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed // TR
Tran Speed: 52000000 // AR

Rd Block Len: 512
MMC version 5.1

High Capacity: Yes

Capacity: 7.3 GiB /] FEERE
Bus Width: 8-bit /] R

Erase Group Size: 512 KiB

HC WP Group Size: 8 MiB

User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC &V
=> mmc dev 0 // Pl¥E]eMMC
=> mmc dev 1 // PHFE|sd kR

MMC % &35!

mmc read addr blk# cnt
mmc write addr blk# cnt

mmc erase blk# cnt

-
=> mmc read 0x70000000 0 1 // EEMMCE & — 1 block, K/NN1 sectorfIHdESINAF
0x70000000

=> mmc write 0x70000000 0 1  // EAF£0x70000000/#21 sectorfIFIEE FIZMHE —Pblockid
AL E
=> mmc erase 0 1 /] BRI — A blockitl sector#di

1SR MMC ¥ i35 e, Al LU DA fj 50 DR R 52 £ -

8 drivers/mmc/dw_mmec.c W] debug () MUN printf() JaEFHIFRS. &F MMC &4 KITEIE
=

PR

o UNREJFHITENN Sending CMDO, iEfEMEA-AEE . B IZER:; BB IOMUX & 7 # HAh 1P
CIRE

o WNREJFITENN Sending CMDS8, %43 4-E8 B FL B MMC W& VUG 10 22 S 1746

o WRMIME A E EIEE, H&ISTTEA Sending CMDI8, i5#E MMC -t . 52 MMC ftH
U AR S A (PTRAEH R ) o AT DARRRE B4R . D)4 MMC ¥ 2% (138 5 AR
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8.9 I ] &%,

Thg: 45U-Boot T EIE MG IR (8K CRXTIS 1D

CONFIG BOOTSTAGE PRINTF TIMESTAMP

a4 :
[ 0.259266] U-Boot 2017.09-01739-g856£373-dirty (Jul 10 2018 - 20:26:05 +0800)
[ 0.260596] Model: Rockchip RK3399 Evaluation Board
[ 0.261332] DRAM: 3.8 GiB

Relocation Offset is: f5bfd000

Using default environment

.354038] dwmmc@fe320000: 1, sdhci@fe330000: O

.521125] Card did not respond to voltage select!
.521188] mmc_init: -95, time 9

.671451] switch to partitions #0, OK

.671500] mmcO (part 0) is current device

.675507
.683738
.706940

boot mode: None
DTB: rk-kernel.dtb
Using kernel dtb

— — /= o/ o/ = o/
O O O O O O o o

]
]
]
]
]
]
]
]

I TR) B AN 2 8 24 1 2R Getimer RN [RJHT B R, 10 AN 2 AOFFAB TN o iy AR [T B A A AR X I 18]
AN 2 48 % 1] o

8.10 dm tree

if: BAEFTH device-driver Z[H/IZFE . probelkZ.

=> dm tree

Class Probed Driver Name

root [ + 1] root driver root driver

syscon [ ] rk322x syscon |-— syscon@11000000

serial [ ] nsl6550 serial |-— serial@11030000 ~*

clk [ ] clk rk322x |--— clock-controller@110e0000
sysreset [ ] rockchip sysreset | |-— sysreset

reset [ ] rockchip reset | ‘—-— reset

mmc [ ] rockchip rk3288 dw mshc | == dwmmc@30020000 *

blk [+ ] mmc_blk | "—— dwmmc@30020000.blk *
ram [ ] rockchip rk322x dmc | == dmc@11200000

serial [ ] nsl6550 serial |-- serial@11020000

i2c [ ] i2c_rockchip |-= 1i2c@11050000

FTERE X

o HIHFTH E£ 58K bindiY device-driver
o HIH A uclass-device-driver 2 [8] (I3 & % £
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o [+]3RIRMHT driver L& SE/K probe
o * FIRXHdevice-driverk H T U-Bootf)DTB, 15K 7Ekernel DTB

8.11 dm uclass

Thie: BHEFFuclass FHIFTA &

=> dm uclass

uclass 0: root

- * root driver @ 7be54c88, seq 0, (req -1)

uclass 11: adc
- * saradc@ffl100000 @ 7be56220, seq 0, (reqg -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (reqg -1)

uclass 77: key
= rockchip-key @ 7be811£f0

8.12 stacktrace.sh

I H # ET AL #) 4> Araborts dump_stackOfIINY . S HRKEEMET .

8.13 R4 KL

CONFIG ROCKCHIP DEBUGGER

FRE R AR (S B )5 ¥ F stacktrace I A4 . S HBRKIEMZ=ZT,

8.14 CRC K%

IhRE: MSIORIHKS 20 A [H 4 52 2k

RK # R EAZ LALE T AR ICRC32, FTH-AIT 20T LA CRC3256HF & 4 1 72 # 1k .
CONFIGfROCKCHIP7CRC

Ju s .

=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel WHGATH CUNFLLIGMFTEINfaill 7)
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boot image CRC32 verify... okay. // boot IREGALI CHIFHRMIUFTEINFail! )
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081f£650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000

Starting kernel

8.15 HASHR I

Thk: K Androidi = f) 1 58 He 1
ANDROID BOOT TMAGE_HASH

JEZBCE S, I Androidi 3 [E 1 f 21556 [ 1 1 52 B
BRIy — 28y s B, 2R R e B ek IR AR S [ R, 1 [RIT T iE B ik

HASH ROCKCHIP LEGACY

8.16 BIIDDRA &

FEHLE DDRAJAAARID S DDR A A5 45 U-Boot, U-Boot£x 2: b —4672 4 A7 J5 AL 345 W% . FH

H] LAEU-Bootlfr BLE et i 45 A% IV DDR 7 5 .

(ESURERIE

/) RIS AT AR (DEBR2ENAED

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel
[ 0.000000] Booting Linux on physical CPU 0x0

(A CIVA-¥

./arch/arm/mach-rockchip/param.c

(CEEVA-§

struct memblock *param parse ddr mem(int *out count)
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// EHRERddrfE 4 U-Boot AR R .
// BOSRTRE IIANES: Bl Py DL oy dedtid, 2348 W 2> A A7 SRR AR bl ADoK A
// PS: —MAHOLFHEREL AL, ATHESYL
for (i = 0, n = 0; i < count; i++, n++) {
// tein2eBE GELHEE) , M: count=1, base = 0, size = 0x80000000.
/7 F P R BT DA IR A R AE 2
base = t->u.ddr mem.bank[i];

size = t->u.ddr mem.bank[i + count];

/* 0~4GB */
if (base < SZ 4GB) {
mem[n] .base = base;
mem[n].size = ddr mem get usable size (base, size);
if (base + size > SZ 4GB) {
arr g

mem[n] .base u64 = SZ 4GB;

mem[n] .size u64 = base + size - SZ 4GB;
}
} else {
/* 4GB+ */
mem[n] .base u64 = base;
mem[n].size u64 = size;

assert (n < count + MEM RESV_ COUNT) ;

8.17 Bt B

DiRg: BAE AR . LB, FEYLE B nr LA B P e A — LSRR iR
1. trust H15€ 5 Wt <AL

trust 58 JE AL RAEHT AT RENE : RIPF T RBFE B S AT R, 2L trust BEH 2IEHR K U-Boot Jo st 1k
i AP R LOGE T trust JFHLATENE U-Boot J& SR IA -

64 f7°F & U-Boot JE shihhi— & fwFs 0x200000 (DRAM jiEisHihk=2 0x0) -
NOTICE: BL31: vl.3(debug) :d98dloee

NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31l: Rockchip release version: vl.1l

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 0

INFO: plat rockchip pmu init (1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-Bootifidi:

INFO: SPSR = 0x3c9

32 i 4 U-Boot 3 bt —f% 2 W% 0x0 (DRAM #45HbE = 0x60000000) :
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INF [0x0] TEE-CORE:init primary helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init primary helper:379: Next entry point address: 0x60000000
// U-BootHik

INF [0x0] TEE-CORE:init teecore:83: teecore inits done

2. U-Boot fii 4 [a] -
i@t U-Boot JTHLIE S AT B4R A . W1 R X N ARAT B & commit: b34f08b.

U-Boot 2017.09-01730-gb34£08b (Jul 06 2018 - 17:47:52 +0800)
TEHUE Bt dirty", 58 g PRI A A Bl A RS G, AT

U-Boot 2017.09-01730-gb34£f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

8.18 BafE B

F 7383 U-Boot FFALE 2 AT 3R AT 4 BT U-Boot I FE A - A B IIRAS, 7 (B PRt e 107 5745

H AT U-Boot 32 £ = R[4 28R 5] 5. Android# 3 > RK#% I > DISTROMS 0. RK R A FSDK F 2 2 Ry
P, DISTRO—fE TR 2 {H H .

Y QR BRSNS, ATEATEITREE AR, XA 3 T U-Boot FHLE B AR 1 fiF

17.1 Android [ {4

// U-Bootii—ATITEl, W& T commithiA. i a5 S

[/ ER: ERRZU-Boot "MIX R M AT IEMATEY, MAZU-Boot REMH K& 1T E
// 1)t debugfE B, AILAE B F A IRIT ED

U-Boot 2017.09-03033-g81b79£7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsHJ“model"FBN%ZA, WidX/MEEATLAFIERAMEN JU-BootMifrdts
Model: Rockchip RK3399 Evaluation Board

// JBHf Tpreloader-seriallffg, BIVEH TS loaderfHE DM E, MulfFHUART2/EANFTENO
PreSerial: 2

/] BT RS N A R 2GB

DRAM: 2 GiB

/] HETRASCHE T sy smem A7 R & AL

Sysmem: init

// U-BootALH CHNIGHET B, M EHTddr5ERT AU, BIRFISFEERALE (P U-Boo t TR U JE 3t
)

// RS JE RARRS R A M b2 0% 7dbe 2000,  IXAME BAIE I 4 A 7T e A F 21

Relocation Offset is: 7dbe2000

// ENVERAGRAEEQdr B . R RIEF(RIEEeMMC. NandZE A E, MIASH X NTE)

Using default environment

/) HETAEE AN A mme0, ElemMc (W sd R, W Ammel)
dwmmc@£fe320000: 1, sdhci@fe330000: O

/] TN R BITatags, HAETSminiloaderfd%4 #U-Boot
Bootdev (atags): mmc 0

// HRTieMMcl TAETERS 4004820, W HIEZ150M

MMCO: HS400, 150Mhz

// HHCRHAGPTA X R (MIHZERK parametersr X3, NFTEI: RKPARM)
PartType: EFI
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// Ml recoveryiHEi

// kernel BPUTHI"reboot xxx"f4, MZAMEHIXAHTEISRIATL
boot mode: recovery

// Kernel DIBXH FTrecovery.img, HIEW®#INE,

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

/) ==> F&: HltZ)G, U-BootB&V)Flkernel dtb, JFLFTHINEISARfEHkernel dtbHIE
B

// DTBOAT L
ANDROID: fdt overlay OK
// T2CHIEE, XM RU-Boot THLEERFEIHE R L —, JLHXF T peocMLpodk# £ ipMIc, MRI2CHEE
%8,
/) BAFSTFHEER — M. dR A ROTFILERE, T DR AME B
I2c speed: 400000Hz
// MHTPMIC/ERKS18
// onfHXINON SOURCE#fF#%, M T MATixkeMIC b HLf 5 F
// of EHXINOFF SOURCEZFAF#Y, FWIHT—RIHL s it i) Ji [A]
// onMlofffFR, X T RGHNF ﬁﬁ?&a@ﬂf—rmﬂﬁ RRMAMEREE
PMIC: RK818 (on=0x20 off=0x40)
// S Eregulatorf 24aT BEE, — M EDpepe XN FZRK & Farm. logic. centerfEHE
[/ FEHIRGRERE . TR E RN, ZXRMEMERESvdd center 900000 uv
vdd cpu_ 1 900000 uv
vdd _log 900000 uv
// Kernel dtsHI“model" W%, BFX/MEE A LLAEIAVEH 7 Kerne LI dt s
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// B RIKEN A A S
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flags[al
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus format: 100e
// clk-treefdR, AMAE NiESHU-Boot IR UHIIKICLKE
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk perihp 133333 KHz
hclk perihp 66666 KHz
pclk perihp 33333 KHz
aclk perilp0 266666 KHz
hclk perilp0 88888 KHz
pclk perilpO 44444 KHz
hclk perilpl 100000 KHz
pclk perilpl 50000 KHz
// GMACHRZ){fifE
Net: ethO: ethernet@fe300000
/] WK Ectrl+e, FEM FHTEIZ G AU-Boot it AT
Hit key to stop autoboot ('CTRL+C'): 0



// B IREIE Y recoveryiia

ANDROID: reboot reason: "recovery"

// vboot=0KR KA JdMsecureboot; HHTZAVBEM, Frbl&EAVBRIH AR

Vboot=0, AVB images, AVB verify

// FE R unlock

read is device unlocked() ops returned that device is UNLOCKED

// JBEAERU-Boot BRIARZIEEE NMboot . img/recovery. imghl#Eie R, REHEramdisk. fdt. kernelf
AT

[/ — kW (FRArelocation) , #RFIH A~ HERHbE b, XFE2 EEFEN K, JCHYramdiskIEH KM
IR o

// RERFEMTBHN, —kMEBEMNG M LB randisk. fdt. kerne L ETE A A7k .

// BUWTATEVIGE R R TR A — R MR 34, SEA A

Fdt Ramdisk skip relocation

// #EandroidtE s FEMH, {lkernelN%F] 0200280000, fdtlNEF|0x8300000

/) ABRWRLZ AR, X B AT REST

// Booting LZ4 kernel at 0x00680000 (Uncompress to 0x00280000) with fdt at
0x8300000. ..

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

// W, AR
### Booting Android Image at 0x0027£800
// kernelflramdi sk ngE il LL A KN
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// £t HhL
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
/] B, KL
XIP Kernel Image ... OK
/) REAULGZEFT Blkernel dtstiEreserved-memory, FAEAH AL 3 H il N K — A 245 2
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// £t HEIRANZE AL
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
/) AREE N, ERNZAE A FZSRTEE (ATF. opteef5 7 [H] D4R )
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootMr B HLFER!
Total: 367.128 ms

// HU-BootdTHl, EAMTHIZ )G, U-BootLxFe/li—LEARMEEMIAHIE (HLln: JEcache. KM,
// cpwlRSVIH#EE) FU-Boot HIdmb &1 T LAF, a8 B HE AR

// FER R TAEE#iBE B kernel, MUt rl LIRSy, HILXANT RV 3] 7 AR B .
Starting kernel

// kernel[rBtHIFTEIE B
0.000000] Booting Linux on physical CPU 0xO0

[

[ 0.000000] Initializing cgroup subsys cpuset

[ 0.000000] Initializing cgroup subsys cpu

[ 0.000000] Initializing cgroup subsys cpuacct

[ 0.000000] Initializing cgroup subsys schedtune

[ 0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
(Linaro

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019

[ 0.000000] Boot CPU: AArch64 Processor [410fd034]
[ 0.000000] earlycon: Early serial console at MMIO32 Oxff1a0000 (options '')
[ 0.000000] bootconsole [uart0] enabled

[ 0

.000000] Reserved memory: failed to reserve memory for node 'stb-



devinfo@R00000000': base 0x0000000000000000, size O MiB
[ 0.000000] cma: Reserved 16 MiB at 0x000000007£000000

8.18.1 RK[F 4

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot ('CTRL+C'): O

ANDROID: reboot reason: "recovery"

/7 BRIARRRAE IR A, B A AT g avB g 24

Not AVB images, AVB skip

// BARRRAEAME A, A B o m N#androd dig U &
// BRNHEATENRE S Z: androidkgs > RKMEA > distrokgz
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// HHlfErecoverytia

boot mode: recovery

// BEERREERME M, M#ramdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012dd0)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// FHFEAZFandroidi=NE4F 1 A 2h{E B
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcf
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.2 Didstro[F 1

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #F|mmco, BleMMCswitch to partitions #0, OK

mmcO (part 0) is current device

/] BfeMMCTEfE EE 6N X IIE (GPTHIXEHR, 6XfNAfboot . img/r X, GPTHH"-bootable" )&
PERHD

Scanning mmc 0:6...

// BT EE X ffextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// Jn#Ekernel

205 bytes read in 82 ms (2 KiB/s)

13 rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTEMNTEE R cndlinefF 8
append: earlycon=uart8250,mmio32,0xf£f1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=ext4 init=/sbin/init

// Jn#fde
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

[/ ==> WRAT U B A ramdisk, BASH ramdiskfFETEN; B BB SAHITE

### Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.3 oA R [ 14

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #FFlomco, EleMMc

A BN FE AT HLE 2

switch to partitions #0, OK

mmcO (part 0) is current device

// BFeMMCclifiE L 6N XINEL (GPT/rXERE, 6XfMNATZboot.img/r X, GPTE"-bootable" &
PSR

Scanning mmc 0:6...

// HENTEE X ffFextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// M#Ekernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// TENEEMcndline(s 8
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=ext4 init=/sbin/init

// ME£de
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

/) ==> WRITEMNEAE ramdisk, BASH ramdisk(s BITE; 750X B L4 $TE
### Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000

Loading Device Tree to 000000007d£f14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2
DRAM: 2 GiB

Sysmem: init
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Relocation Offset is: 7dbe2000

Using default environment

Net: ethO: ethernet@fe300000

Hit key to stop autoboot ('CTRL+C') :
// ArEAndroidis L 4

Not AVB images, AVB skip

** Invalid Android Image header **
Android image load failed

Android boot failed, error -1.

boot mode: recovery

// AFERKHE 3

=Booting Rockchip format image=

0 ANDROID: reboot reason:

kernel: invalid image tag(0x45435352)

boot rockchip image kernel part read error

// AR=DISTROMZ[EH M. JoHTA T ENER R AEdistron# a2, FNdistrom 22k MMmme. nand.

net.

// usbZEFTEBAIH 2 X # % (¥ rockchip-common . hH 1% 5 : BOOT TARGET DEVICES) i

x5

// #distrolElff, EIZE—HRiMHTER
switch to partitions #0, OK

mmcO (part 0) is current device
Failed to mount ext2 filesystem...
** Unrecognized filesystem type **
starting USB...

USBO: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB1: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB2: USB EHCI 1.00

USB3: USB OHCI 1.0

USB4: USB EHCI 1.00

USB5: USB OHCI 1.0

scanning bus 0 for devices... 1 USB Device(s)

scanning bus 1 for devices... 1 USB Device(s)

scanning bus 2 for devices... 1 USB Device (s)

scanning bus 3 for devices... 1 USB Device(s)

scanning bus 4 for devices... 1 USB Device(s)

scanning bus 5 for devices... 1 USB Device (s)
scanning usb for storage devices... O

Device 0: unknown device

ethernet@fe300000 Waiting for PHY auto negotiation

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile
Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 Waiting for PHY auto negotiation

found
found
found
found
found

found

Storage Device (s)

// B distrofn X PTA A BERIAE S BUEAR S MR A BIE 1, #FEU-Boot

J.

to complete

A

"recovery"

found

......... TIMEOUT

to complete..

SRS






9. Chapter-9 i F 1


af://n4072

10. Chapter-10 SPL

10.1 FE 5] &

SPL H4F F /&4 B miniloader5E iX trust.img A1 uboot.img I INE A 5| 5 T/E. SPL HBiZ 5| S HFh
A

o FIT [E{f: ERIMERE;
o RKFW [HEfh: BRINCH], 75ZH P & A fg s

10.1.1 FIT [E 4

FIT (flattened image tree) #%3X7& SPL SCHRFI—Fh LU ECH AU B 4% 0, SCREZ A image FT LIRSS .
FIT ffi ] DTS AR AL image #EATHIR, 8 U u-boot.its, 524 A FIT B4 u-
boot.itb.

FITHIME . B dts FIEVER G PR, Chae RS, &R o] LB #E4% A libfdt FE.
u-boot.its 3Z 4 :

o /images : AME N T HTA BRI BHIEICE (RERTH. AIAHD 5L desi A 6
e /configurations: A config T iR T —EW RN E, RMLL—MRK dts.
o fHiH default = FRE4ATIEHMEIARLE

kLT
/dts-v1/;
/A

description = "Configuration to load ATF before U-Boot";

#address-cells = <1>;

images {
uboot@1 {

description = "U-Boot (64-bit)";
data = /incbin/ ("u-boot-nodtb.bin") ;
type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";

load = <0x00200000>;
}i

atf@l {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0x00010000.bin");
type = "firmware";
arch = "armo4d";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
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entry = <0x00010000>;
}i

atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0xf£f091000.bin");
type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";

load = <0xff091000>;
}i

optee@l {
description = "OP-TEE";
data = /incbin/ ("bl32.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";

load = <0x08400000>;
}i

fdtel {
description = "rk3328-evb.dtb";
data = /incbin/ ("arch/arm/dts/rk3328-evb.dtb") ;
type = "flat dt";
compression = "none";
bi
}i

configurations {

default = "config@l";
config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@l", "atf@2", "optee@l" ;
fdt = "fdt@l";

}i

i

u-boot.itb 14 :

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itb]

R Rt AR A G R . FIT B4R A AR N —FPRe k¢ DTB S0, RO e RN A2 image. FH P H)
PLH fdtdump iy 2 B F itb XA

cjh@ubuntu: ~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | less

/dts-v1/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)

// off dt struct: 0x38



//
//
//
//
//
//
//

off dt strings: 0x414
off mem rsvmap: 0x28
version: 17
last comp version: 16
boot cpuid phys: 0x0
size dt strings: 0x83
size dt_struct: 0x3dc

timestamp = <0x5d099c85>;

description = "Configuration to load ATF before U-Boot";

#address-cells = <0x00000001>;
images {
uboot@l {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;

description = "U-Boot (64-bit)";

type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";
load = <0x00600000>;
}i
atf@l {
data-size = <0x0000c048>;
data-offset = <0x0009f8a8>;

// HELREE BN T % T B
// HFESREE BN T % T B

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0x00010000>;
entry = <0x00010000>;
}i
atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0xf£f£82000>;
}i
fdt@l {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;

description = "rk3308-evb.dtb";

type = "flat dt";

FLZFITERES%:

HiiRat £e1 4K
fiikat £@1 AL



./doc/ulmage.FIT/

10.1.2 RKFW [& 44

AT R HEE #45 miniloader B A EMUEHE R X FTEMER. FHRKFEHM T RKFW #£3
CRIST A X (A & 4 trust.img A uboot.img) 5] F.

A E -
CONFIG_SPL_LOAD RKFW // ERETTR
CONFIG _RKFW TRUST SECTOR // trust.imgZrXdl, FTEMIFXERE CRFF—IH
CONFIG RKFW U BOOT SECTOR // uboot.imgZrXHutlk, FTHEMIFXEME LIRIF—
(MM ER

./include/spl rkfw.h
./common/spl/spl rkfw.c

10.1.3 A& e &

U-Boot dts Hil T u-boot, spl-boot-order T8 EA-MEW & 18 L HE R

/A
aliases {
mmc0 = &emmc;
mmcl = &sdmmc;
}i
chosen {

u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;

stdout-path = &uart2;

10.2 wFITE

10.2.1 RS 4 %

U-Boot A4 AN 8] B 4 9 B 42 %] [F]— 4 U-Boot {4 B3R AF SPLIE /4, 442k SPL i 2> H 3 Ak
CONFIG SPL BUILD %i. U-BootZx7E#iP¥5E u-boot.bin  J&4k&Egm ik SPL, FHAIE M 1%t H
X ./spl/ o

// YwiFu-boot
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: “arch/arm/dts/rk3328-evb.dtb' is up to date.
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SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin

// Gikspl, AMILMspl/H¥

LD spl/arch/arm/cpu/built-in.o
cc spl/board/rockchip/evb rk3328/evb-rk3328.0
LD spl/dts/built-in.o
cc spl/common/init/board init.o
COPY tpl/u-boot-tpl.dtb
cc spl/cmd/nvedit.o
cc spl/env/common. o
cc spl/env/env.o
LD spl/drivers/block/built-in.o
RN AP LG EIE

./spl/u-boot-spl.bin

10.2.2 BT HE

10.3 RS

10.3.1 GPT

SPL {# FIGPT/r X % .
i -

CONFIG_SPL_LIBDISK SUPPORT=y
CONFIG SPL_EFI_PARTITION=y
CONFIG_PARTITION TYPE GUID=y

LieziF

./disk/part.c
./disk/part _efi.c

0O

int part get info(struct blk desc *dev desc, int part, disk partition t *info);
int part get info by name(struct blk desc *dev desc,

const char *name, disk partition t *info);


af://n4117
af://n4118
af://n4119

10.3.2 A/B system

SPL X HA/B R4 55
it & -

CONFIG_SPL_AB=y
LTI
./common/spl/spl_ab.c

0.

int spl get current slot(struct blk desc *dev desc, char *partition, char *slot);
int spl get partitions sector(struct blk desc *dev desc, char *partition,u32

*sectors) ;

10.3.3 ja stk e 2%

e SPL f#H u-boot, spl-boot-order & XHIEBIIF, A Frkxxxx-u-boot.dtsi:

chosen {
stdout-path = &uart2;
u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;

bi
e Maskrom {3 s 564
spi nor > spi nand > emmc > sd
e Pre-loader(SPL) A8 1L 562«
sd > spi nor > spi nand > emmc

1 sd REPLSEFIR R IR LT E RGN sd RIA 3N,

10.3.4 ATAGS

SPL 5 U-Boo iiid ATAGS WU#|SEBUES . LERIEEA: RElFEBS . TEIH D5,
He & :

CONFIG ROCKCHIP PRELOADER ATAGS=y

LieziF
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./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c
i Jup

int atags_set tag(u32 magic, void *tagdata):;
struct tag *atags get tag(u32 magic);

10.3.5 kernel boot

I F kernel,;Z& HHU-Boot #1555, SPL Al A FriN#, kernel. H A7 SZF7I1#K android head version 2 ]
boot.img, >CHFF RKA =l £

JA Bl «

Maskrom -> ddr -> SPL -> Trust -> Kernel

10.3.6 pinctrl

B

CONFIG SPL_ PINCTRL GENERIC=y
CONFIG SPL PINCTRL=y

X%

./drivers/pinctrl/pinctrl-uclass.c
./drivers/pinctrl/pinctrl-generic.c

./drivers/pinctrl/pinctrl-rockchip.c

DTS ft & :

PA sdmme A

&pinctrl {
u-boot,dm-spl;
i

&pcfg pull none 4ma {
u-boot, dm-spl;
}i

&pcfg pull up 4ma {
u-boot,dm-spl;
}i

&sdmmec  {
u-boot,dm-spl;

}i

&sdmmc_pin |
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u-boot,dm-spl;
i

&sdmmc_clk {
u-boot,dm-spl;

i

&sdmmc_cmd {
u-boot,dm-spl;

bi

&sdmmc_bus4 |
u-boot,dm-spl;

bi

&sdmmc_pwren {

u-boot,dm-spl;
bi

ERFI:

SPL Jii Hlpinctrlif Z& 24 defconfig B[] cONFIG OF SPL REMOVE PROPS & X, MHEREA ) pinctri-o
pinctrl-names %ZEQO

10.3.7 secure boot

[TODO]

10.4 IRBh R

10.4.1 MMC

W8

CONFIG_SPL_MMC SUPPORT=y // #RIACMERE
CieIp

./common/spl/spl_mmc.c
EJup

int spl mmc load image (struct spl image info *spl image,

struct spl boot device *bootdev);
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10.4.2 MTD block

SPL 4t— nand. spinand. spinor % % block 2.

HeE

// MTD HXEIZFF
CONFIG_MTD=y
CONFIG CMD MTD BLK=y
CONFIG SPL _MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG_MTD DEVICE=y

// spi nand X&)
CONFIG_MTD SPI_ NAND=y

CONFIG ROCKCHIP_ SFC=y
CONFIG_SPL_SPI_FLASH SUPPORT=y
CONFIG SPL SPI_SUPPORT=y

// nand WRBSCHF

CONFIG_NAND=y

CONFIG CMD NAND=y

CONFIG_NAND ROCKCHIP=y /* NandC v6 H/iE#f TRM NANDC->NANDC_NANDC_ VER Zif7-#sifiik,
0x00000801 */

//CONFIG NAND ROCKCHIP V9=y /* NandC v9 F/{ii#fi TRM NANDC->NANDC NANDC VER & f7##fi
N, 0x56393030, #ll: RK3326/PX30 MILRA */

CONFIG_SPL_NAND SUPPORT=y

CONFIG_SYS_NAND U BOOT LOCATIONS=y

CONFIG_SYS NAND U BOOT OFFS=0x8000

CONFIG_SYS_NAND U BOOT OFFS_REDUND=0x10000

// nand page sizefiEIHHSLKR/NEN, WRMHAAEKTHET512MBHINAND, — R EACE 94096
#define CONFIG_SYS_NAND PAGE SIZE 2048

// spi nor IKFNICHF
CONFIG_CMD_SF=y
CONFIG_CMD_SPI=y
CONFIG SPI FLASH=y
CONFIG_SF_DEFAULT_MODE=OX1
CONFIG_SF_DEFAULT_SPEED:5000OOOO
CONFIG SPI FLASH GIGADEVICE=y
CONFIG_SPI_FLASH MACRONIX=y
CONFIG_SPT_FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y

CONFIG ROCKCHIP_ SFC=y
CONFIG_SPL_SPI_SUPPORT=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_SPL_SPI_FLASH SUPPORT=y

9zl

./common/spl/spl mtd blk.c

B
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int spl mtd load image(struct spl image info *spl image,

struct spl_boot_device *bootdev) ;

10.4.3 OTP

T 46 A S8 s, secure boot /1 FH 2.
il &

CONFIG SPL_MISC=y
CONFIG_SPL_ROCKCHIP SECURE OTP=y

9z

./drivers/misc/misc-uclass.c

./drivers/misc/rockchip-secure-otp.S

0.

int misc read(struct udevice *dev, int offset, void *buf, int size);

int misc write(struct udevice *dev, int offset, void *buf, int size);

10.4.4 Crypto

Secure-boot £x{# Fcrypto5e ffthash. rasfit4.

Be & :

CONFIG_SPL_DM CRYPTO=y

// 2ik1, % FEHdefconfigE BRAMEBENT N AL & .
CONFIG_SPL ROCKCHIP CRYPTO Vl=y
CONFIG SPL ROCKCHIP CRYPTO V2=y

W)

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto vl.c
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

B
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u32 crypto algo nbits(u32 algo);
struct udevice *crypto get device(u32 capability);
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);

10.4.5 Uart

SPL & [Mi#d rkxxxx-u-boot.dtsi M chosen T Af8E. LA k3308 Nffl:

chosen {
stdout-path = &uart2;
}i

guart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;

status = "okay";
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11. Chapter-11 TPL

TPLZ L U-Boot B B W BL [/ Loader, TPLizATZESRAMAY, FHAF /S E ddr binf 57 58 DRAMIK W] 464k
TAE. TPLAMRLFFIRAIRAS, ddr bingfCHS YR A o

11.1 wFIT R

1111 iR E

o UARTICHE
CONFIG _DEBUG UART BASE: UARTZ:HbIL.
CONFIG_ROCKCHIP UART MUX SEL M: UART IOMUX GROUP.
Example:
RV1126/i EUART2 M2 T#TEVDEBUG LOG.
FHR1D) B BESv1126_defconfig A

CONFIG_DEBUG_UART BASE=0xff£570000
CONFIG ROCKCHIP UART MUX SEL M=2

7732) i#iFmake menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART

ARM architecture ---> (2) UART mux select

e DRAM TYPERLE

i#jXCONFIG ROCKCHIP TPL INIT DRAM TYPEFRC & TPL ¥ ##IDRAM TYPE.

DDR TYPE AL E 8
DDR2 2
DDR3 3
DDR4 0
LPDDR2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126%L B TPL DRAM TYPE N #DDR3.

R B BESrv1126_defconfig A
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CONFIG ROCKCHIP TPL INIT DRAM TYPE=3

77:2) it make menuconfig, 75 BV R AS g BRI W R make.shfG A7 Fo8 7 5 /1, makelf &F
—/>make xxxdefconfigl)Z){F, 278 Fmenuconfighitiiz. I A S H I Tmake.shgmPF, RBH1E
menuconfig ) U3 #% 75 75

Device Drivers —---> (3) TPL select DRAM type

Example:
make rv1126_defconfigl# ./make.sh rv1126 -> make menuconfigfZ U AH < ft & -> ./make.sh.
o PRHIFHLNCE
R B B AR SRR T AL tplbin,  TT LLIEIT T FFCONFIG_SPL_KERNEL BOOTK 4w ¥4 il »
AT FFRVII26/RVII09T- &
o TEIRAISCRE
Un S R B B A SRR BE IR ¥ tpLbin, R AT T T
CONFIG_ROCKCHIP DRAM EXTENDED TEMP SUPPORT ¥ %% ..
MFT L FFRVII26/RVIT09T- 6 .
o HAhZH1EM

ddr¥ldE LIRS AL T drivers/ram/rockchip H 3% T, HALddrAH RS EansiR, UKshssE, ODTH &1 %2
FEPERG HAE . XFTRV1126/RV 109K Ui A ¥ ddri 56 S 808 o 211% H 5 K 1) “sdram_inc/rv1126/sdram-
rv1126-loader_params.inc”™, 7] DLEFELEIZ SO B O LI 240 HARST & 28018 o me 200 B

sdram_xxx.c 1.

11.1.2 R ¥

U-Boot AR AN 7] (1 4 2 % 124 1] — 4 U-Bootf Ui 4 B3R FF TPLIE 4, 441 TPL i > [ 84 i
CONFIG TPL BUTLD %%, U-BootZx{E4miF5E u-boot.bin 2 JG4k&:4m % TPL, AT % H H
X ./tpl/ .

// YiFu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin

// Gi¥tpl, HMIHtpl/ Hx

€E tpl/common/init/board init.o
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cc tpl/disk/part.o
LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

TSP SRR GELIE
./tpl/u-boot-tpl.bin

Example:
4% RV1126 uboot.

./make.sh rv1126

11.13 T8

1. 2 P4 B P u-boot-tpl.bin i ZH4 k44 byte B 4 BAH B F & tagf5 A4 & — A% 1 ddr bin. 41
RV1126/RV1109°F £ Ztag & “110B”. W1 N % Elddr binf)i% 7 2 H O F 30 56 %0 Btag ) 8 #e3))
£, Zsh{E R 2 % scripts/spl.shHIAS .

Example: ##tRV1126 u-boot-tpl.bintag.

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -1
'1s/7/110B&/" tpl/u-boot-tpl-tag.bin

2. WS B RS EE R AT e 5 NAR 1 () Loader SCEF 1, W@ I T [Hi iy 4 H 3)) 58 ilu-boot-tpl.bin tag[1)
Br e 1 LS A splbind T AL — > 78 B4 Loader LA B 1

./make.sh tpl
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12. Chapter-12 FIT

ok

12.1 B

AR BT FITRS ML T FITH U 22 /AR 2 2 Ja 8 77 SRATT o AT TET N, 23 FED
boot.img Jy Ut FAMIERAEXT R, {HZ [F#EEH T recovery.img.

12.2 &4

12.2.1 ZEREA-4H

FIT (flattened image tree) EU-Boot3Z Fri— M B4R 5 7%, TR £ MNimagef] AR
5. FIT {EH its (image source file) SCfFHfidimage(F 5., /5 mkimage T. L 2E AL itb (flattened image
tree blob) Hif%. itsCAFAE ] DTS MITERERIN, B RiE, 7T LLE R libfdt AR R T A, .

FIT s2U-Boot¥k I\ SCHF H A HEM[E 445 30, SPLAIU-Booth BE# S REXFITAR A [ 5] 5 30 245 Bk
5%

./doc/ulmage.FIT/

DKR B 77 BOFIT I 6 JE2 0 2 S b= i 75 5K, BT ARKCSF S W FITREAT TIERCAIRAL . it LAFIT )7 58 o b 20
# FIRK U-BootZ %4 fimkimage T. &, AEE(EFIPC H 47 mkimage .

12.2.2 {uHIN4H

U1 Blu-boot.itsfllu-boot.itb/E VG Fl AT/

e /images : BIASEXTIAMBIE, AT —A dtsisgfF;
e /configurations: F config 15 fi#IIA | —ER HZNKECE, AT —MidisSCF.
e default = : FREIERIASS FH M config:

/dts-v1/;

/A
description = "Simple image with OP-TEE support";
faddress-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/ ("./u-boot-nodtb.bin") ;

type = "standalone";
os = "U-Boot";

arch = "arm";
compression = "none";

load = <0x00400000>;
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hash {

algo = "sha256";
}i
}i
optee {
description = "OP-TEE";
data = /incbin/("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";

load = <0x8400000>;
entry = <0x8400000>;

hash {
algo = "sha256";
}i
}i
fdt {
description = "U-Boot dtb";
data = /incbin/ ("./u-boot.dtb") ;
type = "flat dt";
compression = "none";
hash {
algo = "sha256";

}i
}i
// configurations Tim FALLE ERZNAR M cont s, HELFRM TR EERIMAFE A

confBIA],

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

{5 Flmkimage T- 5 Fllits SO AT PAAE iith SCA4

mkimage + dtc
[u-boot.its] + [images] =========> [u-boot.itb]

fdtdump iy % 7] A E itb U N 75

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less



/dts-v1/;

// magic: 0xd00dfeed

// totalsize: 0x600 (1536)
// off dt struct: 0x48

// off dt strings: 0x48c

// off mem rsvmap: 0x28

// version: 17

// last comp version: 16

// boot cpuid phys: 0x0

// size dt strings: 0xc3

// size dt struct: 0x444

/memreserve/ 7£34d3411000 600;

/A
version = <0x00000001>; [/ HIE A S
totalsize = <0x000bb600>; [/ HHE B IR EEA L e ST RN
timestamp = <0x5ecb3553>; /7 BT A A R 1 P B TR AR
description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>; /7 TG B AR A RN
data-position = <0x00000a00>; // 7Bk -
description = "U-Boot";
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// HELE A sha2 5 615 Al
value =

0x0000009f 0x00000091 0x00000000>;
algo = "sha256";

bi

}i

optee {

<0x0003a058>;

<0x0007£800>;

description = "OP-TEE";

data-size =

data-position =

type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {
value =
0x00001686 0x000b9%9a00 0x552d426f>;
algo = "sha256";
}i
}i
fdt {
data-size = <0x00001686>;
data-position = <0x000b9%9a00>;
description = "U-Boot dtb";

type = "flat dt";

<OxedaB8cd52 0x8£058118 0x00000003

<0xa569p7fc 0x2450ed39 0x00000003

0x35360000 0x6£707465

0x35360000 0x66647400



compression = "none";
hash {
value = <0x0£718794 0x78ece7b2 0x00000003 0x35360000 0x00000001
0x6e730000 0x636f6e66 0x00000000>;
algo = "sha256";
}i
bi
}i
configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // [EMBIFENREA S, A FahaEmr Bl N0
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

12.2.3 itb4 14

itb A J5i /& fdt_blob + imagesI XIS, Ha FHMFTERT, RKF& T ZRHLE-277 .

fdt blob

img0 | | imgl | | img2 | | £5#J1: imagefEfdt blobW, Hl:itb =

| fdt blob | img0 | imgl | img2 | %#2: imagefEfdt blob4b, Hlitb = fdt blob +

123 FEHECE
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1231 B8

H i 24 N 1E R Feature X fifESDK T & iES T & s T feature RE.

12.3.2 RS E

(TR

// HEBRAKAD
. /common/image.c
./common/image-fit.c

./common/spl/spl fit.c

/1 FaRm:
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// THEA
./tools/mkimage.c

./tools/fit_image.c

e -

// U-BootPhrBKZIFFIT
CONFIG_ROCKCHIP FIT IMAGE=y

// U-BootMrEt: A3, BillE. ffcrypto
CONFIG FIT SIGNATURE=y

CONFIG FIT ROLLBACK PROTECT=y
CONFIG DM CRYPTO=y

CONFIG_FIT HW_CRYPTO=y

// SPLMB:: Z4&)azh. BilRlE. iffcrypto
CONFIG_SPL_FIT SIGNATURE=y

CONFIG SPL FIT ROLLBACK PROTECT=y
CONFIG SPL_DM CRYPTO=y
CONFIG_SPL_FIT HW CRYPTO=y

// uboot .imgBfE & JLffiuboot . itb, Hfffuboot.itb% K
CONFIG SPL FIT IMAGE KB=2048

CONFIG SPL_FIT IMAGE MULTIPLE=2

// uboot LFEZR G BN H £itk M uboot . img; EHNAESE KRG uboot . imgfltrust . img.
CONFIG ROCKCHIP FIT IMAGE PACK=y

BT AFER & Keryptorl fEAE, RSATHRERIECEZEHB AR . RAAES % 4117 & 18 H defconfig.

CONFIG RSA N _SIZE
CONFIG RSA E SIZE
CONFIG RSA C SIZE

il Fdefconfig: [t F] defconfig, #i#1: rv1126 defconifg. k3568 defconifg.
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UISRFIT 7 5524 NSDKIE UK AT i feature, A K& SEAHACE CAERE, P #2 H Ol ERIEIA -

// U-Boot Z¢4x)a A RIEHLH]
CONFIGiFITisIGNATURE:y
CONFIGiFITiROLLBACKipROTECT:y

// SPL %4 A s AL
CONFIG SPL FIT SIGNATURE=y
CONFIG SPL_FIT ROLLBACK PROTECT=y

e CONFIG_FIT_SIGNATURE¥ H{ffit: ubootn] LA[RI S RF5] F =Fliks KW [E1F: android. uimage.
fit CRATIISDKEARYE V- & 7 RILFEIF 5 W LA SR
e CONFIG_FIT_SIGNATUREf#f: uboot R 3¢ 5| Ffitlf 1f .

12.3.3 B

FITJ; % b5 PN FITA S B TS, 430l Zuboot.img (% ftrust.img) Flboot.img, &A—
ANSPLICH 4T 49 Hiloader
 uboot.img X ff
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * Ny (N—f2&2)
trust Al mcu XAFR BHrkbin LRE, ZwiF A2 B3 Mrkbin LFER 5] FH3RECEA].

 boot.img 1
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * My (M—#%Z&1)

e MCURKCE

H i 567 S ml R A MCURE A, AN 5 T DA 35 A B2 ) TRUST ini Bd B R k€ £ 58 . 6
i

// 3XfF: RKTRUST/RV1126TOS TB.ini, FFEREFFH=H, & TMCU.
[TOS]

TOSTA=bin/rv11/rv1126 tee ta tb v1.04.bin

ADDR=0x00040000

// MCURCERN: A, Azhibl, RE (okaydidisabled) .
// WHRAdisabled, Mmcuh&# T B uboot . imgH.

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000, okay

o [Hf H 4
H A L85 & 1) LA Fruboot.img PN 3 7B 4 OB 48, SZRFnT -

F & i) &

RV1126 gzip. none u-boot.bin, trust, mcu(optional)

FH AT BAEE rkbin TREH S B2 TRUST ini 88008 Mk s . it


af://n4335

// 3fF: RKTRUST/RV1126TOS SPI NOR TINY.ini, FIT/NAEESPI NorjZfh.
[TOS]

TOS=bin/rv11/rv1126 tee v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11/rv1126 mcu v1.00.bin, 0x208000,disabled

// B4k gzipBinone, AAFFEUN T HCE 7B BRNIEE S .
[COMPRESSION]
COMPRESSION=gzip

SPL {4

SPL -4 ) 2 4 1% 52 15 A2 A spl/u-boot-spl.bin, #5T5] SFITH A Huboot.img. /55
FE B #RKE- 4G _EA IS Fminiloader, 5 2F] 6 H loader.

L/fit B
U-Bootdm B 5e G S fE H R FAERL . /fit U, W& T —Srpm] sy, EEmENSNH.

boot.imgFluboot.img 43 Jll fEsdk L FE Fluboot TF2 T H 4 BEAE e H 2 S HF %2 42 J8 3l [ boot.img W Zil il AE U-
Boot L2 FEFTOESY, FEHENTSNA.

12.3.4 its X

ubootfits {4 4. /it/u-boot.its, Hidefconfigh! CONFIG SPL FIT GENERATOR Fi & HIIIA SIS E
] 4 P R DI J T DR o
bootHits LAFAL T SDK L T

device/rockchip/ [platform] /xxx.its // [platform]&F&H H3k

1235 < TR

/) BOHTATE, WExE)Ea a4, v-BootMrkbinGE FAA (U-Boot i T A& SLH 4 # A4
B .

./tools/mkimage

/7 FEET A

. /make.sh

[/ [EE RS A AR
scripts/fit-resign.sh
/7 TE LA A
scripts/fit-unpack.sh

/ /T A A
./scripts/fit-repack.sh

WA T AR RS 2, A JEE i #make shfI S 4

] 3% I (R P AR A 2 B 1 L R R 1S A% ) :

—spl-new : RBULSEL, TR YA BEMIspC 4T Blloader; 75 WUAE A rkbin T2 B spl 5C
.

--version-uboot [n] : 8 Fuboot.imgM B {FIA S, nhZiye -+t EREEL.
--version-boot [n] : FEEbootimgHIFEFRRA S, nbZie 1l kR
--version-recovery [n] : 18 Erecovery.img/E A, nhise k] EEEL;
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5 T 3 2 4 30 IO )

® -rollback-index-uboot [n] : E[’E‘fﬁuboot.img [ 44 B [ER RRAS S, nah 200 3R ) TR B4
e _-rollback-index-boot [n] : TE‘%EbOOt.img ﬁ:lgﬁlilfﬁﬁﬁzli%, nﬂZ‘ZJﬁ%+1&%UE?§§&
® --rollback-index-recovery [n] : Tﬁ‘%recovery.img [144 55 [ER RS, nah Z5e 3R 1) IR R4
e -no-check: TR ZERBIFIPAEM, T B2 2B T RN AR5
Y
L BB R A S . AR T 2R s T4 RrsBsE i, A5 RAF4E
OTPuH e Zafrfdith . EEAEH]: Jv 1 BB AR RCA A B e AT Il it
2. [EfERRA S ATk, AFRE RGO N R0, FEMEH: RREARE AR, T EH -
X T AR BEAT AR B

12.4 IEZ L[

12.4.1 uboot.img

Gt i s

./make.sh rv1126 --spl-new --uboot-version 10 // H[AEE --spl-newHl--uboot-

version

UTESEES
cc spl/common/spl/spl.o
cc spl/lib/display options.o
LD spl/common/spl/built-in.o
LD spl/lib/built-in.o
LD spl/u-boot-spl
OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin
COPY spl/u-boot-spl.bin

CFGCHK u-boot.cfg

out:rv1126 spl loader v1.00.100.bin

fix opt:rvl1l26 spl loader v1.00.100.bin

merge success (rvl126 spl loader v1.00.100.bin)
/home4/cjh/uboot-nextdev

// AR rv1126 spl loader v1.00.100.bin (Hspl&HM TR FEESHIniniloader
// loader ini JCHFKIE

pack loader (SPL) okay! Input: /homed4/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
// RHE --spl-new S HIRR; AP LLEFEAINIXNSH.

pack loader with new: spl/u-boot-spl.bin

// R uboot . img (B trustflluboot) , AT NI

Image (no-signed, version=10): wuboot.img (FIT with uboot, trust...) 1is ready
// trust ini CHERIE

pack uboot.img okay! Input: /homed4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with exist .config
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HAKN: #iddefconfight & #5 % uboot.imgf) % %177 :

CONFIG SPL_FIT IMAGE KB=2048 // HAFitb K/
CONFIG_SPL_FIT IMAGE MULTIPLE=2 // FTGMH4L

SPLARHEIZX AL B LN 5] FU-BootMtrust, % & AT OTA Tl A vh 57t i L 51 RS LA 45308, T
oL A B IR

12.4.2 boot.img

FITJ5 S W FAE N SDKIE R K i [f feature, SDK %12 5¢ il J5 3 42 BFITHE 2 [ boot.img .

IR EAE N % 4 R B Eboot.img, A AHESDKAE i ffiboot.img il #|U-Boot T2 T~ HHHT A4, BN
ZABMHTENESL TR BKE. SHEHRIE T U-Boot Tt

12.5 Z & )33

FITJ; S35 %4 R 80, MK feature:

e sha256 + rsa2048 + pkcs-v2.1(pss) padding
o [EPEDSIRIE

o [EfFHEL(EIEES)

e Cryptofii {4 Jinik

12.5.1 JR 3
12.5.1.1 R R R

o Maskrom %54 loader (8% SPL, ddr, usbplug)
» SPL f&3uboot.img (L& trust. U-Boot...)
e U-BootfKiboot.img (% kernel, fdt, ramdisk...)

H AT ERIN H S HF sha256+rsa2048+pkes-v2.1(pss) padding [ 22 2 KA R .
12.5.1.2 key £ /i

RSA key#imkimage$T £ 7Eu-boot.dtbFlu-boot-spl.dtb™', &5 EATH#FT L3 u-boot.binflu-boot-spl.bin.,

u-boot.dtb LRSA key g1~ ([F]#Hu-boot-spl.dtb) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | less
/dts-vl/;

/A
#address-cells = <0x00000001>;
#size-cells = <0x00000001>;
compatible = "rockchip,rvll26-evb", "rockchip,rvl1126";
model = "Rockchip RV1126 Evaluation Board";
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// signature™i s Hmkimage TE Hahif AL, 95 BIARTFE TRSA-SHABVREM | RA LA TS5

EXESE

signatu

key

0200000000
0x00000000
Oxc7aeadba
0x3e2d7ca8
0xf37e189c
0x00000000
0x00000000
0x00000004
0x00000010

0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726£636b

0x00000000
0x00000000
0xe95771c5
0x30303000
0x00020000
0xfe020000
0x00000003
0x0000003e
0x40666634

}i
}:

re {

-dev {

required = "conf";

algo =
rsa,np =
0x00000000
0x00000000
Oxb4c79£40
0x6a71762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

rsa,c =

rsa, r-squared =

rsa,modulus =

0xdaOb83e8
0xa0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500

rsa, exponent-BN =

0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014

rsa,n0-inverse =

rsa,num-bits =

0x00000000
0x00000000
0xa82bdf76
0x125f1828
0x00000100
0x00000000
0x00000000
0x00000002

"sha256,rsaz2048";
<0x00000000

0x00000000
0x00000000
0x1327£633
0xfb2£8387
Ox36abladl
0x00000000
0x00000000
0x00000000
0x00000003

0x73797363>;

<0x00000000>;
<0x00000000>;
<0xc25ae693 0xc359f2a4 0xaB866c89d 0xb7b1994f 0xf9f9£690

0x06606el12
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003
0x00000003
0x00001000

Ox6adlcbf9
Ox6acd47a4b
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000004
0x00000003

0x00000008>;

0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0x00000002
0x00000004
0x2c727631

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d61
O0x6e74726f
0x00000004

0x00000000
0x00000000
0x00000003
OxaleO6dce
0xb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000000
0x0000002c
0x0000001b
0x0000001b
0x65303030
0x30000000
0x00000000

0x00000008>;
rsa,exponent = <0x00000000 0x00000368>;

<0xe95771c5>;
<0x00000800>;

key-name-hint = "dev";

0x00000000
0200000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0x00000377
0x00000003

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726£636b
0x00000050

0x00000000
0x00000000
0x00000003
0xc7£865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2£736572
0x726£636b
0x726£636b
0x30000000

<0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6£f63

SPL SZ %S key hash fRIZHAE, u-boot-spl.dtb [ key-dev 2% H burn-key-hash = <0x00000001>; o

12.5.1.3 keyf{s

MMaskromF|kerneUN 1L 22 4 JE 8, 48— F —IERSA A 58 i 22 &AL 5«
o Maskrom#f%4iloader.

RSANAFRE(FFHPC LA rk sign tool 5 ANloaderff] L3k, 24 )a i, Maskrom e 4 M
loader[fil {13k AR IRSA A SHIF IR G2 AR5 B8 2 A SR B loader (1 [ {1145 44

rk_sign_tool A M\ rkbinf: 2 H$EHL, U-Boot2x H 3 5¢ Hi X loader 125 44 «
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e SPLEESU-BootFltrust.

SPLIRSA A FA{FAF fEu-boot-spl.dtb, u-boot-spl.dtb 2> F1 il #u-boot-splbin 1 (&5 1 Lk
loader) ; Z4JA B SPLIH S dtb ST & H RSA A A% uboot.imgif 4T %2 415 56

¢ U-BootfZ 4 boot.

U-Booti!RSA AR AE fEu-boot.dtbF', u-boot.dtb== 4% 3T Bl iFu-boot.bin XL (51T N
uboot.img) ; %45 B U-Booth H 2 [ dtb 34 H ZERSA A 4 Xt boot. img #EAT KL 46

BTl 24 ATIX HIRSA Key A N H S [ EF—3 5, Bl —%loader5e ik T &R, MTIARIE T Key
M4,

12514 B L EK

RSA 2544 45 R ARFAAEitb K, S4B H hashed-nodes 18E: A T4 cont T M EME.
AR EN TR E R

4R /Eu-boot.itb 24 E 5., F P boot.itb:

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-v1/;

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

/7 T HE AR S
rollback-index = <0x0000001lc>;

firmware = "optee";
loadables = "uboot";
fdt = "fdt";

/] WA NBMELER, Hmkimage HEEA
signature {
hashed-strings = <0x00000000 0x000000da>;
/] TREBELNE
hashed-nodes = "/", "/configurations", "/configurations/conf",
"/images/fdt", "/images/fdt/hash", "/images/optee", "/images/optee/hash",
"/images/uboot", "/images/uboot/hash";
[/ BHATREAMINT R, R4 AR
timestamp = <0x5e9427b4d>;

signer-version = "2017.09-g8bb63db-200413-dirty #cjh";
signer-name = "mkimage";
/] R Y (KMlsha256+rsa2048)

value = <0x78397d5d 0xb9219%al0b 0Oxa7cb9la7 0xelf32867 0x62719d9b
0x8901200c Oxfcbac03a 0x1295ccc8 0xlcff9608 0xdf5£69d2 0x21391225 0x7afllca7?
0x5527864f 0xbl3f527e 0xddf9ee62 0xea50199d 0x00000003 0x35362c72 0x00000004
0x00000017 0x77617265 0x00000002 0x00000009 0x23616464 0x6d616765 0x73006172
0x6£6e006c 0x72790064 0x61636b2d 0x7265006c 0x006b6579 0x69676e2d 0x706£7369
0x7a650074 0x75650073 0x69676e65 0x73686564 0x642d7374 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000>;

algo = "sha256,rsa2048";
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key-name-hint = "dev";

sign-images = "fdt", "firmware", "loadables";
}i
}i

12.5.1.5 B [E1 &

o AR boot.imgMluboot.img 73 A4 AE 2 B [ AFRRA T, Ui B A [ PERRA SN THLE i
BANRASS, MARFES.
o BUMRATHIERT: e eI HBA RS LUIER R sla, $CERBOTPE % &7 .

12.5.2 B HHER

12.5.2.1 Key

U-Boot L2 NHAT a1 F = 2% i & 1] DLAE BRAE 44 HIRSA R AN o B EAH LN AR ARk, S #EH
XA A MR, 1 2B R

// 1. MkeylIH: keys
mkdir -p keys

// 2. fEFHRKM"rk sign tool" THARSA2048M ] fprivateKey.pemfllpublicKey.pem (iF5%
rk_sign_toolﬁﬁﬁﬁﬁifﬁﬁ), DINELFIN: keys/dev.keyfllkeys/dev.pubkeys

// 3. HFH-x509MAHER —NEERLIER: keys/dev.crt CGIERAFRERT A
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt
A RAREE ] H 5% R RCH md S

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND load _file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

W F B touch ~/.d
1s keys/ BEZEH:

dev.crt dev.key dev.pubkey

EE: iR "keys". "devkey". "dev.crt" . "dev.pubkey" & FHAT AR . [KAIX LA F DL Eits ST
fhrbigas g S an SRR W 4T A 2R

12522 B

U-Bootf]defconfigf] 7T 40 N AL HE :
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/] Wik,
CONFIG_FIT SIGNATURE=y
CONFIG _SPL_FIT SIGNATURE=y

// Wik,
CONFIG_FIT ROLLBACK PROTECT=y // boot.imgPiEI&
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgPj[Eli&

1 E ik make menuconfig) 7 Ak E f5, il make savedefconfig 87 S5 A [ defconfig 3T
F o IXAE AT DASRE 4 R DA o BN defeonfighic B 3 SR OC R AR, a3 1T 3 B0 3 2 U ) 17 00 o
12.5.2.3 [& 1

fESDK T2 T A& ¥ boot.img & il — 43 #|U-Boot# H 3% T »

1253 miFFT B

(1) Ealidr €& CRBFENR) -

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img

/] BESERE, 4RO 4 Puboot . imgHllboot . imge.
start to sign rvl1126_spl loader v1.00.100.bin

Image (signed, version=0): uboot.img (FIT with uboot, trust...) is ready

Image (signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image (signed, version=0): Dboot.img (FIT with kernel, fdt, resource...) 1is ready

Image (signed): rv1126 spl loader v1.05.106.bin (with spl, ddr, usbplug) is ready
pack uboot.img okay! Input: /homed4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with new .config(make rvll26-secure defconfig)

(2) FEaél:
MR EBG AR, LA iR (1) iBhnrollbackZ %, #l:

// 8% uboot.imgHlboot . imgHIEH/MRAS S HIN10. 12.
./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12

TS
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/) HETRE, FEREAEL R uboot . imgfllboot . img, HAEBIFEIRMAS .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)

is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) 1is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

3) yFREad2:

IR B A 5hash b S FIOTP/eFUSE, A Z0%F Eid (1) 3% (2) iBINS% --burn-key-hash » #il#0:

// F8Fuboot.imgMboot . imgHIE/MRASHHANL0. 12.

// EERSPLMTBAT AtHhashbeE FloTP/eFUSEH,

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --

burn-key-hash

// f#fE burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

/) IETR)E, EREEL Fuboot . imgflboot . img, HAE M ENERAS .
start to sign rvl1126_spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,
resource...) 1is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed) : 1rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

L HIFYUET REE BISPLFTEI: RSA: Write key hash successfully.
(4) ERFE:

e _boot img: A[ik. FHEREA Fboot.img.

==z /4

e -recovery img: H[i%. FHERFZE 4 Hrecovery.img.

e --rollback-index-uboot « --rollback-index-boot . --rollback-index-recovery : wik. f8E
B R AT

o —spl-new: WIERHFMASAWHSE, B Hrkbin S FIsplUSCAHFFT L4 plloaders 75 U148 FH 4
HI 9 B splSCAF4T floader



[A Ju-boot-spl.dtbH & E 4 FTHIFRSA AN CRETH) , FrLARKAE A FISDKA 2 fErkbin
LXFFL A B ANMsplsCE . B, P 2248 2 1% 2480 H2&H P Wn] DL B S spli AR
R Frkbin TEE, )5 4m B E4 BT 50 0T AR AR 2 S8, B REE X AN e i i spl S .

o YA M =AM loader. ubootimg. bootimg, HTERSA key VA3 e, w0 VEEA BT L
WA R A

12.5.4 1R 56 & )

(1) Maskrom#% % SPL
OTP¥# £ )52 Ekey: Maskromit F %4 J8 shii 2

OTPHE FESkey: Maskrom#i 4 Loader & fiTkey, WZIFROTP B —H A = H T &%, A—ZuA
ikJE 30,

(2) SPLK: % U-Boot

CONFIG_SPL_FIT SIGNATURE=y: SPL— & 4>%tubootimgit{T %4, MM I A4 F50: uboot.img
BAZLBRI KM, AEE.

CONFIG_SPL_FIT_SIGNATURE=n: SPLA & ¥ & %4 B aHKHMAIE, —E AR R uboot.img (TG
WREBEEL) .

(3) U-BootfX %:boot/recovery

CONFIG_FIT SIGNATURE=y: U-Boot— & £ X}boot.img/recovery.imgi?t47 % &A5 %y, ALK ZhA 5 305
boot.img/recovery.imgi% 2 4 BRI R, A a3 .

CONFIG_FIT SIGNATURE=n: U-BootZ & %t & 24 )8 S HIMIY, —EANSKK:
boot.img/recovery.img (TLIREHESR) -

ER: S —RRESERS S %, AR SRR AR R R ABURTES
R 24 R B HIAH R AR, UUJ:J\_IIEEIJT_‘EY‘JY:

1255 BaifE &

WNH R LA SIIEE

BW=32 Col=10 Bk=8 CSO Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gacb9%99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00

Trying to boot from MMC1

// SPLIEHZEA LN

sha256,rsaz2048:dev+

// BEEEEEEN: HMifuboot . imgEHARAS E10, APLKH/NMEAS 9
rollback index: 10 >= 9, OK

// SPLIEH& T H & Mhashiik

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE
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I/TC:

E/TC:0 0 plat_rockchip pmu_init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 0 plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000 0x8400880
Oxlc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0

Using default environment

dwmmc@£f£c50000: O

Bootdev (atags) : mmc 0
MMCO: HS200, 200Mhz
PartType: EFI

boot mode: normal

conf: sha256,rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH (c) : OK

I2c0 speed: 400000Hz

PMIC: RK8090 (on=0x10, off=0x00)
vdd logic 800000 uv

vdd _arm 800000 uv

vdd npu init 800000 uv

vdd vepu init 800000 uv

Hit key to stop autoboot ('CTRL+C'): O
### Booting FIT Image at 0x3d8122c0 with size 0x0052b200
Fdt Ramdisk skip relocation
### Loading kernel from FIT Image at 3d8122c0
Using 'conf' configuration
// uboot e AL

Verifying Hash Integrity ... sha256,rsa2048:dev+ OK
// BiERE: ZETboot . imgE A S 222, AHLINER/MNEASR21
Verifying Rollback-index ... 22 >= 21, OK
Trying 'kernel' kernel subimage
Description: Kernel for arm
Type: Kernel Image
Compression: uncompressed
Data Start: 0x3d8234c0
Data Size: 5349248 Bytes = 5.1 MiB

Architecture: ARM
0S: Linux

Load Address: 0x02008000



Entry Point: 0x02008000
Hash algo: sha256
Hash value:
64b4a0333£7862967be052a67ee3858884fcefebf4565db5c3828a941al5£f34a
Verifying Hash Integrity ... sha256+ OK // 5¢ikernelfhashii
### Loading ramdisk from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'ramdisk' ramdisk subimage

Description: Ramdisk for arm

Type: RAMDisk Image
Compression: uncompressed
Data Start: 0x3dd3d4cO

Data Size: 0 Bytes = 0 Bytes
Architecture: ARM

@Sk Linux

Load Address: 0x0a200000
Entry Point: wunavailable
Hash algo: sha256
Hash value:
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855
Verifying Hash Integrity ... sha256+ OK // 5EfiramdiskffihashiZi
Loading ramdisk from 0x3dd3d4cO to 0x0a200000
### Loading fdt from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'fdt' fdt subimage

Description: Device tree blob for arm

Type: Flat Device Tree
Compression: uncompressed

Data Start: 0x3d812ecO

Data Size: 66974 Bytes = 65.4 KiB

Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256
Hash value:
8fb1£f170766270ed4f37ccedb082a51614cb346c223£96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // 5EfdtHIhashiZLs
Loading fdt from 0x3d812ecO to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xf00

[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404
(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020

[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d



12.6 i FEE 4

MR EATATCLE Y, H1F 2a[BAF ZOR A AEARIPC L5 e, BRI A Z0RFAT . RSAE B A
o ABAESEER SR, P AR SR AL BN RE R 548, RS S FF A RSARMAE IS4, A
LA L B FR B AT o 6 TR AE L, RKETFITIT &b 7 2l " A 44 Sl

12.6.1 S23 B %

]

o PUNMRBEESIRSERHIAEH, LU 56 Al s FABH+ 1 95 & > B AR HIPC b [ (R 3R AT — X 4T &
B, AU IR R A4 1 2 A AN 2 44 di

>

NI PRy T 0 A ST bt SORE, 75524 S BRI R ;B0 P

o MPIEHE L BIRKILE MRS AT CORTEEEAEICE, HEAEIED) , k55458 AL P10 e 4 5
PATRA, RIGIEER RS

o PP Ky 2 4% B Jh g A A R A P 25 4 B AT SRAT B T bR S 1 2 i

12.6.2 BB 2 HHE

R E AR B HIPAE AL B S fdt blobliL B + T4 {FRhashE 5.

o fdtblob T AR E
hashed-nodes &5 T — RF T, XL 51 P9 A2 99 N2 42 B0

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-v1l/;

configurations {

default = "conf";

conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0000001c>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
/) IREETT N AR NS A K
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o TG hashIES .

mkimag6%%%~’l‘?%1§ Bzl ichashfl, B NHthash™ Ao sign-images $8EHIITA T5i1%
hash{H &R I NS LK (A2 iiT hashed-nodes #ATHEE T hash {5 /) o #i4n:

cjhQubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less
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/dts-v1/;

/A
totalsize =
timestamp =

description

<0x000bb600>;
<0x5ecb3553>;
= "Simple image with OP-TEE support";

#address-cells = <0x00000001>;

images {

uboot {

data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os "U-Boot";

arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// uboot#if4Hhash, Hmkimage TE Halit&AERK
value = <0Oxeda8cd52 0x8£058118 0x00000003

0x6£707465 0x0000009f 0x00000091 0x00000000>;

12.6.3 Bk B

algo = "sha256";

0x35360000

T2 4 F 1 RSAZ YN & devkey. dev.pubkeyfildev.crt. devkeyfFE AR LIRS 2 ¥, H P

A dev.pubkeyflidev.crt.

BB

TEAHU-Boot LREMAEE T : H A fdev.ertiftFlkeys HE T, 2R 5 FHIRKH"tk_sign_tool" T. B LA sl —1E
ImiNFAEH, 744 Jdevkey/llFlkeys H R T o 2% B =T ((HRMFSHEGEN -no-check ) ML

# & #Fuboot.imgMliboot.img  (SEFREJa AL, I 5 Z R 2 E ) .

TR WIFEFLSERESH —nocheck , HNEE Ndev.keyFldev.crtAVLHEL T T GLIA B B 560 I

/P

./make.sh rvl1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --

rollback-index-boot 12 --no-check

B 1A A5 44 [ fFuboot.img Mboot.img, FI T IERT PALE £it/ H sk 43 2 Hr A S0

// WBHZANE (data2sign® AN: data to sign)

fit/uboot.data2sign
fit/boot.data2sign

// BEALt EHIRNRD . AT ing A HEATBET 2 8400 )53k

fit/uboot.itb
fit/boot.itb
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IR

F P #tuboot.data2sign KIE L FE IR 55 45 o IR IR 55 2 A AL B A dev.key, {3 FH AN iy &% 44 FH-4i
AR uboot.sig

openssl dgst -sha256 -sign dev.key -sigopt rsa padding mode:pss -out uboot.sig
uboot.data2sign

JIR 55 AR 44 45 RS Fuboot.sigiR (A1 25 AT/, i F uboot.sig B Heuboot. itb H Al I 25 44 -

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // = EREHHuboot.img, Tk

5

[ ¥ boot.itb . HHILH P RTE | B4 A28 44 [E #Fuboot.img Fllboot.img .
FEEFE:

o fit-resign.shif-f 48 2 Witb 3CAF, A Rimg . ARSI Titb B 4 54 Kimg 4.

o PATfit-resign.shitf FH (it SCPF A 02 S0 TR 1 B A2 i1, BRitb S Al data2sign S & — X — X B (1),
A M data2signfE 2 R AL S T AR Aatb SCEF I MK, B /timestamp = <...> o FrUARIAYFTEA
RIS B, R RIS — 1 Hr fuboot.itb, FEuboot.sig® 3t Hi Hiuboot.itb F1 tH 2 5| 2 % 4 )5
Bl !

o HITEAMY, loaderi Z M KL FI RS i #EAT2544 o

1264 HEHR

By EZEL" A, A LEE PAEEEANE 4 (boot.img, uboot.img) BX4r 328418 (u-boot.bin, fdt,
ramdisk, kernel ...) 23R 552847847

FHETFITH B R B, HE T RSB b A 0 FREAT S
o Ji%—: bALAE% 4 fiboot.img, uboot.img#h I 5% 4% HH T A4+55 4
) B A TR AR A HU-Boot 4 M N AL B A5 2. u-boot-spl.bin {45
o FHER: AR 4[Fboot.img, uboot.img#h Ak 5 Ak HLHT T B4
W R s A HR G BEE PRI 24T TRSAAEH, MRS 28 & HHTRSALA A —IR4T AL,
o HHERZ: FEFTE 818 (kernel, dtb, ramdisk, resource...) #H{TITH+4
WS AR %, PR, T H RREAEAE T
b7 R 0 S R S5 A6 U FIRK fymkimage T B, XA T B4 AT BEMRK 5 7.

FrCLH R RS2 R R E IR R . WA K. AR S BN TR: AP R b2 80E, s
4 81 F openssly 22 4 R m] .

12.7 B4R

FH P AT CURE B BIAS G [ AL, 1 iboot.img:
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cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out

Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel : 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

WHRimgEl &L %0, AR RS —1Mritb; sha256+FRRELFE AR, BN 7Rsha256-.

12.8 E & #

F P AT DS B AR 8 B e [ R . Ban: A8 F B S RIb13 Lelf & #:32E 1 A\ ffuboot_legacy.img H.:
1. F H 2 /Ib131.elfZ 1% H H & HJuboot.img
2. Hfit-unpack.shf#fuboot_legacy.img F| out/ H3% T

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f uboot legacy.img -o
out/

uboot legacy.img: Device Tree Blob version 17, size=2560, boot CPU=0, string
block size=197, DT structure block size=2204

Unpack to directory out:

uboot : 576352 bytes... sha256+
atf-1 : 69089 bytes... sha256+
atf-2 : 36864 bytes... sha256+
atf-3 : 24576 bytes... sha256+
optee : 228134 bytes... sha256+
fdt : 8867 bytes... sha256+

3. {fout/ H 3 T IMatf-xxx SCAHERIH 2

4. Hfit-repack.shitlout/ = (¥ T A7 7448 & #i ik B CifJuboot.img. £, Hifjuboot.imgiitl 7 7 H CHI
bl31/luboot_legacy.img B I A F84%, SCIL 7 WU B 4 R

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/

uboot.img: Device Tree Blob version 17, size=2560, boot CPU=0, string block
size=197, DT structure block size=2204
Unpack to directory out/repack/:

uboot : 576352 bytes... sha256+

atf-1 : 69089 bytes... sha256+

atf-2 : 36864 bytes... sha256+

atf-3 : 24576 bytes... sha256+

optee : 228134 bytes... sha256+

fdt : 8867 bytes... sha256+
Image (repack) : uboot.img is ready

JR 3 A
FEAGE Wk B SRS 2 R T 8518 8 Wil it ifruboot.img L, 1 & "0 1Y T8 15 8 i 3

uboot.img" .
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JRAZ: ubootimgH! [Fatf-xxx>K H T-bI3 L.elf, FrIHAIFMIbI3 1. elf FL A5 atf-xxx NMUCA T REA ], A A
BN T3 F# . BARatf-xxx LAMJu-boot. bl32. meuE TGN FEEN), EN7T b3 .elfiE
e, FTCAR R 7O Fhd e B 4 0 SR B

ERA A T O3 L B ey 3, At T AR ) B it SR AT AR [R] SR

12.9 2% Step-by-Step

1. 3k Au-boot H %, FTIFXF M~F & (configs/rxxxxx_defconfig, EFEU1TFALE :

/] Wik,
CONFIG FIT SIGNATURE=y
CONFIG SPL_FIT SIGNATURE=y

// Wik,
CONFIG FIT ROLLBACK PROTECT=y // boot.imgPjEIFE
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgBj[Fli&

2. PAT W T BRAE A Bikeys:

mkdir -p keys
../rkbin/tools/rk_sign tool kk --bits 2048 --out .

cp privateKey.pem keys/dev.key && cp publicKey.pem keys/dev.pubkey
openssl reqg -batch -new -x509 -key keys/dev.key -out keys/dev.crt

ER: ZPBRIAT KT, REZEREIX Lkeys,

3. wmEFEA, Plrv1126o96 (SR gm iR 44 HoAh s B B8, k3566, 3 R A4 W BIrv1 126508
k356680 1])

// Linux: #Jlboot.img, recovery.imgFlu-boot 4T, AT FHIHAZ 4

loader,uboot,boot, recovery, iﬁﬁuboot,boot,recovery%%fﬁlfilﬁ]?ﬁ%, =B RS [ 5K VR
=
TENE

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2

// Android: &% loader,uboot, W EubootKIBiARIES, RN RA VR S K I8 75 B &
./make.sh rvl1126 --spl-new —--rollback-index-uboot 1

Up SR v B

Can't load XXXXXX//.rnd into RNG
#L//Tjt:

touch ~/.rnd

4, N4HhashB5 .
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// Linux: #Jlboot.img, recovery.imgFlu-boot T, $AT FHIHIAZ 4
loader,uboot,boot, recovery, Viﬁuboot,boot,recoveryﬁ"‘]l@?ﬁﬁj—‘@%‘é%: TER B AR [R5
TEME, ﬁﬁﬁ‘%gkey hash

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Android: &% loader, uboot, WEubootHIBHRARIES, JERBRARESKHET EMRE, FRekk
Ekey hash
./make.sh rv1126 --spl-new --rollback-index-uboot 1 --burn-key-hash

E% ﬁi%@%&?%ﬁﬁ%ﬁ%ﬁﬁmﬁ——burn—key—hash, ﬁmﬂiiéﬁﬁ, Fﬁﬁqﬁkﬂﬁqj
BIRRBEHE AT B E M-
5. Android At [ 425 44«

%% (Rockchip_Developer Guide Secure Boot for UBoot Next Dev CN.md)



13. Chapter-13 RIEFFHL

131 S
o 1v1126

13.2 g2

e eMMC

e spinor

13.3 bootrom X F

H # bootrom [ spi nor Jx ) 3 #F VU ZEDMARL AN AR~ e[l 11, IX IS5 O FL%AE usbplug ke 5 [l 44 fig

THRE, P LTHHELE.
eMMC H af Lot »

13.4 U-Boot SPL X #F

U-Boot SPL 3 fit # 3R HRETTHL,  [RII SCHRFHBEHE N loader S XA I FEAS I«
B -

CONFIG_SPL_KERNEL BOOT=y // TFRPSETT AL e
CONFIG_SPL_BLK READ PREPARE=y // TEEHnE e
CONFIG_SPL_MISC_DECOMPRESS=y // TR TIRE

CONFIG_SPL_ROCKCHIP HW DECOMPRESS=y

U-Boot SPL SCHFHUINERINAE, (ERETUNE LN E)S, 7T LAEPAT FLAMRE 10 [] 131 1 -

T # ramdisk .

BlanFomE Lt gzip K46 § ramdisk, E4Em 4

cat ramdisk | gzip -n -f -9 > ramdisk.gz

its SCAFHIBC B AT -

ramdisk {

data = /incbin/ ("./images-tb/ramdisk.gz");

compression = "gzip"; // E4it&al
type = "ramdisk";

arch = "arm";

os = "linux";

preload = <1>; /7 TRINEAR &

SRS YRS


af://n4649
af://n4650
af://n4654
af://n4660
af://n4663

comp = <0x5800000>;  // hn#dthhk
load = <0x2800000>; // f@ sk

decomp-async; // SRR
hash {
algo = "sha256";

uboot-ignore = <1>; // AMfhashKiK:
}i
bi
SRl A, g iFrv1126 eMMCIE £

./make.sh rvll26-emmc-tb && ./make.sh --spl

13.5 mculic &

H BTmeuff) 1 2 MBI R SR 30, WISPERHUE AT AR . kernel R3h )5, S HIRIIXLEREFFHER
NG

1 rkbin/RKTRUST Xt B[R0 i SCHE N &, BA rv1126 4

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000,ckay // ECEXTMEMFAIE, &ahhbbfEagbrE

mcufE 7 ik .

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot%wiF )5, 2¥mculdil 43T & Fuboot.imgh . RSB 3NET, SPLZ: Muboot.img  ARHT INZE meu [&14:

13.6 kernel XX ¥

e & -
CONFIG ROCKCHIP THUNDER BOOT=y // TR REITHL L RE
CONFIG_ROCKCHIP_THUNDER BOOT MMC=y // I8 T Femme B AL T BE
CONFIG ROCKCHIP THUNDER BOOT SFC=y // TP T FEspi norPUEIFHLIILThEE

CONFIG_VIDEO ROCKCHIP THUNDER BOOT ISP=y // JF/HZHFIspiREHLILINEE
N7 PEEIFML,  SPLANZ AR S bR Bl A 2 0 f& tikernel dibfIS 4L, FiLAVH ST EM P A CRE,
BAA

e memory
o ramdiskfi# & /5 A

P MW.: kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi
memory: memory {

device type = "memory";
reg = <0x00000000 0x20000000>; // fZfkiEHSIDDRAEEE L, SPLAMEIE


af://n4674
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reserved-memory {
trust@0 {
reg = <0x00000000 0x00200000>; // trust Z[H
no-map;
}i

trust@200000 {
reg = <0x00200000 0x00008000>;

}i

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000£0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

}i

rtos@300000 {
reg = <0x00300000 0x00100000>; // TR P uflH, A 14T L4
no-map;

}i

ramdisk r: ramdisk@2800000 ({
reg = <0x02800000 (48 * 0x00100000)>; // fRIEJEHNE, AT LURYESZPR R/NEET Bk
}i

ramdisk c: ramdisk@5800000 {
reg = <0x05800000 (20 * 0x00100000)>; // H4EJEHAE, BT DUKYESLFRA/NEEAT B B

bi

£l XFemmcHIRL & -

/A
reserved-memory {
mmc_ecsd: mmc@20£f000 {
reg = <0x0020£000 0x00001000>; // SPL #%kernel FffecsdXiH,

}i

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // Tii#ramdiskit, THHK
idmaciAAE X, TINEGTER, %X AR s
}i
}i

thunder boot mmc: thunder-boot-mmc {
compatible = "rockchip, thunder-boot-mmc";
reg = <0xffc50000 0x4000>;
memory-region-src = <&ramdisk c>;
memory-region-dst = <&ramdisk r>;
memory-region-idmac = <&mmc idmac>;

}i



£ X spi norI AL & -

/A

thunder boot spi nor: thunder-boot-spi-nor {

compatible = "rockchip, thunder-boot-sfc";
reg = <0xffc90000 0x4000>;

memory-region-src =

memory-region-dst =

13.7 PEFHLRFE

<&ramdisk c>;

<&ramdisk r>;


af://n4696

Bootrom

E&/HU-Boot?

mEKET

U-Boot

MEFmcu

H {Treset M trust

I RE =

kernel/ramdisk

A LIRR

1E{Ttrust

& fTkernel

Kernel #2ERGK
HWEFEFmcuSt a
AR AIME L

kernel BT

initiFf1E




14. Chapter-14 & & X

14.1 ATF/OPTEE

1. U-Boot 78 Hi /5 W1 3R ) ATF/OPTEE 5K fii A4 -


af://n4700
af://n4701

5 B
RVI1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro

RK3399Pro-npu

RK3308

PX30
RK3326

RVI1126/RV1109

RK3568

RK3566

RK3588
RVI1106/RV1103
RK3528

RK3562

14.2 Clock

1. CPUSRSII) RE SRR AR -

RIKRAS

N/A

N/A

N/A

N/A

N/A

rk3126 tee ta v1.39.bin
N/A

rk3288 tee ta v1.43.bin
rk3368h bl31 v2.22.elf
N/A

k3399 bI31_v1.32.elf
k3399 bl31_v1.32.elf
k3399 blI31 v1.32.elf

rk3308_bl31 v2.00.elf

rk3308 bl31 aarch32 v2.20.elf

px30 bl31 v1.05.elf
k3326 bl31 _v1.05.elf
N/A

k3588 bl31_v1.26.elf
rk3588 bl31 ultra v2.06.elf

k3588 bl31_v1.26.elf
rk3588 bl31 ultra v2.06.elf

k3588 bl31_v1.24.clf
N/A
N/A

In-process


af://n4778

S XFFE O R4 4k 7 T

RV1108 N/A N/A
RK1808 N/A N/A
RK 1806 N/A N/A
RK3036 N/A N/A
RK3128x N/A N/A
RK3126 N/A N/A
RK322x N/A N/A
RK3288 N/A N/A
RK3368 N/A N/A
RK3328 N/A N/A
RK3399 N/A N/A
RK3399Pro N/A N/A
RK3399Pro-npu N/A N/A
RK3308 N/A N/A
PX30 T3 clock R+
RK3326 I clock BRI
RV1126/RV1109 N/A N/A
RK3568 SCMI clock HL A
RK3566 SCMI clock HLEHIR
RK3588 N/A N/A
RV1106/RV1103 N/A N/A
RK3528 SCMI clock CENES
RK3562 SCMI clock L
14.3 Defconfig

1. %7 & K defconfig STHFIE L (ASDK KA AHE) -

"[i#5 7] _defconfig" B "[:5 F].config" il HAE A TNREARA, H R NEEE feature A -


af://n4879

oA
RVI1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro

RK3399Pro-npu

RK3308

PX30

RK3326

RV1126

RV1126

RK3568

RK3566

defconfig
evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
rk3126_defconfig
rk322x_defconfig
k3288 defconfig
rk3368_defconfig
rk3328 defconfig
k3399 defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

rk3308_defconfig
rk3308-aarch32 defconfig

px30_defconfig

k3326 defconfig
rk3326-aarch32 defconfig

rv1126_defconfig
rvl126-ab.config
rv1126-spi-nor-tiny defconfig
rvl126-ramboot.config
rv1126-usbplug.config
rv1126-dfu.config
rv1126-ipc.config

rv1126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

k3568 defconfig
rk3568-dfu.config
rk3568-nand.config
rk3568-spl-spi-nand_defconfig
rk3568-aarch32.config
rk3568-usbplug.config

rk3566.config
rk3566-eink.config

% #Fkernel dtb
N

Y

it FH i A

JE AR
¥ Fraarch3245 5

i A

JEH AR
X Fraarch3245 5

pGiLENEN

iR+ 3CFFA/B
Spi Nor N &
AT (N AF A B))
usbplugZ #¢

X HFdfu

ipc sdk_F- {5 F

eMMC+DDR3 s F#l
eMMC+LP3 i FFHL
Spi Nor+DDR3 HLig JT-Hl

I F R A

X Frdfu
FHMLC/TLC/ eMMC
SPI-nand % H{SPL

7 Fraarch3245 5

Y Ffusbplughtiz

P ARA
BT R



RK3588

RV1106/RV1103

RK3528

RK3562

14.4 DFU

defconfig

rk3588 defconfig
rk3588-ramboot.config
rk3588-sata.config
rk3588-aarch32.config
rk3588-ipc.config

rv1106_defconfig
rv1106-emmc-tb_defconfig
rv1106-spi-nor-tb_defconfig
rv1106-spi-nor_defconfig
rv1106-display.config
rv1106-dfu.config
rv1106-ipc.config

k3528 defconfig

rk3562 defconfig

1. DFUBIRESCHFHIIR :

% #Fkernel dtb

L]

T8 FH R A
TAEERAT(NAE A B))
RUAFA S i sata i 3))

7 Fraarch321% 2\,

ipc sdk ¥ H

18 FH R
eMMCHRIZETFHL
Spi Nor R Ff 4L
Spi Nor N &
R Hllogo

X Ffdfu

ipc sdk_{#

it P R A
it A
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oA

RVI1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro
RK3399Pro-npu
RK3308

PX30

RK3326
RV1126/RV1109
RK3568
RK3566
RK3588
RV1106/RV1103
RK3528

RK3562

14.5 Optee

1. optee client 4% M 7E %V & I 1& F

defconfig

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
rv1126-dfu.config
N/A

N/A
rk3568-dfu.config
rv1106-dfu.config
N/A

N/A


af://n5088

API

trusty_read_vbootkey hash
trusty_write_vbootkey hash
trusty_read_vbootkey_enable_flag
trusty_write_oem_otp_key
trusty_oem_otp_key_is_written
trusty_set_oem_hr_otp read lock

trusty_oem_otp_key_cipher

RV1109/RV1126

<. =2 2

N/A

RK3566/RK3568

<. =2 2

N/A

RK3588

2 2 2 2 2 2 2

RV1106/RV1103

N/A

N/A

N/A

N/A

N/A

N/A

N/A

RK3528
N

e

RK3562
v

2 2 2 2 2 2

others

N
q
N

N/A

N/A

N/A

N/A



15. Chapter-15 J£ E H I

15.1 SDK F# %

15.1.1 androidboot.mode 3%

T Android 8.1 ] SDK JixA<, U-Boot DAZiFF o a0 T IC B A 8 IE % J3 31 Android:
CONFIG_RKIMG_Z—\NDROID_BOOTMODE_LEGACY
JRIRE S H 252 :

commit a7774£5911624928ed1d9%cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG RKIMG ANDROID BOOTMODE LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc81a4£f008ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

15.1.2 misc I EH

misc.img ) & 2 AF A U-BootFl Android 2 [W () JE 358 H., 32 % Py 75 HBCB(Bootloader Control Block).
g

HFRKFE R L EE, K T4 T Android-10.04ISDK /A, misc.img FL HIBCB FAE I E misc /) X A
Of7E; 1% T Android-10.0f)fi 4, BCBFIEMAEmiscy X fwFs 16KBA B .

F 3 R AT SDK G A7 ZATAMEHE, U-Boot2x HIE N H 4y . H2H /- 4R AN A SDK i misc.imgii
F, WATEE A8, IR — & Android 2> — E HE Arecovery B .


af://n5167
af://n5168
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16. Chapter-16 T &

AREATHREIF R TR (LLU-Boott H R NZH 1D -

./scripts/mkbootimg
./scripts/unpack bootimg
./scripts/repack-bootimg
./scripts/unpack resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

../rkbin/tools/resource tool
../rkbin/tools/loaderimage
../rkbin/tools/trust merger

../rkbin/tools/boot_merger

16.1 trust_merger

Iheg: MRIEinifd B T R640°F G bI30 bI31. bl32 binSCfF, £ trust.img.
ini A

Pl RK3368TRUST.ini J9f4l:

[VERSION]

MAJOR=0 ————EWAS

MINOR=1 -

[BL30_OPTION] ----b130, HA#HE Nmcu bin

SEC=1 -—-—ff#FBL30 bin

PATH=tools/rk _tools/bin/rk33/rk3368b130 v2.00.bin -—--f§EbinkkiE
ADDR=0xf£8c0000 ————[E {- DDR A (1 IR FIE AT ik
[BL31_OPTION] ----bl31, HETBRENZEZMEIRE XK bin
SEC=1 -——-fFfFBL31 bin

PATH=tools/rk tools/bin/rk33/rk3368b131-20150401-v0.1.bin--—-FREbinik#A
ADDR=0x00008000 ————[& {F DDR A (1 N # N IE AT ik
[BL32_OPTION]

SEC=0 -——-AFFfEBL32 bin

[BL33_OPTION]

SEC=0 -—--Af£7EBL33 bin

[OUTPUT]

PATH=trust.img [OUTPUT] ————H R 42 7

TR


af://n5180
af://n5183

/*

* @<sha>: A, shatflk, ZFmake.sh

* @<rsa>: M. rsatiX, ZFmake.sh

* @<size>: W&, #%3\: --size [KB] [count]. RN, B BINEG2M, FTE24)
* @[ini filel: ik, iniXXfF

=/

./tools/trust merger <sha> <rsa> <size> [ini file]

RERAE

./tools/trust merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img

merge success (trust.img)

R4

// @[input image]: #ik. HTMEMEMSE, —HKEtrust.ing

./tools/trust merger --unpack [input image]

bR ZR

./tools/trust merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
SignOffset:992
Component O:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0xlc4
ImageSize:0x10
LoadAddr:0x££8c0000
Component 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0x£f£8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000

unpack success



16.2 boot_merger

ThEg: MRIFinific B CLF$TE miniloader + ddr + usb plug, 4% loader[&E 14,
ini 3

DL RK3288MINIALL.ini 3C1 A4 :

[CHIP NAME]

NAME=RK320A ———— B BFR: "RK7 1L SmaskromZ)EHI4BE FALS
[VERSION]

MAJOR=2 ————FRET

MINOR=36 -——— KA

[CODE471 OPTION] --—-code471, HE{#ENddr bin

NUM=1

Pathl=tools/rk_tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin

[CODE472_ OPTION] -—--code472, HAI#¥E Ausbplug bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 usbplug v2.36.bin
[LOADER_OPTION]

NUM=2
LOADER1=FlashData -—-—flash data, HA/WENAdr bin
LOADER2=FlashBoot ----flash boot, HHI#®E Nminiloader bin

FlashData=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin
FlashBoot=tools/rk tools/bin/rk32/rk3288 miniloader v2.36.bin
[OUTPUT] ———=H A
PATH=rk3288 loader v1.06.236.bin

T2

// @[ini filel: Wi, inift

./tools/boot merger [ini file]

ERAE

./tools/boot merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399 loader v1.17.115.bin

fix opt:rk3399 loader v1.17.115.bin

merge success(rk3399 loader v1.17.115.bin)

RS

// @[input image]: Wik, HTMEEMELE, —BEloader M

./tools/boot merger --unpack [input image]

BERE


af://n5196

./tools/boot_merger --unpack rk3399 loader v1.17.115.bin
unpack entry(rk3399 ddr 800MHz v1.17)

unpack entry(rk3399 usbplug v1.15)

unpack entry(FlashData)

unpack entry(FlashBoot)

unpack success

16.3 loaderimage

I

2
He:

o T flu-boot.binE Fuboot.img
o FTHE3207F 5 B tee bin A i trust.img

#T . u-boot:

/*

* @[input bin]: k. binJf i

* @[output image]: Wif. i34

* @[load addr]: #¥k. Nk

* @<size>: WL, #&H: --size [KB] [count]. IR, HREEF BN 1M, FTR4H
=4

./tools/loaderimage --pack —--uboot [input bin] [output image] [load addr] <size>

bR ZR

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img 0x60000000 --size 1024
2

load addr is 0x60000000'!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85
uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)

pack uboot.img success!

fi# i u-boot:

/*

* @[input image]: Wik. fEEIE

* @[output bin]: Wik, MEGHH U, EELFIHAT

*/

./tools/loaderimage --unpack --uboot [input image] [output bin]
BERE

./tools/loaderimage —-unpack —--uboot uboot.img uboot.bin
unpack input uboot.img

unpack uboot.bin success!

¥T A trust:


af://n5209

/*

* @[input bin]: Uik, bin M

* @[output image}:‘%ﬁioﬁﬁﬁfiﬁ#

* @[load addr]: Wik. Jn#Huhk

* @<size>: AJ#E. #3: --size [KB] [count], FiH AR/, BEEREGAF 1M, FTE40
=/

./tools/loaderimage --pack --trustos [input bin] [output image] [load addr]

<size>
a1 :

./tools/loaderimage --pack --trustos ./bin/rk32/rk322x tee v2.00.bin trust.img \
0x80000000 --size 1024 2

load addr is 0x80000000'!
pack input bin/rk32/rk322x_tee v2.00.bin
pack file size: 333896

crc = 0x2de93b46

pack trust.img success!

f# A trust:

/*

* @[input image]: Wik. fEEIE M

* @Q[output bin]: M. fEEHE M, (FERLHA]
*/

./tools/loaderimage --unpack —--trustos [input image] [output bin]
a5 :

./tools/loaderimage —--unpack —--trustos trust.img tee.bin
unpack input trust.img

unpack tee.bin success!

16.4 resource_tool

Dige: M TATEAEE RSN, Al resource.img.
EAREN R

./tools/resource tool [--pack] [--image=<resource.img>] <file list>
a4 -

./scripts/resource tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_ kernel.bmp

Pack to resource.img successed!

R Ar 2


af://n5232

./tools/resource tool --unpack --image=<resource.img> [output dir]

R

./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1l
index tbl:
offset:1 entry size:l entry num:3

Dump Index table:

entry (0) :

path:rk-kernel.dtb

offset:4 size:33728
entry (1) :

path:logo.bmp

offset:70 size:170326
entry(2) :

path:logo kernel.bmp
offset:403 size:19160

Unack resource.img to ./out successed!

16.5 mkimage
Thfg: “Em SPL B3R B Loader [l {4«

. 3@ T A2 AR % Rockehip [ bootrom T IDBLOCK g, X ANr42 AL u-boot-
tpl.bin [¥73k 4 4~ byte > Bootrom FIT 75 £ 5 1) 1D:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img

./doc/mkimage. 1

16.6 stacktrace.sh

Dhke: ARG E, S HRKAEMET.

16.7 mkbootimg

RE: AT AE A ibootFlirecovery.img, Y5 S F K fEandroid T.F% .

ERAE

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img -

-out boot.img


af://n5242
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16.8 unpack_bootimg

ThEg: FTbootHlirecovery.imgf@fld, E 14K {Eandroid T2,

RERAE

./scripts/unpack bootimg --boot img boot.img --out out/

16.9 repack-bootimg

Thig: B #bootFlrecovery.imgH I [El 14 .

ERAE

// . R#EHkernel

./scripts/repack-bootimg --boot img boot.img --kernel zImage -o boot repack.img
// Bln: REHresource

./scripts/repack-bootimg --boot img boot.img --second resource.img -o

boot repack.img

16.10 pack_resource.sh

UiRe: #T4 . /tools/images/ Hk N7 HEE F #resource.img.
SER1E
./scripts/pack resource.sh resource.img
Pack ./tools/images/ & resource.img to resource.img
Unpacking old image (resource.img) :
rk-kernel.dtb 1
Pack to resource.img successed!
Packed resources:
rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp

battery 5.bmp battery fail.bmp battery O.bmp 8

resource.img is packed ready

16.11 buildman

UiRe: MEHRIFAUD, EFESH TR SATF & 3RS &S m e A& FS%.
./tools/buildman/README

¥ FH buildman 75 EHERT % B T toolchain #8412, Zw%E'~/ buildman' X4


af://n5254
af://n5258
af://n5262
af://n5266

[toolchain]

arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf/

aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-1linaro-6.3.1-2017.05-

x86 64 aarch64-linux-gnu/

SR, g PEFTA Rockehip ~F & 1 U-Boot Ah4:
./tools/buildman/buildman rockchip
HAESERUNE

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 0 0 /34 evb-rk3326

BRI R T, F—MEEA pass FFEHE (G , 5 AYE S warning BHHF SR OF
), FHEAREE error TikgmiFmL 168 E (A6 o WREFLFETA warning 80 error £ 7E
23 ﬁﬁﬁjlﬂz/j?'djﬂ%o

16.12 patman

IiRE: python 5 T H, @t i H HAD T H5E R patch PR EHRZE, &M patch Upstream (U-Boot.
KemelD) FEFIFHAM LG TH . FEIEE

Y525 H 3)) format ¥
AR checkpatch JEATH A 5
M commit {5 S FEHH 4 4# ) upstream mailing list FT 7 [¥] Cover-letter. patch version. version

changes %515 &;

) 2: 4% commit H1 ) change-id;

H 24 Maintainer AR5 5215 BRI patch 7% UL A
o ¥~/ gitconfig' Bl #" /. gitconfig e B I i A5 patch &% Hi %

TS5

./tools/patman/README

it FH-h I T i & B

$ patman -h

Usage: patman [options]

Create patches from commits in a branch, check them and email them as

specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
=fE, —=Eull=lclp Display the README file

-c COUNT, --count=COUNT
Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found


af://n5276

-m, --no-maintainers Don't cc the file maintainers automatically
-n, —--dry-run Do a dry run (create but don't email patches)
-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN REPLY TO, --in-reply-to=IN REPLY TO
Message ID that this series is in reply to
-s START, --start=START
Commit to start creating patches from (0 = HEAD)
-t, —--ignore-bad-tags

Ignore bad tags / aliases

—-—test run tests

-v, —--verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
—--no-check Don't check for patch compliance

--no-tags Don't process subject tags as aliaes

-T, —--thread Create patches as a single thread

SRR $RACEGHT 3 > patch

patman -t -c3

A I21T )5 checkpatch WIS error B(# warning 2> H3)j abort, 5 EAEIUE K patch fif 0] 3 5 5 Hria
7o
FoAt H 150

o -t BRI RTHII A B TAG, KB Joik# patman R, 75248 A -t 1R 10

o ' WAL warning (WIS 80 NEAF) FATINICF AL, W LLEHIN-1E TSN T

o ' GNREIRAT KN T A RLE L] tree B top, AT LUE BT top BN AT

o n' WARHARAIRZH T, RN T 270 LUEIT checkpatch, 7] LA# A'-n'i 1t s

patchman F& commit message H1 (1) CHE T, F il upstream mailing list BT 75 (15 & .
HAY) commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE is an open source trusted OS, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S

Cover-letter:
rockchip: add tpl and OPTEE support for rk3229



Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229 (cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.
END

Series-version: 4
Series-changes: 4

- use NULL instead of '0Q'

- add fdt addr as arg2 of entry

Series-changes: 2

- Using new image type for op-tee

Change-Id: I3fd2b8305ba8fa%ea687ab7f3fdlffd2fac9eceb

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

XA~ patch T patman fiy& KIEMIE, AR —1r Cover-letter:

[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

Xt N patch BIAREUNR, BE version {5 BA1 248 patch ZF series FI55 )L

[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch [ commit message &AL FIL T, change-id #{ %$#8. Cover-letter #{ Z#5. version-changes 15 5
B e 4 AR TR S B

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic _entry a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of '0Q'
- add fdt addr as arg2 of entry

Changes in v3: None
Changes in v2:

- Using new image type for op-tee

common/spl/Kconfig | 7 A+t
common/spl/Makefile |1 +



common/spl/spl.c |9 ettt
common/spl/spl optee.S | 13 +++++tttttttt
include/spl.h | 13
5 files changed, 43 insertions (+)

create mode 100644 common/spl/spl optee.S

2 TE ], U"Series-prefix". "Series-cc"%5i% %% README.



17. Chapter-17 [fi 3

17.1 F#HhhE

17.1.1 rkbin

o RK WEBLFEN: B3 gerrit EREGE: “rk/rkbin”
o HMBIARIT (21E1 -

o TFH RK KATHIT7ERE SDK
o Github F#: https:/github.com/rockchip-linux/rkbin

17.1.2 GCC

o RK W LN gerrit R B %E: “gec-linaro-6.3.17
o AMNETFEIN: TE RK KAI5ERE SDK 8L LinaroE M F#;

17.2 Ri&

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project
¢ AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

o Fastboot: J# A Android [1—Fh BT 44 5 =0, IR Cpl 32 N TR\ L4

e GPT: GUID Partition Table
e MMC: Multi Media Card, f4f: eMMC, SD K%
e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: #id], W#&# Blob

e DTB: #id, HT&MNME%H Blob
e DTC: %], B&W ik

e DTO: 3hia], B&MSINEE

e DTS: %A, WARECI:

o FDT: #id, J-FALBCEH

e SCMI: System Control and Management Interfacee



af://n5319
af://n5320
af://n5321
https://github.com/rockchip-linux/rkbin
af://n5332
af://n5338
https://en.wikipedia.org/wiki/Das_U-Boot
https://en.wikipedia.org/wiki/Android_(operating_system)#Open-source_community
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Android_software_development#Fastboot
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/MultiMediaCard
https://developer.arm.com/documentation/den0056/latest
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