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2. TrustZonef&j /-

2.1 H+4 B TrustZone

ARM TrustZone¥i A& RGJu 12 207, EF0EiEre it 5P &6 L KENH, Bee3f. $e
WAL B(DRM) £V Il 45 F 3 T Web HI IR 45

TrustZone$i R 5 Cortex™-ALLFE 28 KX AL, FHiBIEAMBA-AXLAZAIEE E ) TrustZone R R IPHLLE R 5t
HFIEHTY . ARG TEEWE T URT 2N I, SR MERSEI/ME, WAl #R el i
BB

F W TrustZone Ready Program S 7F 5 367 I TrustZone Ho R (18 f SR T RE0S S HF 52 4 T {5 BT 55
(TEE) LA B 2 4 R0 VR ¥ 12 4 B 45 1 42

B RET U TR BN <5 ol i il 98 1R 4 7 T3 IR S S s i 1A,  Beshis Ck RNRERS
MInternet I 3 25 KL 82 FIFE PP OTT AT 65 o 3K e PR Pl W i B0 OEMIEAT B0IE LA DR T
EFFARRT B A She AT I, IF BB & 1A A W G Mok #2 DA% 08 H AR BB AR

[, F2afise& A B E AR ST R R H ant8n.  ARES ST T AR B — 5 I B SRl i 335 K
Ao BIREUSIE N T LG RE AT IR A E BARAT IR P, X —UIARRET, BRI A C T a6 .

X e S CAT TN AT RE AR B . K S FrootkitZE % 75 10— ey H s, (B, @i
FH2EF ARM TrustZoneH R [ im0 % & Hi AR I B4 SecurCore™ P MU R, AIHF R HRES IRt IR =
F T IR E A A 5 K 22 A R T R 4% .

AJE B AR R FH 2 TrustZone i R [11SoC GEATAIMEHATHED , 5FO0SHIF, B k3% s A4
o TrustZone W] V)4 2|2 s, FRALREAESCRFIIRG RS . oI A5 SRR 738 i 2 nT SRR ALY, iR vrAs
[F] S A A ] E’J—Hﬁfhﬁﬁﬁﬁ FET—as& b, kﬁ Z4SCFFARM TrustZoneF A2 BT A7 Cortex-A AL HE 2%
AR TIRE, ZEIT ARMEE 22 R GINK . XLy AT EAERN R . P & F0 SRR Hp e — 3 2
3 R, [N A B S R SCRF (1) AR

2.2 TrustZone B g 14 22 14

2.2.1 FEF 584

TrustZoneiE /52K 5 FEHR it 22 A HESE, WA 1546 RE A5 HIRAHNRE 18 2 1 AR 25 5 Bl o TrustZone BRI $i2
PEICVFSoCBETH N T3 MK & T A 2 3R 53 rp SEBURT S DI RE AL T BEAT I FR I SRt b, o ANSR A
H— A 22 R TT 5

ZRMI) B2 4 H R SCRPRY I W] A IR, DA LR B8 AOML S PR AN 58 Bk 2 B e Moy . B A6 IX Sy
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| Monitor Mode ¢

. Normal World : : Secure World :
‘| NormalWorld |} Secure World |
: User Mode : : User Mode :
‘| NormalWorld |! SecureWorld ||
| Privileged Modes | | Privileged Modes |
: > ¥ r . )

AL DU 5 IR R 24 B ES IR SoCREAF AR A TR, (E A1 A TN Xik (HT %41
RGN LA, T AT AR E XD F. SZFFTrustZone [ AMBA3 AXI™ 2 28 )i
HH R A 322 2 T A ORI DX S ZEL A e 1) 22 A XA B R, AT FE I P A X3 ARG s oK 5.
JRGIF RN 22 A X TE s DL JCTE 22 4 (I Ab 328 N AZ A RT SRS AT 300C1F P Hf O 08 7 Re 9 HR AR A 22 T TE I
h, ALHE LI A AR B ) s (BN, 8 R B B AR SR A N D) o d sk 7R A o 2 2 A R
HIAMA, BT N AT PR G EE L L S T RAEE , ATTESR RS 22 AR R & I 1548 BRA

TrustZone B {E ALK 55— A7 T R A — L ARMALIRAE KL ST A0 JE o LA SR B AAN I T, 8
AL T 55 4 A% 5 AT 6] P 2% 52 4 A D MR8 I S 12 4 DX ST 1T e, (B
(I e A MBS A RE, AT T 5 P TRURIART, I FL A0 VF B PE Al 20 4 P 5 000 X Sk 3
—ELT

O U BT AL TR B85, P A R UL AL T 28 A FAR 5t (ORI RS SRHEAT 1R S
#e.

R AL B AR T MG I DXt N S AR AL 52 B DI, OF HAXSENL AR Lo AR
A . AR BT 454 Ca A (SMOR4) MBI, B b B 57 H ML
TR . FIXIRQ. FIQ. AMEEE L AN P L S W AT E,  DUE AL B Z3 U e 2 AR

FE WA A AT AT SEBLE I, BB OrAr 2 B DX AR, I3 BORE D46 21 1) DX S 2 14
W& RGBT IREIEIE, DAECIE R X IR EHE S B 2. TrustZone i 144244 (1)
e A5 TR A R AR R A5 4, BT PR 2 A X R U ] T A 2 95 33 DX i K
AL

2.2.2 BRAF 4R
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E Normal World : : Secure World 4
E Applications | | 2 g 2 ||
: Requiring | | g% Eg gé ;
. O Secure OS | ! E * ;E%. E £ ||
. 5 ) 4 )
i | Applications il  § < < < 4
E ISzt : . Secure OS :
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Cortex-A / ARM1176 Precessor with ARM TrustZone Technelogy

=
Secure Element
(SecurCore)

FESoCHEA: i SEBL 22 42 X I ERAE H s AT R L8 2 i, A FIAF il A2 v (R BB 7

FBEA VI 22 SCRFTrustZone FR A B 4% A A% L 1R 22 4 XIS A AR PT ST R PS80 o 5 e R RO B SR A 52
B 2 A DR R G S 5 B0 R T B A 22 4 DX B R AR P o KPR B SR A 2 B0 V22 o )
B

B ZENZATRER AR IESR KA. BB AL 2 4 XN R P I R AT B4
JS2FHRE A B AT I R 3R DL K 58 4 5 8 DX SR B A ST ) 22 4 X IAT 55

KR5S R AESoCHI A B M B HERR AR #2800, EA TR IR X AR 2 A BE(AMP) BT B A {8 FH 3 A Sk 4 2
AbPRES . FERFAHEIIALEE A3 EISAT MBI RO (AR 2R 58, I HARAS XS AR R ki 5 2 RTe
AT B DX IR A A B I T o

5 PR 22 4 X IAT: 55 55 375 SR AKX EEAT: 55 1A 3 DX S5l B AT SRR AT E A5 P30 FR) S5 S B s T TSR BN AR 2 Ak
H(SMP)ICTHIIVF 2L B, FERXEERTT i, 224 DX R AR P mT 47K 8 SO ) 5 38 XA 55 1O A8
Sat o IXNH T BN AR N FTAR Fr 8t 25 2 78 PR 0 S I i 7

LAY AR ARMABM TG, TRIAR AT R N SR AT G B R 3% 4 X P38, DA a2 L 22

2.2.3 TrustZone 5 TEE

SO PEARAT . AR OR PRI B B0 IE 2 S T AT e R TrustZone g AR 98 8 ¥ 26 4 fit i) =
R EFORIE R LS B ThREA ] P K5 -

LT AR ) 2 S AT AR, AT IR R 48 R G SO R A Bt
2. ORI RAFHIBEPHEAEAR,  FIE & S A B Bt RS PR P (58 Bk, IR e R B AN R B %
LTV R ARSI WNAE . R/, HE RS

BT ARM TrustZone SR 1 B 5P IAPTHIZ: &, $2 4t 1 Al{EHATHB(TEE), FFR N A /5 2l —Fi
BB BAE A RESCILL DR — s OBl AT RS PP o SR R AR P A 2 3 X o 2
EDORFAE GG, B, AFEAFEARE . TEERRME 7 5 AT E N AR T KRR, 2
AT AR5 AT BAEAT .

TEE APIFIFR#E (HGlobalPlatform & B &R SSIRMLME . 185 B AIOEM A v] B A v {5 B A2 77
FAR S s2I T 4k
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ARM TrustZone st AR TG 5 B i 22 4 1 SR IGIE e 2 s P A Se #8678 1 FAL SR rh 4R fit
LB AR SEBLIX — R

AR FE P e, TrustZonel®RFE 4l T Z&PATIAEE (Rl n]{EHATHEL (TEE)) , 7RSI+ H
Bl s N AT A feistT, MM 1L 21 B 5 /5% 55/% A R U B

TrustZonef@ - #&fit | TEE S B AF Ik B/ HORE & . BEAFRE B AT DN R4 — BRI BE AN e (EOFR B A/ fih
BEHREE) R A A

IERES T IXEREIRE, R TrustZone BRI AR S T A2 WL R E T 52 LI w1 AT A ) A 55
(HZ. BEFRRS) , wfviimikss (PR, BRI DURAERMAL G H RS (BERSBEHD

FERZ 0 Android# % £, Android Boot Il #Fe FF AN UG IEBE 6 WAL IV LR . Ay BBt — D i ke &%
FRTFH ™ A B 2 22 BB 1) Android N AZ RS Be & 1E AT roots BBAR K A RZ RTLEER 2% T U7 Tn) P A 58 ST AF
NFHFEF A BE IR, — B AR, W& SERS PR . MR NG E SR, MR Ak
sk,

T Secure BootA] A5 %P 1k _FiR ] &, Secure Boots& —Fh &4 ML, ‘& v B 1ETE 8 shid 72 sp hndk AR &35 8L
B R BRI T A A% . BEASAE 1T 0 DSOS LA L% 7 SR 2 I E g (e RE M RS A
1) SHM AL TR E: . 4R sh AT LR R SE —IE B2k, I CARH Y% = 3 4 % % 31T 28
e

3. TEEX 35

3.1 ‘F&UiHH

Rockchip*f- &5 H1Android 7.1 5 5 & AR SDK RIS SCRFTEE#R 55, Android7.1 B4 T FRABRINAS SCRFTEEH
Ko

Linuxhi A SDKERAN AT T A TEEIREE, (B A LA Ji5 4 & 5 T3 L B TEEF 5t

Rockchip™T- & K H ITEE )7 2 AOP-TEE, TEE APIff £ GlobalPlatformbxift .

H ATi2 17 fErockehip - & L [{JOP-TEEA WM A, OP-TEE V150P-TEE V2.

1.0P-TEE V1: RK312x. RK322x. RK3288. RK3328. RK322xh. RK3368. RK3399.
RK3399Pro.

2.0P-TEE V2: RK3326/PX30. RK3358. RK3308. RK1808. RV1109/RV1126. RK3566/RK3568-
RK3588. RK3528. RK3562. RV1106H1J5&#HF & .

BN A TESecure OS[E 4. TEEE X/, TAXM FHEWEAHE, BREREFERHAFRRAE
TEEAH <A 14

ATE OP-TEE V1 5 R -F & Bl v] L 4K FH OP-TEE V2 ¥ & .

3.2 Parameter.txtiji BH

Parameter.txt {103k 1 &85 Lo X AL E 5 KR/ME S, RockehipfJOP-TEE H ij [7] i 3 #¥security 5
rpmb P Pl 2 A U R G0, BRI WER St R G0 tHTAH 1% B storageIDSECR T, £ parameter. txtH!
WA E Lsecurity 73 X, JTATGVEAE H security 2 & A70f U R 48, W B security 73 X 7772 R F4E
parameter.txtH 7% J10x00002000@0x000xxxxx(security) B A],  0x000020003% 7~ K /MM, 0x000xxxxx K 7~ A2
GhHhE, BARKRE SEPR I parameter. tx CRAZ 4
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3.3 TEE B4

TEE Secure OSHIJEILERIAAFFIE, binary{ﬁ:J: H 5 u-boot/tools/rk tools/bin 8% rkbin/bin PFo

1. ARMV7F & BITEE binary H T & u-boot/tools/loaderimage ] %[ trust.img, TEE binaryl¥)
[EZL AN

<platform> tee [ta] <version>.bin

LR @l RN TAIZAT, Al ASCRHEAT M TA
2. ARMv8F- 45 IYITEE binary H T. & u-boot /tools/trust merger KFBL31/BL32%5bind] 1 i [E 1+
trust.img, TEE binary(fJ#y 44 U1 T

<platform> bl32 <version>.bin

3. #kbin/RKTRUST/.iniH[BL32_OPTION] FSEC=0, W7 E ok H g SEC=1, 75trust.imgk A&
Secure OS, TLiEIBITTEEM KRS -

4. RK3566/RK3568. RK3588. RK3528. RK3562. RVI1106#/5 4557 4 2 TEE binary+] i
uboot.img, AN&2E litrust.imgE 4.

3.4 U-Boot FTEELZRZH

F AT — 2622 4 ) #R A 75 ZEAEU-BootiX 5 AE,  bUAn sk B — e 4 0 25 75 ZLOP-TEE#E T 3K HL . U-Boot H [Tl
ST OP-TEE Clientf{fi%, 7] L@ %$: 1 50P-TEE# S . OP-TEE Client}X 5 7Elib/optee_client H 3%
T, APIFF&EGPHLE.

3.4.1 & L

CONFIG_OPTEE CLIENT , U-Booti HHOP-TEE&JF K.
CONFIG_OPTEE V1, KHIOP-TEE VI F& .
CONFIG_OPTEE V2, >KHIOP-TEE V2V & .

CONFIG OPTEE ALWAYS USE SECURITY PARTITION, AJHJHi%% NU-Boot% A=Al G H 3ik
BAAEX I, SR emmc )W & B A7 T rpmb, K Fnand i & A A7 Tsecurity 7 X ;. R 1%
% Ji U-Boot % 2 A7 Bdls [ 7€ 47 Tsecurity 73 X, A& Frpmb: 1% 24 H TG R AU-Boothir Bt, %F A% 2t
UserSpace G521

rpmb 22 4 PRI 58 M e security iy, (EZ (R A Wisecurity, 7 ¥ 4% 58 fe HAth 5 fremme B A ¥ 4%, o
W, f# Fsecurityf N7 EF ke s T B #EFRflash 25 ¥ 525 [ 4FRI AT, 14 F rpmbHs e 5 T2 T2
THBRrpmbEdE, 7 LR IR E 5 Frrpmb s B BB S EAF, R AT R R EREER S 2 et a7
Bl - FESERNIT %%, A2 et ERE ] BAT R RIZ 7
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342 FEENFUH

U-Boot 5 OP-TEEHAER, #4 & EIL =N A, A Llsn TEEC_AllocateSharedMemory () e H i 3k
ZNG, BHEMNTFERENGTERNAR, EVUNETIM, FHFENE S B 5dE 2 xEis, FREHHR

ﬁ%TEECiReleaseSharedMemory()*%EkiggiﬂﬂZ?c
3.4.3 ZEFME IR
3.4.3.1 W5 &

U, ArHUT 2 DRI I A B IR 2 A S ThRe, DA T 2 Bk
AR, bl emmei Kl ik rpmb 5 security 7 X P AP 22 247 7 50, 48 4Rl F nand A A 4t
security /) [X % 4 A7-fit . AR F emmc 75 Z A U-Boot 24/ J CONFIG_SUPPORT EMMC_RPMBY .

1. #ENU-Boot [ 4 4T: W& LEHPC, PCHafEctrl+e, JHBNWE, B3N W& R ctrl+ci/E
N 245 fEuboot .
2. P47 LR A shilik.

=> mmc testsecurestorage

3432 WA RHEE

"TEEC: Could not find device"
WA Blemmen #F nand & %, TE A U-Boott IkA), mF MR S HE.
"TEEC: Could not find security partition"

2K Fsecurity 73 X % A7, TN EHE S M Z 0 X, 1B & parameter.txt 152 75 %€ X T security 7>
X

"TEEC: verify [%d] fail, cleanning ....

Ak F security 7y X AT L2 AFAE I, B0 security 7 X ZPE 4 ARIE SR BN, security /) X 24 4874
é

"TEEC: Not enough space available in secure storage !"

LR B L, EREFEEEE R TER, sE MR 2, B8 a2 SR
= R EE TSR M .

INF [0x0] TEE-CORE:storage read obj:201: Warning! head data not find!
ERR [0x0] TEE-CORE:storage read obj:210: cpu or emmc was replaced!

U-Boot /& B 12 i ok s idls 25 i FH TEEREAT 22 A4, SCBESUE & 1 TER & A7 7E security 73 X 5l
rpmb 7y X, T H N HECPULNE; # B #CPUNG T EOCBEE S Lk IEH iR %, FEU-Boot)i 3%k
W 2 T Hremme HemmeZ RIS HIL, securityZr X 8l rpmb s X AZTE IHEHE, B4 HILZHE R S E8U-
Boot)i B RN AR IMEA 75 BE T security 7 X BiE rpmb 73 X H I IH PR, 354 H 1 & security 73 X U &
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Pt N AbemmcBI AT, 2 (8 F rpmb ] 75 22106 R B SCRAR SERF PR [ 1495 KRk rpmb HH 1H #5HEs
“optee check api revision fail”

U-Boot STEEWAAILEL, U-BoothR A& T TEEMUA, fRRIMNEIT (—ik—)

1. [FIBU-Boothi A~ % c£13b78438 (tag: android-10.0-mid-rkr9) rockchip: spl: add

rollback index check with otp.
2. revert LA T )L MEAL
396e3049bd rochchip: board: only map op-tee share memory as dcache enabled
7a349fdcbd lib: optee client: add optee initialize flag
74eb602743 lib: optee client: update to new optee msg for optee vl platform

102dfafcd4a rochchip: board: map op-tee memory as dcache enabled

TR G O T X A B SDK A AR S =2& VLT Y
"optee api revision mismatch with u-boot/kernel, panic"

A EU-Boot/5 S BLATED, N 2U-Boothk A 5 TEEMAARILEL, U-BoothAMK FTEEM A, #f T+ U-
BoothiAS % 396e3049bd (tag: android-10.0-mid-rkrll, tag: android-10.0-mid-rkrl0)
rochchip: board: only map op-tee share memory as dcache enabled N PL LRA,

e Android R 45 )2 sh BRFTED, N F+2% android/vendor/rockchip/common A ZE 8bc7bf97 (tag:
android-10.0-mid-rkr10) vpu: librockit: add Rockit MetadataRetrieverZ&Elj:ﬁijio

FIELinux RS G S BTEN, 2K 1inux/external/security/bin fRAZ £59085¢ optee vi:
lib: arm&armé4: update binary and libraryZ&ElJ:WiZio

IEH AR OL TR AR T SDK A A # f2 DL BC ) o

3.4.4 U-Bootiz 17 User TA

B2 I R i BAEU-Booth Bz AT H ST K IITAR ], W ASHE AT,

L BN SR IZIIRER A, AR ST EHU-Bootf Ui,

436fc6d8486 lib: optee clientApi: support load user ta for optee vl
4d4c5043204 lib: optee clientApi: add user ta test demo

bl22eel7db0 lib: optee clientApi: support load user ta

deb4d4879d5 lib: optee clientApi: support pack TA to image

2. JF R & ¥4 DI TASCAF 3 u-boot/lib/optee_clientApi/userta H 3 R, % H AR EZANTA:, BRilE
LAY rktest ta 3C2F AT
3. PAT BT i 24T B TA SO A2 Buserta. img [#] £

cd lib/optee clientApi

./tabinary to img.py --tadir ./userta --out ./userta/userta.img

4. f& K parameter.txtH I —Musertas) X, 73 X K/ E K Fuserta.img [l £ K /).

5. ke S T 58S parameter.txt f1 userta.img.

6. U-Boot™] LLif  trusty oem user ta_transfer Fl trusty oem user ta_storage Jllix rktest ta j& 731217 1E
o JPRFEATUZSHERX WA mE, WHECHTA.
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3.5 TEE linux kernel X3}

TEEZHnuxkerndEBEﬂﬁiﬂ:security/optee_linuxdriver/15 drivers/tee/ H,
3.5.1 OP-TEE V1
§§FHCHLTEE3Vlﬁgﬁgffﬁggﬁibﬁiﬂ:security/optee_linuxdriver/, RN EFE. FRAENT:
config RN LA N L& -
CONFIG_TEE_SUPPORT=y
H A A TR % 20 5 7*OP-TEE VI TEE linux kernel%%%)), OP-TEE V1°F & ¥4/ FHHOP-TEE V2¥ TEE linux

kernel®Kzf), Frkbin/bin H 3% N TEE binary /4% A version >=v2.00, Wit 7 ZH 5 OP-TEE V2HITEE
linux kernel3X 5l

202048 H 1 LLF Bk 1 Android 10 A B LA RRAFILinux i 4= BRI {5 FHOP-TEE V2 [fJkernel 3% 3] .
3.5.2 OP-TEE V2

K F OP-TEE V2 [ A HIURBIAL T drivers/tee/ N, JHEINEWT:
BART RS G dtsi HERIN T 0 A

firmware {

optee: optee {

compatible = "linaro,optee-tz";
method = "smc";
#status = "disabled";

}i

B EBIMEL TEARINZT &, HE5FE 2% E status = "disabled"; T H0ZIKBIERINCH, Frbd
R BT JHopteelKsl), R EEF[k status = "disabled"; B 1] .

config HA LA T AN & -

CONFIG_TEE=y
CONFIG_ OPTEE=y

3.5.3 HIANIKBI B

F I /dev/opteearmtz00 A, iﬁ%optee v1HITEE linux kernel2Xzh &1 5
FHI /dev/tee0 Fl /dev/teeprivo WAL, UiBHoptee v2ITEE linux kernel 2Kz L JH .
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3.6 TEEZE 3C 44

¢ Android

TEE 35 41 5% 20 4 7 Android 2 H 3% vendor/rockchip/common/security B H 3%
hardware/rockchip/optee I (EVISV2RA, FTIRIEARET G RHEANFERAE) -

1. lib: % 32bit 5 64bit - & 4 % H K [fitee-supplicant . libteec.so PA M keymaster/gatekeeperf %< 2 S AF
2. ta: TR PEIF [ keymaster/gatekeeperZE Hl < TASC 14

e Linux

TEEIE A S H - 7Elinux LFE H 3 external/security/bin N (AEVISV2ERA, FHRIEANFET6FK
FAASERRA AT -

1. lib: f9.532bit 5 64bit 1 & 2 % H K [ tee-supplicant . libteec.so L M Hofl C AKH 5% 2 LA
2. ta: AP BELF I TASC A

4. CA/TATF & 5

4.1 AEACE

1. %éﬁl%f&?ﬁ No module named Crypto.Signature , IXZE;:}:FEEﬁﬁﬁlﬁﬁﬁ"ﬁpyt}lon%%/fﬁgﬁ
Y, BT a4 R

pip uninstall Crypto
pip uninstall pycrypto
pip install pycrypto

2. I T 45%: ModuleNotFoundError: No module named 'Cryptodome'
JFiijzﬁLtﬁ§§¥§py&mnf9: pip3 install [--user] pycryptodomex

4.2 CA/TA demo /4

RK$ZHE—2ECA/TA demo, H 2.

o BIFRHERMSH, B
o HEEHTIWIATEEMS LS

CA/TA demoffJJ5fi57E Android T2 H 3% ) external/rk tee user, B{Linux LFEH[M

external/security/rk tee user

CA/TA demof & “rktest”fll“xtest”, FH:H1“xtest”{¥ fE Android¥F & 1] external/rk tee user/v2 BEY
¥, “xtest”ZOPTEEFYRIMNIMAAHT, WEH BN EEM, WRHAFMATEES IR E =%
TR, R rktestZEAREH L. NN HrktestH) T fE.

rktest demotJCA %4 N rktest”, TA% N“1db57234-dacd-462d-9bblae79ded4e2as. ta” 8 “1db57234-dacd-462d-
9bbl-ae79ded4e2as5.ta”s IBATCAREITIS, FTHIAIBESE LA AT X N ThRE. AT A AN CARE T 44
+TEHE R TR, logh iRl IS . LnirktestiE 5 s2 I AT RE W F & .

#ik: MR R AR R 7> hag, ABdiOPTEESCRFHI T A TIfE .
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DS Thge #iE

MACASTA
transfer _data Z A S ts
b

M2z AFAHTIBERT, T ZEM IR AR RIS SAF7E,  /dev/block/by-
e ‘ name/security %f Msecurity 7 X ; rpmb%E 417 i B =N
MR 2 4= A7 f
storage Thig ., /dev/block/mmcblk%u, /dev/block/mmcblk%urpmb ,
[
/sys/class/mmc_host/mmc$u/mmcsu:0001/cid, %uf N0 1 2{FE—

A AT RARAE, TERERE BN A

. soeed M 22 A7
storage
gep P i
TSR
property
property
crypto_sha MR SHAH 22
crypto_aes MRAEDR %
KRS A iR
VPSR s
XA B TAZ s o ar et .
secstor_ta o i THAEIEL <N BTAR| 20 T, PRIZ IR A SR HE PR
R
. q R e TAFE 7 BRI B Rotp A TT, 4058, 15 7E/host/rk_test/main.cH 5E
otp_rea . \ . 1 s e e
P OEM_S OTP o ot S WL R Lo OTP BB & 4
. Miks
otp_write
OEM_S_OTP
SR
otp_size OEM_S OTP
FRY RN
ML
otp_ns_read
OEM NS OTP
. WikE
otp_ns_write
OEM_NS_OTP
trng IRE trng B4
et MXCAETA
socke X .
[H]socketif {5

PATIRIEF, 5410:

# rktest transfer data

# rktest [command]

CARE AT IR PASS, K HE /R Fail .



4.3 Android

4.3.1 BRN4H

TEE CA/TAH K IRTE % B T2 H 3% external/rk tee user I:

1. Android.mk: FHRE T ga ik 1) THAMFHE BN ca LIS
2. host: fFHLCARIAEIRIECAE.

3. ta: TEIUTARIE A

4. export™: AP IETA FITHAH A5 .

4.3.2 FFEIT R BB

;E external/rk tee user E%FR@VI/ VZ/ﬁ/I\ Ha%, i}‘ﬁ%masterﬁfiﬁﬁ% E,ééé#ﬁdevelop-nextéj\
%, masters) SOEBIRFE, A IF S Nmastersr X 492fF1cbf testapp: support new OP-TEE MSG, AT
W &I iR

#0P-TEE V1-FHEHAvIHR

cd external/rk tee user/vl
#OP-TEE V2V HiiAv2 H3

cd external/rk_tee user/v2
rm -rf out/

./build.sh ta

mm

%external/rk tee user E%F‘&ﬁVI/VZ/%AH% %%1ﬁﬁkﬁiﬁﬁﬂﬁAﬁ§Z OP-TEE Vliﬁf’ﬁt}”ﬁ%
Flmasters> 32, OP-TEE V2i# 4t V) B develop-nextsr 32, AT U N v ST 1G5 1% -

cd external/rk_tee user/

rm -rf out/

./build.sh ta (git log®&“Android.mk: remove build ta from android”MFAT, TMIAFH
7)

mm

IR G =G BN I HATRE T, $UATREF 4> NCA (Client Application, iz1T{Enormal world) #
TA (Trust Application, iZ1TfEsecure world) .

o CANIEHATCM:, w54 T Android T#2out H 3 H .
o TAZ M4 Fuuid, FEN I, g FAE R Tk _tee user/ta. 1k tee user/out/ta.
tk tee user/vl/out/ta. 1k tee user/v2/out/tatlH—N H XTI SCAFIEH

4.3.3 BT IATEER 5

1. adb shellifk N\ % %%

2. EAHKTEEE CHF. CA. TALHF| K% H . Android 7: libteec.sofl B % /system/1ib
B, /system/1ib64 H3XF; tee-supplicant, CAFEFE Fl/system/binHxT; 4l
Eﬁ/system/lib/optee_armtz[ﬁﬁ%, TA%%F?EQE%@U/system/lib/optee_armtz HxT.
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Android 8 & T B hUA: libteec.sofil B 2 /vendor/1ib 8% /vendor/1ib64 HFE F; tee-supplicant, CA
RPN EE| /vendor/bin HX F; A& /vendor/lib/optee armtz H3E, TAREFIHNE
?U/vendor/lib/optee_armtz H3T.

(#F FF#ltee-supplicant 5 J5 51, Mtee-supplicantfllibteec.so N Fpush, RGH EAF XA
libteec.soflltee-supplicanti£ & [X 5 OP-TEE V150P-TEE V2, F&IX 4332061 /164147; push/GH
tee-supplicant M CAFE T & 12 A AT HLFRD

3. #H WA H 312 1T tee-supplicant, W75 F3roothl [ J& 512 1T tee-supplicant:
# tee-supplicant &

# I tee supp rk fs init: unsupported TEN, B parameter.txtF A & Lsecurity 77X,
THESH2.28 1, HIFRE R Hrpmbsy X SREESUAF R G747k, 7T LLRBSZHRITED.

4. 321T7CA, WHTA, MAATEEMCIhAE. rk tee userH 5 [rktestFE ¥, W T BN TEER: A 1)
e, AT

# rktest [command]

Frrktest)5-F64 18478, WTEEWNIE LW, Al {TTEEMAHICH K.
HIBATIREE, 1A IR B S & A

WA REsErk tee_userfii A< 5 TEE OSHUAANILAC FE, AT AH HILEK & -
OP-TEE V1:

rkbin/bin H 3¢ F TEE binary ({44 FF version >= v2.00,

XM 492f1cbf testapp: support new OP-TEE MSG

rkbin/bin H 5% N TEE binary X {44 1 version < v2.00,

M e8d7215d Android.mk: support build in android R

B{# 466515ec add tools for user to resign TA

OP-TEE V2:

TEE /A 3hMr Bt 4T EP"OP-TEE version: 3.13.0", X% a566557 - v2: update to keep up with
v3.13.0 of optee test

TEE & 3 Bt & [0 T EN"OP-TEE version: 3.6.0", X7/ 1aa969e2 Android.mk: support build

in android R

TEEJS B B 5t 1 #T EN"OP-TEE version: 3.3.0", XfMN aa0a0c00 Android.mk: remove build ta

from android

TEE & 2B Bt 5 1T EN"OP-TEE version: 2.5.0", Xt 1ec9913a add tools for user to

resign TA

4.3.4 Step By Step

X B DL 22 512 3R OP-TEE V2[fjarm64~F & 254

//HFECA TA

cd /homel/xxxx/rk android 12

source build/envsetup.sh

lunch rk3568 s-userdebug

cd /homel/xxxx/rk android 12/external/rk tee user/v2
./build.sh ta
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mm

/ /HERTEEE SCAFAICA TARIHR &

adb root && adb remount

adb push Y:\rk android 12\hardware\rockchip\optee\v2\arm64\libteec.so
/vendor/1ib64

adb push Y:\rk android 12\hardware\rockchip\optee\v2\armé64\tee-supplicant
/vendor/bin

adb push Y:\rk android 12\out\target\product\rk3568 s\vendor\bin\rktest
/vendor/bin

adb push Y:\rk android 12\externallrk tee user\v2\out\ta\rk test\1db57234-dacd-
462d-9bbl-ae79ded4e2a5.ta /vendor/lib/optee armtz

//i8iTCca TA
# tee-supplicant & //Ftee-supplicantC&ig(T, WUAIZBEALSE, “ZEF&—KBRAEEHFIEBIT
# rktest transfer data

4.3.5 FF X CA/TA

A Z#CA, TAH [ Makefilet5 3k XM FIUUID & EAE XU8#T A I UUID, 1] Fuuidgeniiy 2 4E .

EAEATARinclude H 3% T )3k X fFuser_ta_header defines.h i 5E ST HEARR I K/N, HERI KN Ky
32KB (TA DATA SIZE) , #&HIK/NAN2KB (TA STACK SIZE) . —f&isi T aelf AN L5045
TETIEH R TR, ESSR—LE, RN E-IT IMB, RN Eid64KB.

#define TA STACK SIZE (2 * 1024)
#define TA DATA SIZE (32 * 1024)
4.4 Linux

4.4.1 BRN4H

TEE CA/TATF R linux TFEH external/security/rk_tee user T

1. build.sh: FmIFHATIA, FiE Ui ESE A T R
2. Makefile: FHH e 7910 THAMTE 91 Fca LI,
3. host: AFCARIAH I S LA S0 S Makefile.

4. ta: TEIRTARIPE S

5. export*: FFIRIETA FTik A4 3E .

4.4.2 R FETT R Ui BA

# external/security/rk tee user H3 T RAEVY v2/BA B3, W8 mastersr SIS B4 & 12
develop-next) 37, masters) SR T, A FF S Nmasters> = 492f1cbf testapp: support new OP-
TEE MSG, HATWI a2 ihdmik.


af://n549
af://n553
af://n554
af://n567

#OP-TEE V1F&H#EAv1HZ

cd external/security/rk_tee user/vl

#0P-TEE V2 FHHAv2HE

cd external/security/rk tee user/v2

rm -rf out/

./build.sh 3232 (32fFHEMAT, CA 32bits, TA 32bits)
./build.sh 6432 (64fFHH#HAIT, CA 64bits, TA 32bits)

#t external/security/rk_tee user H3E NEA VY v2/HAHZ, UKL HM N4>, OP-TEE
V1 e Ul Bllmasters> 32, OP-TEE V2ii Ja 14 Fldevelop-nexts3 3¢, AT W1 R iy & HF 469 15

cd external/security/rk tee user/

rm -rf out/

./build.sh 3232 (32f*FEHAIT, CA 32bits, TA 32bits)
./build.sh 6432 (64fFEHHAT, CA 64bits, TA 32bits)

iR G A3 BN I HATFE T, $UATHEF 4> NCA (Client Application, iz1TfEnormal world)
TA (Trust Application, iZ1TfEsecure world) .

o CANTBPAT A, miFJEAER Tk _tee user/out. rk_tee user/vl/out. rk_tee user/v2/outd:H—4>
RO E L

o TARAF4 Auuid, JEZN.@i I3, /a4 T rk_tee_user/out/tay rk_tee user/v1/out/ta.
rk_tee_user/v2/out/tattH—A~ H S R SO

4.4.3 BITIATEE 5%

1. adb shelliE N &% o

2 4EAHRTEERE SCHE. CALV TAZHEF| . libteec.so* %4 FE S E 2/1ibal/1ib64 H 3 R : tee-
supplicant, CAFE/7 i & Fl/usr/bin H % T ; f#/lib/optee_armtz H 3%, TAFEFTY K E £/lib/optee_armtz
HxT.

& Hltee-supplicant H J5 5, Ntee-supplicantfllibteec.so/~F Fipush, R4 2 X H A4
libteec.soflltee-supplicant}¥: & [X /> OP-TEE V15OP-TEE V2, VER X 23207 f6447 ;
push/G 1 2 T tee-supplicantFICATE T & 158 AT LR )
3. HAh BB, 5 Android &A1, W FiR“Android” 77,

4.4.4 Step By Step

iX B P\ Linux_F % FOP-TEE V2[fJarm64-F & 2444

//9mFECA TA

cd /homel/xxxx/rk px30 linux/external/security/rk tee user/v2
rm -rf out/

./build.sh 6432

/%A L) optee_armtz A3, M TAAMTAA
# mkdir -p /lib/optee armtz

//HEETERRE U MCA TAZIR %
adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so

/1ib64
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adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so.l
/1ib64

adb push Y:\rk px30_ linux\externallsecurity\bin\optee v2\lib\armé64\tee-supplicant
/usr/bin

adb push Y:\rk px30_linux\externall\security\rk tee user\v2\out\rk test\rktest
/usr/bin

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\tal\rk test\1db57234-dacd-
462d-9bbl-ae79ded4e2a5.ta /lib/optee armtz

/ /IR AT RUR
# chmod +x /usr/bin/tee-supplicant
# chmod +x /usr/bin/rktest

//i8iTCA TA
# tee-supplicant & //#itee-supplicant B&IE1T, AJLLZREALIE
# rktest transfer data

4.4.5 F7F X CA/TA

A Z#%CA, TAH [ Makefilet5 3k X FIUUID 5 B U8HT A2 BIUUID, 1] Fuuidgenti 2 4E il

TEREATARInclude H 3% F 3L 3L user ta header defines.h HE X T HEARMIKN, MR N
32KB (TA_DATA SIZE) , M1 K/NAN2KB (TA STACK SIZE) . —ft5il Filf AN B LB, #5952
TETCVE R TR, P& MR — 2, MR/ N EBEIL IMB, R RN E T 64KB .

#define TA STACK SIZE (2 * 1024)
#define TA DATA SIZE (32 * 1024)

4.5 rk_tee_service

4.5.1 ThEENH

tk_tee_service /&FE T TEEJF KK Z TGRS, NITRKFRME 78 B2 2ThRE, & 595 W ohe 0
W KAERN T IR FEAH . rk_tee service A _F/ECA TAN, HIiE# IR <s47 MR TEER B 245 Il
TEEEZ IR J5 A rk_tee_service.

TFRAE AT AERE M rk_tee service XHBURBURREAT IR, Blm e TASm BEAT IS, nfg s ¥ TEE
i P e A A E— B PIHUKIRAE R £ e 8% FROIN AR 25 3 IR AN TR, 9% DUBE o8 AR BURRSOE 21 i 6 B 1
RETCIR TR, REBBEIE AN . ZIRTILEARRD, @R IO s A
REIM, R 2 AT IR

HHTOP-TEE V2V & 7 #1ZIhRE, OP-TEE VI-F &8 A X .

4.5.2 HH

H A3 # Linux -6 #1 Android P& (Android 12 558 @A)
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2H 45 Android B %

. . hardware/rockchip/optee/v2/arm
librk tee service.so )
hardware/rockchip/optee/v2/arm64

rk_tee service.h hardware/rockchip/optee/v2/include

4367fd45-4469-42a6-925d-

hardware/rockchip/optee/v2/ta
3857b952704a.ta

Linux H 3

external/security/bin/optee_v2/lib/arm

external/security/bin/optee v2/lib/arm64

external/security/bin/optee_v2/include

external/security/bin/optee_v2/ta

Userspace ] A LAELFZ I ] librk_tee_service.so B8, MBS HIHIIES % rk_tee_service.h, Linux
T 515 14367fd45-4469-42a6-925d-3857b952704a.tali{l & F| /lib/optee_armtz H3% T, Android V- &iE4
4367d45-4469-4226-925d-3857b952704a.tali B F| /vendor/lib/optee_armtz F 7 F .

4.5.3 Z*%Demo

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include "rk tee service.h"

int main(int argc, char *argv[])
{
unsigned char plain[256];
unsigned int plain len;
unsigned char cipher[256];
unsigned int cipher len;

int res;

memset ((void *)plain, Oxab, sizeof (plain));

cipher len = 256;

res = rk encrypt data(plain, sizeof(plain), cipher, &cipher len);

printf ("res=0x%x cipher len=%d\n", res, cipher len);

memset ( (void *)plain, 0, sizeof(plain));

plain len = 256;

res = rk decrypt data(cipher, cipher len, plain,

&plain len);

printf ("res=0x%x plain len=%d\n", res, plain len);

return O0;

4.6 MiA xtest

xtest/E OPTEEJT R B IR ARG, 5 B 52 3 10 It L,

X B L2z 513 % FHOP-TEE V2[#arm64-F & 2544 ;

//gmECR TA

cd /homel/xxxx/rk android 13
source build/envsetup.sh
lunch rk3568 t-userdebug

cd /homel/xxxx/rk android 13/external/rk tee user/v2

% P LB % A 8 il ik xtest.
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./build.sh ta

mm

/ /%4 BB plugins H3¢
# mkdir -p /vendor/lib64/tee-supplicant/plugins/

/ /HEIETEEFESCAEMCA AR

adb root && adb remount

adb push Y:\rk android 13\hardware\rockchip\optee\v2\arm64\libteec.so
/vendor/1lib64

adb push Y:\rk android 13\hardware\rockchip\optee\v2\armé64\tee-supplicant
/vendor/bin

adb push Y:\rk android 13\out\target\product\rk3568 t\vendor\bin\xtest
/vendor/bin

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\crypt\cb3eSbal-adfl-
11e0-998b-0002a5d5c51b.ta /vendor/lib/optee_armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\concurrent\el3010e0-
2ael-11e5-896a-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externallrk tee user\v2\out\talcreate fail test\c3f6e2c0-3548-
11e1-b86c-0800200c9a66.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\rpc test\d17f73a0-36ef-
11e1-984a-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\sims\e6a33ed4-562b-463a-
bb7e-ff5el5a493c8.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externallrk tee user\v2\out\talconcurrent large\5ce0c432-0ab0-
40e5-a056-782calebaba2.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\miss\528938ce-fc59-11e8-
8eb2-£2801f1b9fdl.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\socket\873bcd08-c2c3-
11e6-a937-d0bf9c45c6lc.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\sims keepalive\a4c04d50-
f180-11e8-8eb2-f2801f1b9fdl.ta /vendor/lib/optee_armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talos_ test\5b9%e0e40-2636-
llel-ad9%e-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talos test lib\ffd2bded-
ab7d-4988-95ee-e4962fff7154.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talos test 1lib d1\b3091a65-
9751-4784-abf7-0298a7cc35ba.ta /vendor/lib/optee_armtz

/ /MR L 7, securityZHA RS SEINREM, MEkparameter.txtHsecuritysr[X,

/ /uboot NEE LCONFIG OPTEE ALWAYS USE SECURITY PARTITION, BRIAHFH % 3C4FRSGEA LA
adb push Y:\rk android 13\externallrk tee user\v2\out\ta\storage\b689f2a7-8adf-
477a-9f99-32e90c0adl0a2.ta /vendor/lib/optee_armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\storage2\73le279%e-aafb-
4575-a771-38caa6fl0cca6.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externall\rk tee user\v2\out\talstorage benchmark\fl57cda0-550c-
1lle5-a6fa-0002a5d5c51lb.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\supp plugin\38023lac-
fb99-47ad-a689-9e0l7ebbe78a.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\out\target\product\rk3568 t\vendor\lib64\tee-
supplicant\plugins\f07bfc66-958c-4a15-99c0-260ed4e7375dd.plugin.so
/vendor/1lib64/tee-supplicant/plugins/

adb push Y:\rk android 13\hardware\rockchip\optee\v2\armé64\libckteec.so
/vendor/1lib64



adb push Y:\rk android 13\externallrk tee user\v2\export-ta arm32\ta\fd02c9da-
306c-48c7-a49c-bbd827ae86ee.ta /vendor/lib/optee armtz

//1BfTxtest
# tee-supplicant & //Ftee-supplicantC&i&{T, W LAZIEALE, “ZETE&—KBAELHFIEBIT
# xtest

iX B D) Linux_F 3% FOP-TEE V2[fJarm64-F & 2444

//gmFECA TA

cd /homel/xxxx/rk px30 linux/external/security/rk tee user/v2
rm -rf out/

./build.sh 6432

/ /%% il optee armtz H3k, M TAEMTAS M

# mkdir -p /lib/optee armtz

/ /%4 BB plugins H3¢

# mkdir -p /usr/lib/tee-supplicant/plugins/

//HEETEEFESCAFICA TAR %

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so
/1ib64

adb push Y:\rk px30_ linux\externallsecurity\bin\optee v2\lib\armé4\libteec.so.1l
/1ib64

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\tee-supplicant
/usr/bin

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\xtest\xtest
/usr/bin

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\crypt\cb3e5bal-
adfl-11e0-998b-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\concurrent\el3010e0-
2ael-11e5-896a-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\create fail test\c3fée2c
0-3548-11el1-b86c-0800200c%ab6.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\rpc test\d17f£73a0-36ef-
11e1-984a-0002a5d5c51b.ta /lib/optee armtz

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\tal\sims\e6a33ed4-
562b-463a-bb7e-ff5e15a493c8.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\tal\concurrent large\5ce0c43
2-0ab0-40e5-a056-782calebaba2.ta /lib/optee armtz

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\miss\528938ce-
fc59-11e8-8eb2-£f2801f1b9fdl.ta /lib/optee armtz

adb push

Y:\rk px30_ linux\externallsecurity\rk tee user\v2\out\tal\socket\873bcd08-c2c3-
11e6-a937-d0bf9c45c6lc.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\tal\sims keepalive\a4c04d50-
£180-11e8-8eb2-£f2801f1b9fdl.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\talos test\5b9%e0e40-2636-
llel-ad9%e-0002a5d5c51b.ta /lib/optee armtz



adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\talos test lib\ffd2bded-
ab7d-4988-95ee-e4962f£ff7154.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\talos test lib dl\b3091a65-
9751-4784-abf7-0298a7cc35ba.ta /lib/optee armtz

[/ MR LT, securityFHERSFEIMREM, MEkparameter.txtHsecuritysrX,

/ /uboot NEE LCONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION, BRiAf#FH %2 0k RSG0A LA
adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\storage\b689f2a7-8adf-
477a-9£99-32e90c0ad0a2.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\ta\storage2\731le279%e-aafb-
4575-a771-38caa6flcca6.ta /lib/optee_armtz

adb push

Y:\rk px30_ linux\externall\security\rk tee user\v2\out\ta\storage benchmark\fl57cd
a0-550c-11e5-a6fa-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\ta\supp plugin\38023lac-
fb99-47ad-a689-9e01l7ebbe78a.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\supp plugin\f07bfc66-958c-
4a15-99c0-260e4e7375dd.plugin /usr/lib/tee-supplicant/plugins/

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libckteec.so0.0
/1ib64

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\export-

ta arm32\ta\fd02c9da-306c-48c7-a49c-bbd827ae86ee.ta /lib/optee armtz

/ /B IMA] AT B
# chmod +x /usr/bin/tee-supplicant
# chmod +x /usr/bin/xtest

//iBfFCA TA
# tee-supplicant & //#itee-supplicant B&iE1T, AJLLZREAL R
# xtest

5. TAZ 4

5.1 R

TEGETARS, ZnBEIACK: B 38 Hrk_tee_user T2 export-user ta/keys H FKE{#E export-
ta_arm32/keys HF AN TAN HIITZ4, %% Npemts 2048 K JERSAZEH, HAARK ta
1 R TA SO

TEE binary N #3175 — W RSANH, FENNEIZ/TTARS, TEE OSKH# FliZ A HAETAR Ak, iEE
A RIEFIBITTANA, KBS ITARZ &1k,


af://n629
af://n630

5.2 HHAY

N7 IETE RS AR TAR AT AT R BRI 7 b, RO R FH Bk Y.
R AT LME T A B #TEE binaryH IA%H, BT TH7Erk tee user T.#2tools/ H & H,
o Linux [ &#:

./change puk --teebin <TEE binary>

Zn Ak HEE RN 2048 K FE IRSA % £ oemkey.pem AR 1A 24 /T H 32 R, I E sl i34
£ 23 5B B TEE binary ™ B4 A4 .

./change puk --teebin <TEE binary> --key oemkey.pem

18 FH T R 3 48 5 I3 51 v 1) A B R B # TEE binary I G A8, K 12048 K 15 .
» Windows T & #t:

FT7FWindows_change puk.exe it iitoemkey.pem” %41 A= il H- R A7 25 5H

PRI A: B 2 BRI TEE binary, sidiESIA4.

(BT Windows_change puk.exe2: ] FiBouncyCastle.Crypto.dllsf =77 &, 5%
BouncyCastle.Crypto.dll-5Windows_change puk.exefE[F—H 3 F)

Bnlis, FFREHMREITEE binary CHrAS) ##furkbin/ H 3% T W TEE binary (JFEIEAS) , =
HrémiEU-Boot, a5 # AL B trust.img Bl £, #B7F & trust4T @ idkuboot.imgflr LA A trust.img, FF A #H 5%
Huboot.imgRI 7] .

TFR A e AU A R AR i 35 A B 48 58 1% P L 44 Hoem_privkey.pem - F#firk tee_user L%
export-user ta/keys H el export-ta arm32/keys H® 25, EHECA TAN, XFEEFH
HITAR HHUF] LA TEE binary CHr A8 IEBIMEIFEAT, HoAh A A 18 IE#HRL P25 4 I TA R H#E
JEETAANBRIZAT

6. N BETAR|Z L1tk

EFEER TTAF R ERGE, TAXHS UGB TEZE XN RS , o3t EZREE
OEM/) BiAAETALN X LA EEH 2, N T XFOEM/ fiiX—&E K, OP-TEE V23RN ETATI%
4 1i% (OP-TEE VIEALE) .

6.1 ¥

CAU AR 22 4 M RGN TASCH:,  FHETARME K 1£450P-TEE OS, OP-TEE OS#UN BITA%HE 2 %6
RISTARIGENE, ETARAEMNIBENLAE STAIN S 28, 8 FHTA NS 2 N TABUR 3T N2, P
SCTABEFITAINE 2 G AT R AP 4k, R ARG T A 2 8 e B (- e — 25 HUR A, BB WA E .
Ba R T8 BAT IR 2 S0t RGP ITASCHE, By 1EPA CTAR 5%

FiRb B RE, CARLUEE EATAN A, HCAWHM ZLeF 5T HITAR, OP-TEE OSE & A
uuidfE A7 AR N TA, 25 B R B B TA N INERIS 1T TA, 35 7% A B3R 25 B TAN 2 2 HE
ARG AL NTA.
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6.2 &L

DL ACANRARHY, JFRE AT USRI TASC A, SR 5181 install_ta s AGE TAZHE K 1% $|OP-TEE OS.

static void install ta(void *buf, size t blen)
{
TEEC_Result res = TEEC_ERROR GENERIC;
uint32 t err origin = 0;
TEEC_UUID uuid = PTA SECSTOR TA MGMT UUID;
TEEC Operation op;
TEEC Context ctx = { };
TEEC Session sess = { };

int i = 0;

res = TEEC InitializeContext (NULL, é&ctx);
if (res != TEEC_SUCCESS) {
printf ("TEEC InitializeContext failed with code 0x%x\n", res);

goto exit;

res = TEEC OpenSession(&ctx, &sess, &uuid,
TEEC LOGIN PUBLIC, NULL, NULL, &err origin);
if (res != TEEC _SUCCESS) {
printf ("TEEC Opensession failed with code 0x%x origin O0x%x\n",
res, err origin);

goto exit;

memset (&op, 0, sizeof (op)):;

op.paramTypes = TEEC PARAM TYPES (TEEC MEMREF TEMP INPUT, TEEC NONE,
TEEC NONE, TEEC NONE) ;

op.params [0] .tmpref.buffer = buf;

op.params [0] .tmpref.size = blen;

res = TEEC InvokeCommand (&sess, PTA SECSTOR TA MGMT BOOTSTRAP, &op,
&err origin);
if (res != TEEC SUCCESS) {
printf ("TEEC InvokeCommand failed with code 0x%x origin 0x%x\n",
res, err origin);
goto exit;
}
printf ("Installing TAs done\n");

exit:
TEEC CloseSession(&sess);

TEEC FinalizeContext (&ctx);

return;

7. INZETA
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E E—FT >N ETAR LA P T R 8 SCTAR —Fh 77, (B2 N ETARIZ 27 Ee
LGN, HINETAR S AH BRI, ARIFRE H O EH, REENH R I—Fh
IN#ETARI 7% (OP-TEE V23 #F, OP-TEE VIZATH) .

7.1 B TAFT -

TP #EFTAE export-ta_arm32/mk/link.mk 1P/ CFG_ENCRYPT TA %, [RIN1EX TA ENC KEY N

TR B CRIINEEH, JT )RR G T KB g R TAR I AR 2 B 30 TAREAT 25 44 AN

7.2 58 5TA encryption key

% # 14 FH SDK T F2RK Tools H 3% F RKDevInfowriteTool LE (AT AKTHT12.8) KETA
encryption key.

AT R & TR — NS, D16 g Eas ATz 0, 78 SO h e T R & 32547 N
%40, $TIHRKDevinfoWriteTool L, “2Ji% “TA encryption key” , s 4liE I & & B i %40

1, B &N LOADERIEAG, il “BN” & TR S, HHREASS AR HLKLOTPH (OTPKX
B BBAANTTER, bl —6R&%EHN GRS 00 .

BT IETA encryption keyiltti, T HASCEFILTA encryption key.

[0] RKDevinfoWriteTool V1.2.8 &

BE B =T
SN:

WIFL:

LAN:

ET:

IMEL:

BREX L
BEX
HDCP 1. 4HDML:
HDCP1.4DP:

HDCPZ.XWFD:
Attention Key
WideVine Key

PlayReady CERT

PlayReady SL2000

1 T o o s
i
#

PlayReady 5L3000

3

TA encryption key C:iUsers'™

LOADER: C:\DesktopMiniLoaderAll.bin E]

HI—LOADERIGH

7.3 R FIBITTA

INZETA 58 CTAZEAR 584 —3, OP-TEE OSTEMZTAIFE S H 3R B B TAZ %), OP-TEE OS
2 H B ELOTPH TA encryption key Hf# #1217 TA, 1% 2 HOP-TEE OS H 8 58 .

8. REE FS TAB} [El %
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HH N B TAR % A7 Z= T A1, OP-TEE V2RRABE SZ FHETAWI A e IR % 4 U R 48 (REE FS)
o, SRR TATRIE %2 2 A7 i (Secure Storage) 1o X TTAM CAFAEREE FSH¥% 5, OP-TEE V2
FRAS L RETABA 1, B 1E fEREETE %2 430 355 HH TA R A B& 28

8.1 f# FI TAP; B

REE FSHITAB; BRI GEARZTTH,  TF R & W]l fEMakefile & SCTA IR A 52K AE I Bs VR DI g -
WIRTAMakefile i & AN X CFG_TA VERSTION , RIUIRBITARA 5 A0, RVFHIFRA S HTAIZIT.

W TAFIMakefilesZ 4T cFG_TA VERSION KT0, /mBIUIR, G248 IR IZTARRAR F4 5 .

# unsigned integer format
CFG_TA VERSION=1

9. TARIR 7%
9.1 optee v1°F- 5

TAH L IN 2 ITE I R E R .

user TA data-abort at address 0x2a
esr 0x92000021 ttbr0 0x400000852fc00 ttbrl 0x00000000 cidr 0x0
cpu #4 cpsr 0x20000130

#3200 FEFTEIr0-r12, sp, lr, pc(402000a0)
#6400 54TEIx0-%x30, sp_el0, elr(00000000402000a0)

Status of TA 8cccf200-2450-11ed4-abe20002a5d5c52¢c (0x85109b0) (active)
- load addr : 0x40200000 ctx-idr: 4

- code area : 0x9200000 2097152

- stack: 0x9400000 stack:2048

TEEC InvokeCommand failed with code 0xffff3024 origin 0x3

Sl pe el & 5 5 R E L, load addr@ TAINEEI N A7 (i2 47 Rl thtik, BT Blelr - load
addr = 0x402000a0 - 0x40200000 = 0xa0%l /& 57 H A CHGZE TA ) Jm RS Hiu il

FETAAEE K H % T A DNuuid.dmp 302, 20— TARI BRI S0, 1838 7 TAT & sR 30 mAg sahik, 47
Fruuid.dmp XK a0, HF a0:  681b ldr r3, [r3, #0] MUERW ML,
testapp_ta.c:97 RoR A H ARG Etestapp_ta.c5971T .

/home/xxx/android/vendor/optee test/ta/testapp/testapp ta.c:97

98: 6823 1dr r3, [r4, #0]

9a: 2202 movs r2, #2

@3 2161 movs rl, #97 ; 0x61

9e: 4820 ldr r0, [pc, #128] ; (120

<TA InvokeCommandEntryPoint+0xa0>)
al: 681b 1dr r3, [r3, #0]
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az: 4478 add r0, pc

ad: 3033 adds r0, #51 ; 0x33

ao6: 9301 str r3, [sp, #4]

a8d: 4ble 1dr r3, [pc, #120] ; (124
<TA InvokeCommandEntryPoint+0xad>)

aa: 447b add r3, pc

ac: 9300 str r3, [sp, #0]

ae: 2301 movs r3, #1

bO0: £f002 fbcO bl 2834 <trace printf>

9.2 optee V2P 5

TAH B H I 2 FTEN N E 2 .

E/TC:? 0 User mode data-abort at address 0Ox2a (translation fault)
E/TC:? 0 esr 0x92000005 ttbr0 0x20000084a7020 ttbrl 0x00000000 cidr 0x0
E/TC:? 0 cpu #1 cpsr 0x20000130

#3200 FG4TEIr0-r12, sp, lr, pc(c00870a4)
#6470 F59TEIx0-%x30, sp_el0, elr (00000000c00870a4)

E/LD: region O0: va 0xc0004000 pa 0x08600000 size 0x002000 flags rw-s (ldelf)
E/LD: region 1: va 0xc0006000 pa 0x08602000 size 0x008000 flags r-xs (ldelf)
E/LD: region 2: va 0xc000e000 pa 0x0860a000 size 0x001000 flags rw-s (ldelf)
E/LD: region 3: va 0xc000£f000 pa 0x0860b000 size 0x004000 flags rw-s (ldelf)
E/LD: region 4: va 0xc0013000 pa 0x0860f000 size 0x001000 flags r--s

E/LD: region 5: va 0xc0014000 pa 0x08625000 size 0x001000 flags rw-s (stack)
E/LD: region 6: va 0xc0015000 pa 0x09201000 size 0x002000 flags rw-- (param)
E/LD: region 7: va 0xc0087000 pa 0x00001000 size 0x009000 flags r-xs [0]
E/LD: region 8: va 0xc0090000 pa 0x0000a000 size 0x00c000 flags rw-s [0]
E/LD: [0] 8cccf200-2450-11e4-abe2-0002a5d5¢c52c @ 0xc0087000

E/LD: Call stack:

E/LD: 0xc00870a4

E/LD: 0xc0088b21

E/LD: 0xc008d507

E/LD: 0xc008716c

ST EN P peaelril & 7 i K AE R HuhE, region 0 3 region 8 /& TAACHISELTE N A7 A bk, 1 B S ikt
0xc00870a4 J& T region 7 fAALEL, AT Llelr - region 7 : va = 0xc00870a4 - 0xc0087000 = Oxa4 Xl & 7 1D
TETAF AL H bk .

FETASCHE R H 5 N A Nuuid.dmpSXCAE, %S0 R TARI RIC g S0, 103% T TAR & BB m s ik, 4T
Fruuid.dmp {5254 a4, HA ad:  681b ldr r3, [r3, #0] MUERW WML,
testapp ta.c:101 RIS testapp_ta.c2E1014T -

/home/xxx/rk px30 linux/external/optee test/ta/testapp/testapp ta.c:101

a8 6823 ldr r3, [r4, #0]

9e: 2202 movs r2, #2

al: 4d28 1dr r5, [pc, #160] ; (144
<TA InvokeCommandEntryPoint+0xc4>)

az2: 4e29 1ldr r6, [pc, #164] ; (148
<TA InvokeCommandEntryPoint+0xc8>)

ad: 681b ldr r3, [r3, #0]

ab6: 447d add r5, pc
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asg: 447e
aa: 3533
ac: 4628
ae: 9600
b0: 9301
b2: 2301
b4: £000 £912

9.3 B F A

PR F ARG N AU EE BT 7 ik, SR EE D RER AR, optee v2oF G R4 T A

add re,
adds

mov r0,
str ro,
str r3,
movs

bl 2dc

pc
r5, #51 ; 0x33
r5

[sp, #0]

[sp, #4]

r3, #1
<trace_printf>

export-ta_arm32\scripts\symbolize.py I A S HLZ I fE . optee v1°F- & A F.

F—, WEMATERNGFSRE, JTTARETHRE B CAM G SR SE AT HE.

# 32 L TAPAT

export PATH=/homel/hisping/rk px30 linux/prebuilts/gcc/linux-x86/arm/gcc-linaro-

6.3.1-2017.05-x86_64 arm-linux-gnueabihf/bin:SPATH
export CROSS COMPILE=arm-linux-gnueabihf-

64 TAPAT

export PATH=/homel/hisping/rk px30 linux/prebuilts/gcc/linux-x86/aarch64/gcc-

linaro-6.3.1-2017.05-x86_ 64 aarch64-linux-gnu/bin:SPATH

export CROSS COMPILE=aarch64-linux-gnu-

F, PATIIAS, Hoh-dZ MR TR I TA H 3R

./export-ta_arm32/scripts/symbolize.py -d out/ta/testapp/

Bk, MASERITREMATFEITEHER, R RETEERE, TRRSm IR, K

Call stack il /& B8 0 FH A% .

I/TA:
E/TC:? 0
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?
E/TC:?

U

ser
esr
cpu
x0

%2

x4

%6

x8

x10
x12
x14
x16
%18
%20
x22
x24
%26
%28
x30

Hello Test App!

mode data-abort at address 0x2a

0x92000005
#1 cpsr
00000000000069ee
0000000000000002
00000000c0014£30
00000000c0074080
00000000c00742e8
0000000000000065
0000000000000773
00000000c006cb0d
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

ttbr0 0x20000084a7020

0x20000130

x1
x3
x5
x7
x9
x11
%13
x15
x17
%19
x21
x23
%25
%27
%29

elr

sp_el0 00000000c0014£80

0000000000000062
000000000000002a
00000000c0014£40
00000000c0074308
00000000c0014£30
00000000c007£2d8
00000000c0014£00
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
00000000c006b0a4

(translation fault)
ttbrl 0x00000000

cidr 0x0


af://n689

E/LD: Status of TA 8cccf200-2450-11ed4-abe2-0002a5d5c52¢c

E/LD: arch: arm

E/LD: region va 0xc0004000 pa 0x08600000 size 0x002000 flags rw-s (ldelf)
E/LD: region va 0xc0006000 pa 0x08602000 size 0x008000 flags r-xs (ldelf)
E/LD: region va 0xc000e000 pa 0x0860a000 size 0x001000 flags rw-s (ldelf)
E/LD: region va 0xc000f000 pa 0x0860b000 size 0x004000 flags rw-s (ldelf)

E/LD: region va 0xc0013000 pa 0x0860f000 size 0x001000 flags r--s

va 0xc0014000 pa 0x08625000 size 0x001000 flags rw-s (stack)
va 0xc0015000 pa 0x09201000 size 0x002000 flags rw-- (param)
E/LD: region va 0xc006b000 pa 0x00001000 size 0x009000 flags r-xs [0]

.ta _head .text .rodata .ARM.extab .ARM.exidx .dynsym .dynstr .hash

E/LD: region 8: va 0xc0074000 pa 0x0000a000 size 0x00c000 flags rw-s [0]

E/LD: region
E/LD: region

~N o b W N P O

.dynamic .got .rel.got .data .bss .rel.dyn

E/LD: [0] 8cccf200-2450-11ed4-abe2-0002a5d5c52¢c @ 0xc006b000
(out/ta/testapp/8cccf200-2450-11ed4-abe2-0002a5d5c52c.elf)

E/LD: Call stack:

E/LD: 0xc006b0a4 TA InvokeCommandEntryPoint at ta/testapp/testapp ta.c:98

E/LD: 0xc006cb0d entry invoke command at
/home/zhangzj/secure/optee 3.6.0/optee os/lib/libutee/arch/arm/user ta entry.c:35
7

E/LD: 0xc00714f3  ta entry c at export-ta arm32/src/user ta header.c:48

E/LD: 0xc006b158  ta entry at export-ta arm32/src/ta entry a32.5:20

10. WAFAE <UL B

10.1 OP-TEE V1

FE TEE_RAM TA_RAM SHMEM
RK312x 1M 12M M
RK322x M 12M 2M
RK3288 M 12M 2M
RK3368 2M 24M 4M
RK3328/RK322xH 2M 24M 4M
RK3399/RK3399Pro 2M 24M 4M

UiB: Secure OSIZ{TETEE RAM, TAJZ{T{E TA RAM , SHMEMANILZ N,

10.2 OP-TEE V2
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Fa TEE_RAM TA_RAM SHMEM
RK3326/PX30 M 4M 2M
RK3358 2M 4M 2M
RK3308 2M M 1M
RK 1808 2M M 1M
RV1109/RV1126 760K M 512K
RK3566/RK3568 M 12M 2M
RK3588 2M 12M 2M
RK3528 2M 4M M
RK3562 2M 4M M
RV1106 1M M 512K

Wil: Secure OSIZ/TfETEE RAM, TAIZT{E TA RAM , SHMEMAILZ AT,

OPTEE OS T\ HrfT Bl A A7 K/, TR E A UAEJE BlogHH BB R W 5 R .

I/TC: OP-TEE memory: TEEOS 0x200000 TA 0xc00000 SHM 0x200000
I/TC: Primary CPU initializing
I/TC: Primary CPU switching to normal world boot

4 A Bhlog T EN IR/ 5 _RIRFI A —FUU AT B E

11. ZE&GF1E

11.1 43X

1. {7 f#2OPTEE OSHEE N IhRe L —, —MHTAAE M 7 HEEAE, Hdli 4 1d OPTEE OShn# 17 fif
Fsecurity7) X+ rpmb4) X+ Android/Linux 34 &5t .
TEEZ A7 L34
%M, TAURS % B storagelD = TEE_ STORAGE _PRIVATE RPMB, NI{# filemmc rpmbittAT %4
i, Femmc Srpmb K/ANAFE, H W NAM.
S, parameter.txtFH E Xsecurity 7 [X , HTAS 1% B storagelD =
TEE_STORAGE_PRIVATE REE, M 24 E#E47 T security 73X, security) X H#i 0] 4512k,

SE=Ml, parameter.txtF A % Lsecurity 4 [X, HTAMHY A% & storagelD =
TEE_STORAGE_PRIVATE REE, I} %4747 Android/Linux 3 4 R 4t /metadata/tee 5§
/data/vendor/tee B¥, /data/tee H % T (ifHfiiltee-supplicant BLR V7 H1% H) , RS AIARIRE]. Bk
F& 4% 75 B Flemmce Houboot AN 52 X CONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION
%, Blubootlfr Bt 1) % A5 BRI\ 2 176f Fllemme rpmb .

2. Ubootii % A7 it , 1155 % “U-Boot HTEEWKZ)” #5.
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3. (ERHT R A A7 5 NER S B IR B & AN R AR T e, EARTRAT T T BB B R AP DK, (FOANRIE ST R
GusedEtE, BT DL UOT R I 5 B R 1 5N IKE, R R E 2 B R s A e v . #ie
_ERPMBI¥) Wt AR BE J1H0 T security M Android/Linux 3 A4 R 45 .

11.2 PEEEMN K

OPTEE V1¥ %, RK3399 Linux*F- &, CPUE#1200000, DDRJEAH200000000, BEATMK:

7% X 35 B KA Bl 2 3 A S5H % EHHE T B SC A
Linux X R4 30K 16ms 67ms 61ms 19ms
Linux X R 4 4K 17ms 23ms 13ms 7ms
Linux X F R G 1K 18ms 16ms 7ms 6ms
Linux X R4t 32 23ms 16ms 7ms 7ms

security 73 [X. 30K 97ms 181ms 54ms 277ms
security 73 [X. 4K 101ms 74ms 14ms 101ms
security 75 [X. 1K 104ms 56ms 7ms 64ms
security 73 [X. 32 103ms 55ms 7ms 73ms
rpmb 7y X 30K 20ms 233ms 10ms 7ms
rpmb 73 [X. 4K 20ms 36ms 3ms 6ms
rpmb 73 [X. 1K 22ms 14ms 2ms 6ms
rpmb 73X 32 27ms 8ms 2ms 6ms

OPTEE V274, RK356x LinuxF-&, CPUE#1416000, DDRZE#1324000000, #BEAT M4 :


af://n810

174 X 35 HHE KA Bl 3 5 ¥ EHAE T B 3L A

Linux X 54t 30K 17ms 28ms 3ms 8ms
Linux X R4t 4K 17ms 11ms Ims 8ms
Linux X 54t 1K 18ms 9ms Ims 8ms
Linux 3XF R G 32 19ms 8ms 1ms 7ms
security 7 [X. 30K 12ms 12ms 4ms 12ms
security 73 [X. 4K 12ms 3ms Ims 11ms
security 73 [X. 1K 13ms 2ms Ims 11ms
security 75 [X. 32 15ms 3ms Ims 14ms
rpmb 7y X 30K 23ms 287ms 16ms 5ms
rpmb 73 [X. 4K 24ms 50ms 7ms 6ms
rpmb 73 [X. 1K 23ms 22ms 5ms 6ms
rpmb 73 [X. 32 30ms 12ms 5ms Sms

12. SRS HEF R AT BRI T R

12.1 75 R )& AT E
J7ZEH T RK3588. RK3528. RK3562 K G 8#i V4.
122 ERE
FEAERIATT AT, JFRE TR U S0
o IHEAEE I FEE MR, #iilubootH B ICONFIG_OPTEE_SECURITY LEVELC3%#FEKAECHE .

O R IR E, Bk B,
o NH KR AR, WS T H“RKDevInfoWriteTool(V1.3.5 5% LA_ERA)”?, T #0EM HUK.

12.3 TR

TGS BT R BC B OPTEER) % 455 2, SR %2 A A5 00 eMMC/ % A A7 A IR DRI SR AN A o
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T
EH Ui B
VS

CONFIG_OPTEE_SECURITY_LEVEL
(uboot ) it B T

F AR eMMC/ % 2 A5 B 540 €

i?f;é FHERE, TASEHRMMCELAE 2
B Hih 22 4 f R K
42 e MMC/ 42 417 (R B 55 48 52
A HH & 2 LIFOEM HUKSE IR 4 eMMC/
- ZATREIR S, FERE, 1
- 15 R #4E F OEM HUK, 1] k44 i[5
A 1 eMMCE: i At 22 4 7t A e
S L RIeMMC/ 2 417 B BB R0,
7% LR, TR AT e MMCHS OB AL B

Fir AN A 22 A7 it KAl

PAEANF 225 i 22 5, IR T eMMCHIZ R F RSB I 2 57 . N4 ATT AR B .

o HUK(Hardware Unique Key): A TJR4RPMB Key. Secure Storage Key Az HAh % 4H . AN[F %4 1)
E9, HUKAE, PEILTE.
Hard HUK /& % T~ Device Root KeyJRA= ], —#HL—%, Device Root KeyfE:ts vt B Cbesk ¢ 4
OTPH,
OEM HUKG& TR & 72 LI, BT R B B % 420TPH .
Soft HUK Z&Rockchip i ), B &R N —A%H, BEERFREH.

e RPMB Key: eMMC:th ' RPMBZy [X [ 77 R4 25 4H

* Secure Storage Key: %2 A7 IR %,

e Other Key: OP-TEEH T At i 155 5

HIZAETTRL
VESEEES > RPMB Key
Device Root Key ---> Hard HUK ------ > Secure Storage Key
\====== > Other Key
M AETTR2
Device Root Key ---> Hard HUK ------ > Other Key
VESEEE > RPMB Key
OEM HUK --——--——-———--
\===m== > Secure Storage Key
59224207 5
Device Root Key ---> Hard HUK ------ > Other Key
J—————= > RPMB Key
Soft HURK --—-----—-—-————-

\==ee== > Secure Storage Key



13. OTPi}t BH

OTP#§0ne Time Programmable Memory, OTPIXI%k % ##Z2 ik, HH A
Secure OTPH 11 B8 2 A [F] [FJOEM Zone [X 35k F DA & FH 7 AS TR 456 FH 75 R

OTP3 "

7l Tt B

OEM 1ZOEM Zone[X 3k F T 176 F P %4, HH—-HEHAN
Cipher ANEER, RS S R AT U R s AT

Key fREERAE

Protected 1%O0EM Zone X AV it1247 f/EOP-TEE OS )&%
OEM Trust Application(TAN ) A, dFz4ttATEE
Zone $1551%0EM Zone[X 3. Demoi&Z#rk test.
Non-

Protected 1%OEM Zone[X 3 7] LA # U-Boot M UserSpace i FH, %}
OEM PR B R A AN+
Zone

HZ 40112 % (Rockchip Developer Guide OTP_CN.pdf) kY.

14. TA APIiiRH
14.1 #EiR

RKIZAELLURTA APL, B WA B I1:

o MIF K #E 22 | FH iGlobalPlatform TEE Internal Core APIH FH %
o LI FH EHEMERHAPI

14.2 APIHIR [BI{H

APIFJIR [FE A -

e TEE SUCCESS: 1)
e TEE ERROR BAD PARAMETERS: Z¥{4#i%
o HAhHFIR: W tee api_defines.h

14.3 API i EH

EYNS

XFFHF G

rv1126, rv1109, rk3566,
k3568, rk3588, 1k3528,
k3562, rv1106

k3308, rk3326, rk3358,

k3566, rk3568, rk3588,

rv1126, rv1109, rk3528,
k3562, rv1106

k3308, 1k3326, rk3358,
k3566, rk3568, rk3588,
rv1106, rk3528, rk3562
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14.3.1 Crypto API

14.3.1.1 rk_crypto_malloc_ctx

crypto ctx t *rk crypto malloc ctx(void);

TR
i cryptot /E A B R .
S ¥

e &

14.3.1.2 rk_crypto_free_ctx

void rk crypto free ctx(crypto ctx t **ctx);

Thae
FeifleryptoffE AN, SEREMISEIEHAT B, FHIATA R B LR A
S8

o ctx: BAFAIM

14.3.1.3 rk_hash_crypto

TEE Result rk hash crypto(uint8 t *in, uint8 t *out, uint32 t in len,
uint32 t out len, uint32 t algo);

B5) )1
VH E@ﬁ%%ﬁéﬁfjﬁo ﬁﬂ%ﬁ\gﬁ’ ﬂ'fi)ﬂ rk _hash begin/update/finish Tﬁ [N
ZH

o in: FINEE

o in_len: I NEUIR K

e out: firth ¥

e out len: i th B A

o algo: HiLKA, I FFTEE ALG MD5, TEE ALG SHAl, TEE ALG SHA224, TEE ALG SHA256,
TEE_ALG_SHA384, TEE_ALG SHA512

14.3.1.4 rk_hash_begin

TEE Result rk hash begin(crypto ctx t *ctx, uint32 t algo);

Thig
By BUE, VIR LERAE.
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BH

o ctx: HAEAIN
e algo: HyLHAY, FF TEE ALG MD5, TEE ALG_SHA1l, TEE ALG SHA224, TEE ALG SHA256,
TEE ALG_SHA384, TEE_ALG SHA512

14.3.1.5 rk_hash_update

TEE Result rk hash update(crypto ctx t *ctx, uint8 t *in, uint32 t in len);

Thge
R B, MR, RN
ZH

o cotx: HAEAIA
o in: HAKUE
o in len: AR K

14.3.1.6 rk_hash_finish

TEE Result rk hash finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

hEE
W B BUER, T S — BB R AT B
S

o ctx: FEAEAIN

o in: FINBHE

e in_len: FINEHE K
o out: fi tH &
e out_len: ¥ tH &K AL

14.3.1.7 rk_cipher_crypto

TEE Result rk cipher crypto(uint8 t *in, uint8 t *out, uint32 t len,
uint8 t *key, uint32 t key len, uint8 t *iv,
uint32 t algo, TEE OperationMode mode) ;

Th kg
XFRfREE RO, WFESB, AMEA rk cipher begin/update/finish .
B

o in: I N KR

o len: H A K S

o out: fir i HdE
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o key: algoXt B f) 554

o key len: BHIKE, ARFMalgo, FLHAVHPIKEIRA AR

o iv: HIHIA] &

o algo: HIEHKAL, TRFLL R HIL(OP-TEE VIRRAA L RESMEL i)

TEE_ALG_AES_ECB NOPAD
TEE_ALG_AES_CBC_NOPAD
TEE ALG AES CTR
TEE ALG_AES CTS
TEE_ALG_AES_XTS
TEE_ALG_SM4 ECB NOPAD
TEE ALG_SM4 CBC_NOPAD
TEE ALG_SM4 CTR
TEE_ALG_DES_ECB_NOPAD
TEE ALG DES CBC_ NOPAD
TEE ALG_DES3_ECB_NOPAD
TEE_ALG_DES3_CBC_NOPAD

o mode: I SRR

14.3.1.8 rk_set_padding

TEE Result rk set padding(crypto ctx t *ctx, int padding);

0 AR S 1 BB
BH

o cotx: FRAEA)H
o padding: S rk_padding t

14.3.1.9 rk_cipher_begin

TEE_Result rk_cipher begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo, TEE OperationMode mode) ;

Ihee
X BRI 4 BURR WA A R A
ZH

o ctx: #RAEAIN

o key: 4

o key len: HHHKE, A[FHalgo, SCRFMEAKERA AN

o iv: WAL IR E

o algo: HIERM, ZLHFFLLFEIE(OP-TEE VIIRAAN L RESME L)
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TEE ALG AES ECB NOPAD
TEE ALG_AES CBC_NOPAD
TEE_ALG_AES CTR
TEE_ALG_AES CTS
TEE ALG AES_XTS
TEE ALG_SM4 ECB NOPAD
TEE_ALG_SM4 CBC_NOPAD
TEE_ALG_SM4 CTR
TEE ALG DES_ECB NOPAD
TEE_ALG_DES_CBC_ NOPAD
TEE_ALG_DES3_ECB NOPAD
TEE ALG DES3 CBC_NOPAD

o mode: I B AR

14.3.1.10 rk_cipher_update

TEE Result rk cipher update(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

Thg
PRI 7y BURE RN BB AT g
S8

o cotx: BERAERIN

o in: FEANMAE BYH N EHE
e in_len: I NEHE K

o out: fir H HdfE

e out_len: ¥ tH &AL

14.3.1.11 rk_cipher_finish

TEE Result rk cipher finish(crypto ctx t *ctx, uint8 t *out, uint32 t *out len);

Th e
XSRS 73 BURE, S8 IR PR A
ZH

o ctx: HAEA
o out: fi th ##5
 out len: % th B

14.3.1.12 rk_ae_begin
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TEE Result rk ae begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t iv_len,
uint32 t add len, uint32 t tag len,
uint32 t payload len, uint32 t algo, TEE OperationMode

mode) ;

TheEE
AES-CCMBE{AES-GCME LM IE AR
S8

o ctx: HAEAA

o key: %4

o key len: HHIKSE, XFFl6, 24, 32

o iv: IR R

o iv len: HEKE

e add len: AES-CCMIT [fJADDK: &

o tag len: tagi/¥ (bit) , AES-GCMZ #7128, 120, 112, 104, 96; AES-CCM S £§128, 112, 96, 80, 64, 48,
32

o payload len: AES-CCMHY[¥payloadt &

o algo: 5Lk M, ¥ TEE ALG AES GCM, TEE ALG AES CCM

e mode: JIN % B AR L

14.3.1.13 rk_ae_update

TEE_Result rk_ae update(crypto_ctx t *ctx, uint8 t *in, uint8_t *out,
uint32 t in len, uint32 t *out len,

rk ae update type t is aad);

ThEg
AES-CCMERAES-GCMHZ:, Xt N IR AT iR 2%
S ¥

o ctx: BEAEAIAN

o in: By NNAAE A A N B R

e in_len: I ANHHEKE

e out: fi th##5

 out len: i th B &

e is add: /2 &5 H AAD(Additional Authentication Data)

14.3.1.14 rk_ae_{finish

TEE Result rk ae finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,
uint8 t *tag, uint32 t in len,
uint32 t *out len, uint32 t *tag len);

Th e

AES-CCME{AES-GCMHLE, 58 BN fF 35 8 1E o
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o ctx: BEAERIN

o in: RRALF KR JE — B A EHE
e in_len: YA E

e out: fi th ##5

o out len: i th B

o tag: fir HHHURE S X IH 7 W tag
o tag len: tag &

14.3.1.15 rk_gen_rsa_key

TEE Result rk gen rsa key(rsa key t *rsa key, uint32 t key len,
uint64 t public_ exponent) ;

TR
FEHLAE SRS A A FAEART .
S ¥

o rsa_key: R IRSA AR
e key len: RSABAIKE (7795) , £H32, 64, 96, 128, 192, 256, 384, 512
 public_exponent: 6%, FF3, 65537

14.3.1.16 rk_rsa_crypto

TEE Result rk rsa crypto(uint8 t *in, uint8 t *out, uint32 t len,
rsa_key t *key, uint32 t algo, TEE OperationMode mode) ;

b))
RSAMZE . fR2ZH . Wl rk_rsa begin/finish s,
S

o in: A

o len: IR K

o out: fiy HH & dE

o key: RSA%H]

o algo: RSAREIAFM, SCFFLAH

TEE_ALG_RSAES PKCS1 V1 5

TEE ALG RSAES PKCS1 OAEP MGF1 SHA1
TEE ALG RSAES PKCS1 OAEP MGFl SHA224
TEE ALG_RSAES PKCS1 OAEP MGF1l SHA256
TEE_ALG_RSAES PKCS1 OAEP MGF1 SHA384
TEE ALG RSAES PKCS1 OAEP MGF1 SHA512
TEE ALG_RSA_NOPAD

e mode: JNf#E# A3, TEE MODE ENCRYPT B{ TEE MODE DECRYPT
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14.3.1.17 rk_rsa_sign

TEE Result rk rsa sign(uint8 t *digest, uint8 t *signature, uint32 t digest len,
uint32 t *signature len, rsa key t *key,
uint32 t salt len, uint32 t algo, TEE OperationMode mode) ;
ke
RSAZ 4. 1642, Wnl{diH rk_rsa begin/finish B Se,
M

o digest: i ZAH

o signature: B4 K H B, BUE AR IR A5

o digest_len: FEKE

e signature_len: &2 A K

o key: rsa%iH

o salt_len: saltf) 7174, WSERAIER . WRAFE, salthkFS5ETRHEKAE
o algo: 5%, V£WGPD TEE Internal Core API Specification, Table 6-4

e mode: #3\, TEE MODE_SIGN Z{ TEE MODE_VERIFY

14.3.1.18 rk_set_sign_mode

TEE_Result rk_set sign mode(crypto_ctx t *ctx, unsigned int mode) ;

WERSAZ AR, ST HHE S4B B4 .
BH

o ctx: HAER)A

o mode: 4 s1GN DATA BIfHE SIGN DIGEST

14.3.1.19 rk_rsa_begin

TEE Result rk rsa begin(crypto ctx t *ctx, rsa key t *key,
uint32 t algo, TEE OperationMode mode) ;

Thae
RSANNE . il %4 . WAFILMYIGAERE.
ZH

o ctx: FRAEEIRN

o key: RSA%H]

o algo: FVRIHFAR N, AFEFmode L MalgoMNE, I
GPD_TEE Internal Core API Specification, Table 6-4

e mode: 535!, X ¥F TEE MODE ENCRYPT, TEE MODE DECRYPT, TEE MODE SIGN,
TEE_MODE_VERIFY
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14.3.1.20 rk_rsa_finish

TEE Result rk rsa finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len, uint32 t salt len);

Thag
£ rk_rsa_begin ZJEPATHIRSANNE . 5. 4. WEHIL.
ZH

o cotx: HAEAIN

o in: H A

o in_len: AR K

o out: fii th#¥s

e out_len: i &K &

o salt_len: saltif) 5= 74, MWSHZWTIEN)

14.3.1.21 rk_gen_ec_key

TEE Result rk gen ec key(ec key t *ec key, uint32 t key len, uint32 t curve);

ThEE
FEALA R ECCEEH R o
S5

o ec_key: A IIECCAFAEHXT
o key len: HHAKE (bit) , (K192, 224, 256, 384, 521
o curve: ECCHIZL, SCRFHIHIZN tee_api_defines.h

14.3.1.22 rk_ecdh_genkey

TEE Result rk ecdh genkey(uint8 t *private, uint8 t *publicx, uint32 t *publicy,
uint32 t algo, uint32 t curve,

uint32 t keysize, uint8 t *out);

TR
HEATECDH, Wi xf#r %41
S ¥

o private: ECCHAH

 publicx: ECCAEI XA AR

o publicy: ECCA%AY AL bR

 algo: XX ¥F TEE_ALG ECDH P192, TEE ALG_ECDH P224, TEE ALG ECDH P256,
TEE_ALG_ECDH_P384, TEE ALG ECDH P521

o curve: ECCHiZ, X f TEE ECC CURVE NIST P192, TEE ECC CURVE NIST P224,
TEE_ECC_CURVE NIST P256, TEE ECC CURVE_NIST P384, TEE ECC CURVE NIST P521

o keysize: PKEL (bit) , 3HF192, 224, 256, 384, 521

o out: i HH 0 FRE EH
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14.3.1.23 rk_ecdsa_sign

TEE Result rk ecdsa sign(uint8 t *digest, uint8 t *signature,
uint32 t digest len, uint32 t *signature len,

ec_key t *key, uint32 t algo, TEE OperationMode mode) ;

Thae
ECDSA%: % . WA H L. Walffif] rk_ecdsa begin/finish #E5LHL.
s

o digest: N M E

o signature: i S AAE, BN AR 2 1E

o digest_len: FEKE

e signature_len: 25 A K

o key: ECC#%4

e algo: X #f TEE ALG ECDSA P224, TEE ALG ECDSA P256, TEE ALG FECDSA_P384,
TEE_ALG_ECDSA P521

e mode: ¥ TEE MODE_SIGN, TEE MODE VERIFY

14.3.1.24 rk_ecdsa_begin

TEE Result rk ecdsa begin(crypto ctx t *ctx, ec key t *key,
uint32 t algo,TEE OperationMode mode) ;

Thae
ECDSAZH, . W2 SIEIIAI I A -
S8

o ctx: FAEAIM

e key: ECC#4H

e algo: X f TEE ALG ECDSA P224, TEE ALG ECDSA P256, TEE ALG ECDSA P384,
TEE_ALG_ECDSA P521

e mode: ¥ TEE_MODE_SIGN, TEE MODE VERIFY

14.3.1.25 rk_ecdsa_finish

TEE Result rk ecdsa finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

Th e
ECDSA%ZE 4 . WA H, MR ELATES, SRR, B4 EETRE.
ZH

o cotx: HAEAIN

o in: HHI ()47 2

o out: FIHMALE, BHEMANRRERE
o in_len: FEKE
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e out len: ZHHEKE

14.3.1.26 rk_sm2_pke

TEE Result rk sm2 pke(uint8 t *in, uint32 t in len, uint8 t *out,
uint32 t *out len, ec_key t *key,
uint32 t algo, TEE OperationMode mode) ;

TR
SM2hnas . fi##5., OP-TEE VIRAA iz,
S ¥

o in: AT NARE N AR R H A

o in len: AU K%

o out: fij & HE

e out_len: % th Hdi K FE

o key: SM2%:4H

o algo: Hi%, X¥FTEE ALG SM2 PKE

o mode: #3{, ¥ rEE MODE_ENCRYPT Ml TEE MODE DECRYPT

14.3.1.27 rk_sm2_dsa_sm3

TEE Result rk sm2 dsa sm3(uint8 t *digest, uint32 t digest len,
uint8 t *signature, uint32 t *signature len,

ec_key t *key, uint32 t algo, TEE OperationMode mode) ;

TR
SM225 4 8i 8625, OP-TEE VIMRAAR LR ZHE .,
S ¥

o digest: SM3 i Z

o digest len: SM3ZA A, [H 2 32

o signature: fii tH S A HAE,  BOE N A B0 UE 1 25 44 £ s
e signature_len: 2542 B K

o key: SM2% 4

e algo: Hi%, ¥ FFTEE ALG SM2 DSA_SM3

e mode: %4 TEE MODE_STGN B(Ji% TEE MODE VERIFY

14.3.1.28 rk_sm2_kep_genkey

TEE Result rk sm2 kep genkey(rk sm2 kep parms *kep parms, uint8 t *share key,

uint32 t share key len, uint8 t *conf out);

TiRE
T SM2ECDHE . OP-TEE VIMRAAN T R %1,

BH
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 kep parms: SM2E (5L, WEHAMFHAMBIAH
o share key: fii i ECDHbl} i X6 R 2 4

o share key len: share keyt &

o conf out: H TR )22 1% {5 B

14.3.1.29 rk_mac_crypto

TEE Result rk mac crypto(uint8 t *in, uint8 t *out, uint32 t in len,
uint32 t *out len, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo);

Thgg
MACT5H . WFE 2B, Al rk mac begin/update/finish M,
ZH

o in: FOAEE

e in_len: FINEHE KL

o out: it HdE

 out len: i th B

o key: MACH 4]

o key len: K E

o iv: WIRM R

o algo: MACHVEZEM, (OP-TEE VIMAASCHFSMELIL), TEE ALG_HMAC_MDS5,
TEE_ALG HMAC SHAl, TEE ALG HMAC SHA256, TEE ALG AES CMAC, TEE ALG HMAC SM3

14.3.1.30 rk_mac_begin

TEE Result rk mac begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo);

Th &g
MAC7 BB, PRtk
ZH

o ctx: BAEAIHN

* key: MACH 4]

o key len: BHHKE

o iv: WIAHIA

o algo: MACHVEZEA, (OP-TEE VIMAACHFSMFLIL), TEE ALG_HMAC_MDS5,
TEE_ALG_HMAC SHA1, TEE ALG_HMAC SHA256, TEE_ALG AES CMAC, TEE_ALG_HMAC SM3

14.3.1.31 rk_mac_update

TEE Result rk mac update(crypto ctx t *ctx, uint8 t *in, uint32 t in len);

Thae


af://n1521
af://n1543
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MACH BB, RS, HTiHEMAC,
S

o ctx: HEVEHIIA
o in: U AHHRE
e in_len: I ANHEKE

14.3.1.32 rk_mac_finish

TEE Result rk mac finish(crypto ctx t *ctx, uint8 t *in, uint8 t *mac,

uint32 t in len, uint32 t *mac_len, rk mac mode t mode);

Th e

MACH B, AN e — BRI EMAC, s A\ e — BRI AU IMACTHE, it AL 45
R

2%

o cotx: FAEAIR

o in: BJE B AEE

o in_len: AR K

e mac: ¥ mode=RK_MAC_ SIGN B#itHMACIH, 4 mode=RK MAC VERIFY Hf, fATURMACH
e mac_len: MAC{H MK JE

e mode: M. “mac”

14.3.1.33 rk_hkdf_genkey

TEE Result rk hkdf genkey(uint8 t *ikm, uint32 t ikm len,
uint8 t *salt, uint32 t salt len,
uint32 t *info, uint32 t info len,

uint32 t algo, uint32 t okm len, uint8 t *okm);

TR
HKDFZEIRA: R4
S

o ikm: A Y

o ikm_len: %G KE

o salt: Fy A\ f¥salt

o salt_len: salti &

* info: i Afinfo

e info len: infof& &

e algo: X #f TEE ALG HKDF MD5 DERIVE KEY, TEE ALG HKDF SHA1 DERIVE KEY,
TEE_ALG_HKDF_SHA224 DERIVE KEY, TEE_ALG HKDF SHA256 DERIVE KEY,
TEE ALG HKDF SHA384 DERIVE KEY, TEE ALG HKDF SHA512 DERIVE KEY

o okm_len: fii N JURAZ 25 FH K

o okm: JRAE K% HH
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14.3.1.34 rk_pkes5_pbkdf2 _hmac

TEE Result rk pkcs5 pbkdf2 hmac(uint8 t *password, uint32 t password len,
uint8 t *salt, uint32 t salt len,
uint32 t iterations, uint32 t algo,

uint32 t key len, uint8 t *out key);

B5) )¢
i#1d ¥ 72 ff)saltfliteration count A K password, JRAEZHH
Z¥

« password: i\ Y

e password len: # G K &

o salt: i A [fsalt

o salt len: salti& &

* iterations: i A [fiteration count{H

 algo: XX HF TEE_ALG PBKDF2 HMAC SHA1 DERIVE KEY

o key len: fii N BIURAE B K FE
o out_key: JRA [P H

14.3.2 HW Crypto API

14.3.2.1 rk_user_ta_cipher

TEE Result rk user ta cipher(rk cipher config *config, uint8 t *src, uint32 t

len)

Thgg
i FHAE 4 CryptodE AT I 2 1 55
S8

o config: HiEZH, A THERIERA., FiEEA, FHE
o sre: i N 2
o len: HIEIJE

14.3.3 TRNG API

14.3.3.1 rk_get trng

TEE Result rk get trng(uint8 t *buffer, uint32 t size);

Th e

SREUAEF RS
R 63, WERASCRZZL N, KR [FITEE ERROR_NOT_SUPPORTED.

SH
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e buffer: iR Bl ATEAFENLEL, buffer N 4725 A 2R A /N Fsize
o size: fFIREUBENLEK S

14.3.4 Derive Key API

14.3.4.1 rk_derive_ta_unique_key

TEE Result rk derive ta unique key(uint8 t *extra, uintl6 t extra size, uint8 t

*key, uintl6 t key size)

e

SR T — B TR Ay
BRI R S e N — B4, Ch B IR (] LA —
2%

o extra: FIAKE, HTIRA A E H) % HH
o extra_size: AN FHEK

o key: YRAHRAIEH

o key size: ZEHAKE

N

14.3.5 OTP API

14.3.5.1 rk_otp_size

TEE Result rk otp size(uint32 t *otp size);

ThEE
L 22 4 OTPH Protected OEM Zonek = K/,
S ¥

o otp_size: R [AIFFJOTP )& K/

14.3.5.2 rk_otp_read

TEE Result rk otp read(uint32 t offset, uint8 t *data, uint32 t len);

Thee
B2HL % 42O TP Protected OEM Zone (4 .
ZH

o offset: fFEZEHIOTP X I M1 B i Fo

o data: IR[PIJOTPEHE, dataPy A7 Z (AL ZIAS/NTlen
o len: FREEUKE
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14.3.5.3 rk_otp_write

TEE Result rk otp write(uint32 t offset, uint8 t *data, uint32 t len);

&g
B ¥E 322 4 OTP Protected OEM Zone.
23

o offset: 55 NF|OTP X 15 47 B w5
o data: 175 A F|OTPHI%
e len: datal&

15. FHR TR R

ARME J7 TrustZone

https://developer.arm.com/ip-products/security-ip/trustzone

GlobalPlatform & ™ :

https://globalplatform.org/

ZMEE T R CATF K APIZ % RS: TEE Client API Specification
TAJF X APIZ#% W #Y4: TEE Internal Core API Specification

DR At 2R 5 T 22 SCRY
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