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1. 5| &%

{Rockchip Developer_Guide Secure Boot Application Note EN.md)
{ Android Verified Boot 2.0)

{Rockchip Developer Guide Linux4.4 SecureBoot CN.pdf)

2. RiE

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB [#] root key H1%54 loader, uboot & trust f¥] root key 1%
ProductIntermediate Key (PIK): = [f] key, H/-1EH

ProductSigning Key (PSK): T2 [E14-1) key

ProductUnlock Key (PUK): i T84

# Fkeysr B, HATTWIA, W LARE (K key i it # X XU o

3. i

h—

AIA4H Rockehip ZAIGUES| SRR Pl L eI s SRS AT EMRE 5 e BMRK . 24tk
BB N AR, WMAEANMNZ e (OTP & efuse) FHEEEUA4YH hash, 5115 1A% hash X

th, 2B —3, AEAFHTHEEREM hash. SEEEMRLIE AR FEF S8, AR B2 E
1, THELE A ) hash 5% H SR 1 hash % H2& 75—

4. BAE IG5

B I 2 IR UE R SRR S8 A5 P B I B R AR SR, i BT DO X avb A5G SRR B
fifto ARANBUALE Alice [7] Bob LA EFE R, v 1 RIE(S BALIERI R VE, L, SEBIERIATT A
Ph, 7 EX LIRS BT R s LS 4, HRR i R

1. Alice #ERIFEALIL B FEE (W30

2. Alice X #U7 5 BT A IS, 53] — M5 B2,

3.Alice H] H CHIRABXHE B ZHEATINE S 2] Alice FIHT2E4, IR HESTE R b
4.Alice BENL™ A — NI, IF L # i EAGE IS BTN, B
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5.Alice | Bob [JASHXTWIA BENLS=AE BN B 84T N, R 5 (1) DES %813 [F) % 50— e fk ik 45
Bob;

6.Bob W3 Alice 14143 )25 SCAINES L 1) DES 2547, S5 B SRR NHINEE i) DES ZHET S, 15
2| Alice FEALFZAE I 254

7.Bob 85 HIBEHL# SRR 3 SCHEAT i, R RINISCII BB R, AR R RENL S I 77

8.Bob ] Alice [RIABART Alice RIEUTRE A BEATMEA, 15265 AW 2L

9.Bob FHAH Al A A5 SR WO B B A SCRREEAT — IR A ia B, 1930 — i fE B 22

10.Bob RS E A5 243 ZEAUH = AL BO5 B E AT LLES, R —B0 BRI 5 B BeA ss o

TR % /) DES Sk a) DUE e A Bk, I AES N SYE, ARVERSE AT DR A RSA Hyk, AR
T

Encrypted
Random
Sha256 . . : e Encrypted EOEMENY  (Plaintext+hash_si
Alice : Plaintext+hash o= (Plaintext+hash_si gned+pub_key)
ed+pub_key R = -
gned+pub_key) +Encrypted (random
Encrypted 2
nerypte .
Sha256 rivate i <h si
. UM Plaintextthash_sion Pegadegl Plaintext+hash_si ; . (Plaintext+ha '.1_ !
Bob: Plaintext _ \ gned+pub_key)
ed+pub_key gned+pub_key) + = -
= +Encrypted(random
random key

5. AVB

AVB 4 Android Verified Boot, ##IX T —E B RFAE, FEH TR boot system 55 [H £
Rockehip Secure Boot 515 L E 77 U AVB, S8l —E 585 1] Secure Boot 155 77 %

5.1 AVB 3 #5451

o TR

o TEREMERES:

o BEIERLRS

e persistent partition 3¢ 7

* chained partitions > ¥, A LAY boot, system 2EHAFAH—FL, HATLLH oem H CIRIFFAEH, (H4T
Hi PRK %544

5.2 key, [H {2544 Sk Ak
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#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin
permanent_attributes.bin 4= .

python avbtool make atx permanent attributes --output=permanent attributes.bin --

product id=product id.bin --root authority key=testkey prk.pem

o product_id.bin T EH CE X, 16 5, AMEA R ID & L.

R PUT 9 i boot.img, system.imgZ5 Android[&] {4 25 44 & vbmeta.img[t] 4= 1%, 7F Android 9.0 % L)
EIRARISDK Y C 2 5 B, A T s AE, VAR B 1§ S ] 5.7 Android SDK — MEiL 1 1]

boot.img %44 7~ :

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

VER : partition size 2 % /> L JE [H £F K 64K, K/NIEE 4K X 55, HA KT parameter.txt & L[5
X K/

sytem.img 2& 4 7~ 11 :

avbtool add hashtree footer --partition size 536870912 --partition name system --

image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem
A vbmeta 5 metadata.bin, - RHIUIT:

python avbtool make vbmeta image --public key metadata metadata.bin --
include descriptors from image boot.img --include descriptors from image
system.img --generate dm verity cmdline from hashtree system.img --algorithm

SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

i B ) vbmeta.img e 5 BIXS R )43 X, W1 vbmeta 431X o

JBid SecureBootTool 4 Ji% PrivateKey.pem F PublicKey.pem.



EA cecureBootTool v1.0 ﬁ

Cheeclr Z1zn File

Basic Function hdvanced Function
[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader ]
[ Load Eey ] Chip: [ Sign File ]
: : |  Sign DIE File |
i
[ Sign Firmware ] [Clear Info]
[ ]

S1gn:Hard SHA:little P55:disable

INFD:Start to sign file (uboot. img).
INFD:Sign file succeed, Blapsed (312 05

b

%} permanent_attributes.bin 472544

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin s& %4 R4 1) 22 NIEEHE, B 7 ZHS T hash 3 efuse B OTP, B'& %4
AT 1 22 45 E (pre-load) « HIT rockchip “F & KK efuse A5 &, FTLA permanent attributes.bin H56;
UE B AT 1)~ 8 ipermanent_attributes.bin (IE AT IME. X FHOTPINF &, ZaFIE=H L%,
2> FL$ )¢ 5 permanent_attributes.bin ff] hash %] OTP.

HAF- G efuse 5OTP S FFIG L :



S efuse oTP

k3588 v
k3568 v
k3566 v
k3399 v
k3399 v
k3368 v
k3328 v
k3326 v
k3308 v
k3288 v
k3229 v
k3126 v
k3128 v

efuse 75 pub_key 5 :

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

OTP V-5 pub _key 5

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BAEAVIRE:



4 Publickey.pem

SecureBootTool

2 PrivateKey pem avbtool

permanent_attri
Product ID avhtool butes_cer.bin

permanent_attri
butes bin

pik_certificate. bi
n

avbtool

metadata. bin

sk_certificate. bi
n

N -

boot.img vbmeta.img

5.3 AVB lock

fastboot oem at-lock-vboot

H{ATHEN fastboot W, fastboot Ay 4> 3 Fr & .

5.4 AVB unlock

H A Rockchip K A% 2 A0, 7 BEAEXT M ¥l defconfig N s N
CONFIG_RK AVB LIBAVB ENABLE ATH UNLOCK=y

%I fastboot oem at-unlock-vboot it 1] A#EH X %, JH 314 vbmeta.img, boot.img It 23 s 3
RS
A, TR PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem
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unlock_credential.bin A % T & BB AMBUIES, HA SO

python avbtool make atx certificate --output=puk certificate.bin --
subject=product id.bin --subject key=testkey puk.pem --
usage=com.google.android.things.vboot.unlock --subject key version 42 --

authority key=testkey pik.pem

ML HE unlock credential.bin, fiH] avb-challenge-verify.py JIASREL unlock credential.bin, 4T T 5
2 3KHL unlock_credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --
unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
B 2 n] DIAEIE Fhid I fastboot A4 F B4, MBI, fastboot A2 Wl :

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

Ja OTP B Bt i fe -

U-Boot Trust OS5 Generate data with avbtool Operation on PC

Enter fastboot

Open terminal
mode

Load
permanent_attribut permanent_attribut
from RPMB es.bin

utiry partition

- f———avbtool

Get permanent
. fastboot oem at-

c +
attributes get-vboot-unlock-

challenge

sha256

avbtool
Load

attributes
correct?

signature
correct?

YES

permanent_attribut

permanent_attribut
es_hash

unlock_credential.bi

raw_unlock_challen %
<

ge.bin

fastboot get_staged
raw_unlock_challen
ge.bin

Generate

unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

fastboot oem at-
unlock-vboot

Unlock success




)5 efuse & fRBIFE :

U-Boot Trust OS Generate data with avbtool Operation on PC

Enter fastboot
mode

Open terminal

Load
permanent_attribut permanent_attribut
es.bin from RPMB es.bin
Get permanent or security partition
attributes,
certificate and pre- rsa2048
load pub_key

- ———avbtool

fastboot oem at-
get-vboot-unlock-
challenge

Load avbtool

permanent_attribut
es_cer.bi
RPMB or
attributes partition fastboot get_staged

correct?

e lock d Lb G
q unlock_credential.bi enerate
unloc.k_(.redentl - unlock_credential.bi

al.bin T

. e fastboot stage
& k—('E i n‘\(_at unlock_credential.bi
correctg n

raw_unlock challen %
. <
ge.bin

fastboot oem at-
unlock-vboot

Unlock success

signature o

correct?

SR ER R R
1. B4 3EN fastboot 7, H AN v A\

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

PAFIRA . Product Id 5 16 75 IRANL A 4, HUHBEHLEE A unlock_challenge.bins
2. ffiFH avbtool ZE i unlock credential.bin, Z*%make unlock.sh.
3. F S AR

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

R W RARE—HA T3 — Rk fastboot fEx0IRAS, TEULHIRIAREWT .. L. )G, BN
BRAIMoTE, WRAEES RN, R, Pl BHE, SSREENREE, Bk
challenge signature 4= [K A BEHLECA VL L 2

WIS -



CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP_ OTP=y

W28 CPUID £ A challenge number, 1fii CPUID s& SHLEFULECR, FIEASENFRAINER, AT
unlock credential.bin A] AEE Z i . 4 % H & 4 iiunlock challenge.bin, ffill{Funlock credential.bin?]F
B HIRBRBUP RN

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

4. BABEAMRUURES, THIRMBL.

make_unlock.sh 5%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
avb-challenge-verify.py Jii%

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv([2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb')
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge data[0]))
if (product id hash != challenge data([4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:
challenge random file.close()
if name == "' main ':

challenge verify ()

5.5 U-Boot f#i &

FF /8 avb 75 2 trust SZFF, 752 U-Boot 1E defconfig 34 H L &

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE V1=y

CONFIG OPTEE ALWAYS USE SECURITY PARTITION=y // Z&HIEFiEHsecuritysX

CONFIG_OPTEE VI: &M F&H 312x,322x,3288,3228H,3368,3399.
CONFIG_OPTEE V2: @&HF &4 3326,3308.

CONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION: 4 emmc [¥] rpmb ANGEF], 7 FFixA%, BR

AT,
avb JF i 75 BAE defconfig SCA/FHHIC & -

CONFIG_AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG_AVB LIBAVB ATX=y
CONFIG _AVB LIBAVB USER=y
CONFIG RK_AVB LIBAVB USER=y

// BRI ik, FHIEFRNIEF avB 5 A/B R, PIAMRHER DL TR H .

CONFIG ANDROID AB=y //IXIHF A/B
CONFIG_ANDROID AVB=y //IXA(FF AVB

// FHZEANNE efuse WIFEEH
CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// N % T E™Munlock &5 I g +T

CONFIG RK AVB LIBAVB ENABLE ATH UNLOCK=y
/] ZRERETTH
CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y
// MR FEcpuidff Nchallenge number, HJEPLFZE
CONFIG MISC=y

CONFIG_ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

5.6 kernel 1514

kernel 58012 2 &E FH T Android9.0f 2%, Android10 % LA F R A kernelE7r LEB I, A AR ]

g8

system, vendor, oem %4} [X [R5 H kernel (1) dm-verify FEEUINERRE S, B DARR B GEZ AR B

ffifiE AVB T 2AE kernel dts FECE 240 avb, ST

&firmware android {

XHR M E
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compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {
compatible = "android, vbmeta";
parts = "vbmeta,boot,system,vendor,dtbo";
}i
fstab {
compatible = "android, fstab";
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4d";
mnt flags = "ro,barrier=1,inode readahead blks=8";

fsmgr flags = "wait,avb";

f§iGE A/B system 75 ZfiC & slotselect 8, ZHUTF:

firmware {

android {

compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android,system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt flags = "ro,barrier=1, inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "extd";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";

}i

5.7 Android SDK — Y47 & 15 AH
5.7.1 AVB Enable

Xt ¥ Android 9.0 % UL _ERRAISDK, [E #F(Fk MiniLoader/uboot/trust ANMEL MR O EERN, R FHE
fiift BOARD AVB ENABLEJit & #fPSK K metadata.binRfl 7] . B} 3£ 75 ZL/E {/R f{iBoardConfig.mk ({3 41:
device/rockchip/rk3326/BoardConfig.mk) H1 ¥ & LA N =M%
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BOARD AVB ENABLE := true

BOARD AVB METADATA BIN PATH := path/to/metadata.bin
BOARD AVB KEY PATH := path/to/testkey psk.pem
5.7.2 A/B system

XA A 2K

e A/B RGWIIE XA E

© AB OTA UPDATER := true

© AB OTA PARTITIONS := boot system vendor
© BOARD BUILD SYSTEM ROOT IMAGE := true
© TARGET NO RECOVERY := true

o BOARD USES RECOVERY AS BOOT := true

© PRODUCT PACKAGES += update engine update verifier

o A/B RAGAIUEE XA E

© PRODUCT PACKAGES DEBUG += update engine client

o A/B RAGAREE XM E

© BOARD RECOVERYIMAGE PARTITION STIZE
© BOARD CACHEIMAGE PARTITION SIZE
© BOARD CACHEIMAGE FILE SYSTEM TYPE

5.8 CMDLINE 3 A &

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000~-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e 4172683£0d6b6085c09f6cel65cf152fe3523¢c89
10 restart on corruption ignore zero blocks use fec from device
PARTUUID=b2110000-0000-455a-8000-44780000706f fec roots 2 fec blocks 130000

fec start 130000" root=/dev/dm-0 androidboot.vbmeta.device=PARTUUID=£24£0000-
0000-4e1b-8000-791700006a98 androidboot.vbmeta.avb version=1.1
androidboot.vbmeta.device state=unlocked androidboot.vbmeta.hash alg=sha512
androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall91545c645e2ac9cc7cal8b3dala2e3115af£479d
2df6lfeaccdd35b6360cfa936£f6£f4381e4557e£f18e381£4b236000eb6ecc9adadlledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

ESEERVILEDIRE €

1. A4 4%i$ vbmeta 1) PARTUUID? K A# £/ )5 2248 ] vbmeta hash-tree (1G240, 75 % kernel F %
46—k vbmeta, digest A androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk & JGFT {4 E] boot.img &, 7E A/B system ', ramdisk s&¥ A 7T E 3
boot.img, cmdline 5 ZALHIX NS4

3. root=/dev/dm-0 F )5 dm-verify, 8 5Esystem.

4. androidboot.vbmeta.device_state: android verify K7

5. androidboot.verifiedbootstate: 25545 R .

green: Ifin LOCKED state and an the key used for verification was not set by the end user.
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yellow: Ifin LOCKED state and an the key used for verification was set by the end user.

orange: If in the UNLOCKED state.

X B 455368 — T dm="1 vroot none ro...... "SR
avbtool make vbmeta image --include descriptors from image boot.img --

include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool 2= vbmeta B, X system [ 44 fli--generate_dm_verity cmdline_from_hashtree EJ 7] . dm="1 vroot
none ro...... "X SE(E B R R vbmeta. IXE A HEH, RS X AR F bootimg, LI INIZS

Android SDK JTJ§ BOARD AVB_ENABLE £:{{"iX ££15 B N %] vbmeta /A .

6. 7 X =%

HrH N vbmeta 73 X 5 security 471X, vbmeta 73 X fEAifi [ LI A5 ., security 73 X AAA 035 i 1) 22 44
i o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (tr
ust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource),0x00010000@0x000
12000 (kernel) , 0x00002000@0x00022000 (dtb), 0x00002000@0x00024000 (dtbo) , 0x00000800Q0
x00026000 (vbmeta) , 0x00010000@0x00026800 (boot),0x00020000@0x00036800 (recovery), 0x0
00380000@0x00056800 (backup),0x00002000@0x0008e800 (security), 0x000c0000@0x00090800 (
cache) , 0x00514000@0x00150800 (system) , 0x00008000@0x00664800 (metadata), 0x000c0000@0
x0066c800 (vendor) ,0x00040000@0x0072c800 (oem) , 0x00000400@0x0076c800 (frp) , -
@0x0076cc00 (userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 77 [X & X 5%


af://n316

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot _a), 0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x0000d000 (vbmeta a),0x00001000@0x0000e000 (vbmeta b),0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (oem _b) ,0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

7. fastboot iy 2 3 #F

U-Boot I a] LLidE L 4 N\ fir &3t N fastboot:

fastboot usb 0

7.1 fastboot 3 f5r iy 2 UG

[-

fastboot flash < partition [ < filename > ]
fastboot erase < partition

fastboot getvar < variable | all

vV V V V

fastboot set active < slot
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem fuse at-rsa-perm-attr
fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot ocem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge
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fastboot oem at-reset-rollback-index

7.2 fastboot E.{4{d

1. fastboot flash < partition > [ < filename > ]
Dheg: HXES.
f:  fastboot flash boot boot.img

2. fastboot erase < partition >
Theg: #ERPIX.
%44: fastboot erase boot
3. fastboot getvar < variable > | all
Thag: FRIZER
Z4f: fastboot getvar all (GREUKA&ATHEE)

variable & W] DL 25

version

version-bootloader
version-baseband

product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b >

at-attest-dh
at-attest-uuid

at-vboot-state

fastboot getvar all 2551 :

/*
/*

/*
/*
/*
/*
/*
/*
/~k
/*
/*

/*
/*
/*
/*
/~k
/*
/*

fastboot RRAS */
U-Boot hiA */

FERER </

s */

REHRZERE */

fastboot XHFHRIFEHIE KT */
WP </

BRI */

XA«

TX KA */

B LockIRE *

slot #H */
BEslotNEREHZIXHE */

BT Esfslot */

T % B M slot, TENE Hname */
HE X ER IEFREEE) L~/

BH 5 X2 54 B Hunbootable */
BE XM retry-countik# */

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

(bootloader) version:0.4

(bootloader) version-bootloader:U-Boot 2017.09-gc277677

(bootloader) version-baseband:N/A
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(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
( )

bootloader

product:rk3229

serialno:7b2239270042£f8b8

sSecure:yes

max-download-size:0x04000000

logical-block-size:0x512

erase-block-size:0x80000

partition-type:
partition-type:
partition-type:
partition-type:
partition-type
partition-type
partition-type:
partition-type:
partition-type
partition-type
partition-type
partition-type
partition-type
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:

unlocked:no

bootloader a:U-Boot
bootloader b:U-Boot
tos_a:U-Boot
tos_b:U-Boot

:boot a:U-Boot
:boot b:U-Boot

system a:ext4

system b:ext4

:vbmeta a:U-Boot
:vbmeta b:U-Boot
:misc:U-Boot
:vendor_ a:extd

:vendor b:ext4

oem bootloader a:U-Boot
oem _bootloader b:U-Boot
factory:U-Boot

factory bootloader:U-Boot
oem a:ext4

oem b:ext4

userdata:ext4

bootloader a:0x400000
bootloader b:0x400000
tos_a:0x400000

tos b:0x400000

boot a:0x2000000

boot b:0x2000000

system a:0x20000000
system b:0x20000000
vbmeta a:0x10000

vbmeta b:0x10000
misc:0x100000

vendor a:0x4000000

vendor b:0x4000000

oem bootloader a:0x400000
oem bootloader b:0x400000
factory:0x2000000

factory bootloader:0x1000000
oem a:0x10000000

oem b:0x10000000
userdata:0x7ad80000

off-mode-charge:0

battery-voltage:Omv

variant:rk3229 evb

battery-soc-ok:
slot-count:2

has-slot
has-slot:
has-slot
has-slot:
has-slot
has-slot

:bootloader:

no

yes

tos:yes
:boot:yes
system:yes
:vbmeta:yes

:misc:no



bootloader) has-slot:vendor:yes

bootloader) has-slot:oem bootloader:yes
bootloader) has-slot:factory:no

bootloader) has-slot:factory bootloader:no
bootloader) has-slot:oem:yes

bootloader) has-slot:userdata:no
bootloader) current-slot:a

( )
( )
( )
( )
( )
( )
( )
(bootloader) slot-suffixes:a,b
( )
( )
( )
( )
( )
( )
( )
( )

bootloader) slot-successful:a:yes
bootloader) slot-successful:b:no
bootloader) slot-unbootable:a:no
bootloader) slot-unbootable:b:yes
bootloader) slot-retry-count:a:0
bootloader) slot-retry-count:b:0
bootloader) at-attest-dh:1:P256
bootloader) at-attest-uuid:

all: Done!

finished. total time: 0.636s

4. fastboot set_active < slot >
Difig: WEHEF M slot
%44: fastboot set_active a
5. fastboot reboot
Theg: HEBE, LHRD)
254§ fastboot reboot
6. fastboot reboot-bootloader
Difg: %, #E fastboot Fx
%44: fastboot reboot-bootloader
7. fastboot flashing unlock
ThRg: MBUR%, RS
254§ fastboot flashing unlock
8. fastboot flashing lock
Dhee: BUER%, ZEIERE
%44: fastboot flashing lock
9. fastboot stage [ < filename > |
hig: FEREIEBIE MmN AT, WARGHEE CONFIG_FASTBOOT BUF_ADDR
24451 :  fastboot stage permanent_attributes.bin
10. fastboot get staged [ < filename > |
I AN & R A E
Z445: fastboot get staged raw_unlock challenge.bin
11. fastboot oem fuse at-perm-attr

ThEg: %25 permanent attributes.bin /& hash



244§ fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
12. fastboot oem fuse at-perm-attr-data
Ihfg: HRE permanent attributes.bin 2|4 (A% X 5 (RPMB)
24451 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

13. fastboot oem at-get-ca-request
14. fastboot oem at-set-ca-response

15. fastboot oem at-lock-vboot
Difg: Bl R®
2544 fastboot oem at-lock-vboot
16. fastboot oem at-unlock-vboot
hfig: AP, BLSCHF authenticated unlock

%445 : fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin

/make unlock.sh (i, make unlock.sh %)
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
17. fastboot oem fuse at-bootloader-vboot-key
IIfE: $E5 bootloader key hash
Z445]: fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
18. fastboot oem format
Diag: EEE A X, 2 XAF BARIT Spartitions
2445 : fastboot oem format
19. fastboot oem at-get-vboot-unlock-challenge
DJfE: authenticated unlock, 7FZ3K1F unlock challenge £ ¥
2461: 2 I 16. fastboot oem at-unlock-vboot
20. fastboot oem at-reset-rollback-index
Uifig: EAL A rollback H#
Z4f5: fastboot oem at-reset-rollback-index
21. fastboot oem at-disable-unlock-vboot
ThEE: i fastboot oem at-unlock-vboot Ay 422K

Z445): fastboot oem at-disable-unlock-vboot



8. [H 4S5 (windows)

 BEEFTATE w258 Sew
THER |FEE | SR
BE g .

2 |7 000000000 Parameter | E:\REAVPEIO&REIZZE\ImagehImage'param. . .

3 F Oz 00004000 Tbaot T:'codeu-boot-backupiubeot. img

4 |[v | 0x0000BODO trust T heodeu-boot—baclmp'itrust. img

5 |[ | oxoooosooo Mizc E: WRENPEI0&REI3Z6  ImazehImaze'mize. img

& |[ | 0x0000ES00 Eoot E: “RENPXI0&REI3Z6  ImagzehImagze \boot. img

T |7 ox0o001ES00 Recowary E: WREAPEI0&RES326 Imagze Image \recow. . .

g I_ 0x=000E3500 Swstem E:“REENPHI0SREIZE6\ Image ' Inage i syste. | .

9 I_ 0x=003C0800 vendor E:\REENPHI0SRE3IZZ6\ Image ' Image \vendo. | .

10 |_ Ox00430500 aem E: “\REENPXI0&FRE3326 Image Inage i oem. img

11 |[ | oxoooocooo dtho E: WRENPEI0&REI3Z6 ImazehImaze i dtbo. img

1z |[ | ox0000EQOD wvhmeta E: WRENPEI0&REI3Z6  Imagze Imaze ivbmet. . .
Losder Ver:1.07 | $MT | | Mk | | #EHEx || @

| TH R &

A/B System %25

L BEEFETE V258 Ceew

THER |HeEY | Emh

= BT -
0x00000000  Loader  E:\RE\PM3DARKI3ZE\rk3326-ab\firmwar...

z |[v | 0x00000000 Parameter | E:\BEEA\PXSO&BEIIZE'\rk3326-abhrk33Z6-. ..

3 F 0x00004000 | bootloader_a Z:'codein-boothuboot. img

4 F 0x00008000 | bootloader b | Z:hcodehu-bootiuboot. img

5 F 000003000 tos_a Z:hcode'u-boothtrust. img

=] F Oz0000A000 tos_b Z:hcode'u-boothtrust. img

7 || | 0z0000DO0O boot_a T wk3326-andr ol dhroclkdevh Imaze—rld. | .

g |[v | 0x0002D000 boot_hb T wk3326-andr ol dhrocldevh Imaze—rkd. | .

9 |[T | ox0004ECO0 system_a T hwrk3326-androidhroclkdevh Imaze—rld. | .

10 I_ 0x=0032EQ00 system_b T hwrk3326-androi dhrocldevh Inaze—rld. ..

11 I_ 0==00682E000 wendor_a Z:\rl332R-andr ol dhrockdevi Image—rl3. | .

12 I_ 0=00T2EQ00 wendor_b I \rl3328-andr oi dhrockdev i Image—rl3. . .

13 F 0z005CA000 | oem " T rle3388-andr oi dhroclkdevh Image—r1e3326_evboem.

Loader Ver:i1.05 | BT | | | | #Esme || &=

BTHEA &
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9. MaskRom verified

2 {Rockchip_Developer Guide Secure Boot Application Note EN.md)

HASH in OTP

MASKROM

.

Get Public Key

HASH(SHA256) of public
key

Get raw hinary of first
loader

HASH(SHAZ256) of raw
binary

o

YES
( Loading first Ioader) Y

Boot failed

Get digital Signature

:

RSA2048 encryption |«

MATCH? 4

10. Pre-Loader/SPL verified

Rockehip H B 28 —Ztloader i P FH B4, — N2 FYEFminiloader, 53—/ /ZU-Boot SPL, 1% F [& £

BRI T A —FE . 2T &SRB T

»| Boot failed |
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B

k3588
k3568
k3566
k3399
k3399
k3368
k3328
k3326
k3308
k3288
k3229
k3126

k3128

miniloader

S N N U N U SN

SPL

FARRFEVEN (Rockchip Developer Guide Secure Boot Application Note EN.md)

Get Public Key
from first loader

HASH(SHAZO6) of
public key

HASH in OTP

vpo

|

Get raw binary of
uboot

Boot failed

Get digital Signature ‘

binary

HASH (5HAZD6) of raw

h J

(:Loadiﬂg ubuot:>

SPLAZ G AL FE :

b

RSA2048 encryption

F

A Boot failed



public
SPL dtb

ify succe ssfully? Mo

Getimages hash
from Info canfig

Is the image s hash

nl

matchr

process

11. U-Boot verified

OTP & &R TAE:
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Is vbmeta head correct?

Trust Zone

permanent_attribute
s.bin

perm_attr
hash

Is perm-attr correct? Fail

m—b Verify pik_cer & psk_cer

Is match psk_pub in
Vbmeta.img?

Is Vbmeta.img correct?




efuse ¥ AL IR IR

Load boot.img
caculate its hash

s it consistent with thé
decrypted hash?

Boot Kernel




Pre-load
pub_ key

Is vbmeta head correct?

Trust Zone

permanent_attribu
tes cer.bin
permanent_attribute
s.bin

Is perm-attr correct? Fail

m—b Verify pik_cer & psk_cer

Is match psk_pub in
Vbmeta.img?

Is Vbmeta.img correct?




Load boot.img
caculate its hash

s it consistent with thé
decrypted hash?

Boot Kernel

12. RERE JE )

-
System

Kernel

cmdline: androidboot verifiedbootstate=green

androidboot. slot_suffix=_a " root=/dev/dm-0 -=----

uboot

A5 8h3 kernel, kernel 1 5GM#NT U-Boot 14 1] cmdline 241, il R4t )3 82 S M A dm-verify, 28
JE I#EE M system [ fs_mgr k%5 . fs_mgr #K# fsmgr flags MISHORE INELE £F, [E 1 hash & hash

tree {7/ T vbmeta.img. TEH U FSHL:
avb: ffH avb 77 XN g 75 X

slotselect: %4> X4 A/B, JN#k < {# H £ cmdline #7"androidboot.slot_suffix=_a"iX M2,

13. 2 T linux 55 ) AVB #:1F J 56 iF I F2
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13.1 BRI FE

1. AR R [ A
2. {# ] SecureBootConsole £ % PrivateKey.pem 5 PublicKey.pem, LH A 1k sign tool, fr& Ul F:

rk sign tool cc --chip 3399
rk_sign_tool kk --out

3. load key

rk sign tool 1k --key privateKey.pem --pubkey publicKey.pem
4. %4 loader

rk sign tool sl --loader loader.bin

5. 2544 uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

6. avb B [E A HES: HEAZT I temp.bin, 16 F 51 product_id.bin, FFZ4 1] boot.img, AT FFIML
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin --
product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

A A vbmeta.img, permanent attributes cer.bin, permanent attributes.bin.
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BRIk A4 | bootimg......

7. B S

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img

rkdeveloptool ] BAZF https://github.com/rockchip-linux/rkdeveloptool

8. 55’5 permanent attributes_cer.bin, permanent attributes.bin

HOTPFH:

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

A efuse -5

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

9. efuse %25 (efuse L E H AT R windows iliA) , HEFAFE N loader, HFEXTM MW, HdiEsh
5.

W EfuseTE v138 ==

@ B @ = |m\‘§§iﬁé‘ o |

Eik: (- \code'\u-boot \rk3399 loader v1.16. 115. bir Bl A -
LoaderhR#: 1. 15

i {2 B :RE330C

0 BEFE BEsE (] FHEER
= B BaEE
=58 RootHub20

& Portl]

& Port[2]

s Port[3]

<& Port[4]

& Port5]

& Port[6]

-+ Port[7]

& Port[g]

C-e RootHub20 m

B4 Portl] Hub 4

L& Port[1]

& Port[2]

& Porti2]
]
1

»

m

s Port[4]
-+ Port[5
s Port(5]
N -G Port[2] - hd

KRR
L BRI, FRUSER O RS, TEETREFERBED. iR FEUsERD. mith: 00000
2 AR ETHE, BT EABABEAEAT—A.

3 HBIIE t, I, BARE, TS, FEHIGEE.

1 AREE, BNULFEEEET, AWMU BEERT. STy 00000
5. AR RESEANERPRT, FALNEESHLNRERET.

£ 00000



https://github.com/rockchip-linux/rkdeveloptool

10. OTP “F-& loader public keyké'5

22 (Rockchip-Secure-Boot-Application-Note.md )

VER: WRS —oader2SPL, [ 24 e, H2%
{Rockchip_Developer_Guide_UBoot_Nextdev_CN.md}) [ fitZ 75,

13.2 IS UE A FE

to-do.
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