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1. BEA

OTP NVM (One Time Programmable Non-Volatile Memory), B[R R]4mfE—IRMHAES KA, 1E XS EE,
FLASH f#i&m] ZIR185

OTP X K EX R N X (Secure OTP) FIIEZ4X (Non-Secure OTP) , FEZEMHHE (HE0U-
Boot, UserSpace) AJ AEIZIZENAEZ £XEE, (HRELNERERE 22 XEHE, —RBUEEIRA 27
FLeXiE, RAEZeMHAE (FHliiMiniloader/SPL, OP-TEE) A] ABE #1535 % 2XIHOTP,

KTz et FAAE L 2 TS Y K TrustZone FITEERTIR, Hi71E2%
{Rockchip_Developer_Guide_TEE_SDK_CN.md) { ARM & /7% #l,

2. Non-Secure OTP

RK *F-& Non-Secure OTP —ftH TAFiE ARSI IE—FS CPUID 9§ RK AAHEUE, IXEHHREL
EFFEESE Ao

Ki#h7r RK *F-& Non-Secure OTP XA Tl OEM X, Fr ANZIKEN (R IR L, NMEAth s
DO

{XHR 7> RK F-& Non-Secure OTP HTil#H OEM KIR(ZSH U T LFHFEHIER), WEIRSHEAEE M,
Fi R ARG EE R, tean: FAIE, MAC bk, PEAMEES, FPANE ARSI E APL K OEM
XIS TS

=
2.1 PR
Platform OTP_OEM_OFFSET RANGE TOTAL SIZE
RV1126/RV1109 0x100 0x100 ~ Ox1EF 240 Bytes

2.2 ik

OEM Read

/%
* @offset: offset from oem base
* @buf: buf to store data which read from oem
* @len: data len in bytes
*/
int rockchip_otp_oem_read(int offset, char *buf, int 1len)

{
int fd = 0, ret = 0;

fd = open("/sys/bus/nvmem/devices/rockchip-otp@/nvmem", O_RDONLY);
if (fd < 0)
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return -1;

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK SET);

if (ret < 0)
goto out;

ret = read(fd, buf, len);
out:

close(fd);

return ret;

OEM Write

1, $% OEM Write HT#ETHRZERES TR, HAZBRIRT

int rockchip_otp_enable_write(void)

{
char magic[] = "1380926283";

int fd, ret;

fd = open("/sys/module/nvmem_rockchip_otp/parameters/rockchip_otp_wr_magic",

O_WRONLY) ;
if (fd < 0)
return -1,

ret = write(fd, magic, 10);
close(fd);

return ret;

2, HAREIER NS TR EATINTE, BT N REbRICE R7, AN SRS R E S IRER

JEERL,

/*
* @offset: offset from oem base,
* @buf: data buf for write

MUST be 4 bytes aligned

* @len: data len in bytes, MUST be 4 bytes aligned

*/

int rockchip_otp_oem_write(int offset, char *buf, int 1len)

{
int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */

if (len % 4)
return -1;

fd = open("/sys/bus/nvmem/devices/rockchip-otp@/nvmem", O_WRONLY);

if (fd < 0)
return -1,

ret = lseek(fd, OTP_OEM_OFFSET + offset, SEEK_SET);

if (ret < 0)
goto out;



ret = write(fd, buf, 1len);
out:
close(fd);

return ret;

Demo

1, OEM X3 w20 EE A 0~ 15

void demo(void)

{
char buf[16] = { 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15 };
int ret = 0;
ret = rockchip_otp_enable_write();
if (ret < 0)
return ret;
rockchip_otp_oem_write(0, buf, 16);
}

2, JEJF OEM Read 53 hexdump ¥ EELR, W NNEBLHLSEE OEM XIBEWE

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp@/nvmem

00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37 00 00 00
00000010 00 00 00 00 10 25 16 12 2f 0e Of 0O 08 00 00 00
00000020 00 OO0 00 €O Oa ed® OGa 1le 0O OO OO OO GO OO OO OO
00000030 OO0 00 OO0 OO OO OO0 OO0 GO 06O OO OO0 00 OO0 GO 060 00

*

00000100 00 01 02 03 04 05 06 07 08 09 Oa Ob 6¢c 6d Ge OF
00000110 00 0O G0 OO0 00 0O GO GO0 060 00 00 0O 00 60 00 00

*

000001e@ OO0 00 0O GO OO OO0 OO GO 00 GO 60 00 0O GO 00 00
000001f0 00 00 00 00 OO GO GO GO Of 00 00 00 00 00 00 00

3. Secure OTP

Secure OTPH i B Z Fi R [FIFOEM ZonelX 385 FH DATH: & FH P AN [R] A4 FH 755K

3.1 OTP Map For OEM

THIEAEFNZE L T % OEM $HETE Secure OTP Y AHIMEFAIKCEE, PAF i R BA LT,
Hior%%E NDA W P OTP JRahIRM, RIAZ% RIS HITEERSCIIRS OEM BErIi% M,

EHxtiA OTP WEhIRIEHIMF,  Rockehip $2#E T2 OEM iy, WP IDAERIAA, #ZOPNE
Bz E OEM #dEfmistist, AP LR E ML, HFEESS0D OEM BRI ERIA], 41751H
2% J54% "Protected OEM Zone" "Non-Protected OEM Zone" "OEM Cipher Key" &7,
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. Secure Non-
Public Protected

Boot Protected OEM
Platform Type Key OEM .
Enable OEM Cipher Key
Hash Zone
Flag Zone
Key0: 512;
Key1l: 544;
RK3566/RK3568/RV1106 Offset 144 128 672 448
Key?2: 576;
Key3: 608
Key0-3: 16
RK3566/RK3568/RV1106 Length 64 1 224 64
or 24 or 32
Key0: 160;
Keyl: 192;
RK3588 Offset 2496 32 512 2112
Key2: 224;
Key3: 416
Key0-3: 16
RK3588 Length 64 1 1536 64
or 24 or 32
Key0: 192;
Key1: 224;
RK3528/RK3562 Offset 384 32 576 704
Key?2: 256;
Key3: 288
Bit[0- Key0-3: 16
RK3528/RK3562 Length 64 128 32
3] or 24 or 32
PX30/RK3326/RK3308/RK3358 Offset 16 0 328 264 Not Support
PX30/RK3326/RK3308/RK3358 Length 32 1 64 64 Not Support
Key0: 224;
Not Key1: 256;
0
RV1126/RV1109 Offset 16 0 1088 Key2: 288;
Support
Key3: 320;
Key_fw: 80
o Key0-3: 16
0
RV1126/RV1109 Length 32 1 2048 or 32;
Support
Key_fw: 16
3.2 Protected OEM Zone

1ZOEM Zone X121 TEOP-TEE 0S_L Y& £ Trust Application(TAN ) A, IEZetHFITCIRER
5 1ZO0EM ZonelX3%, AHRFELAEZ 2t LAY BUREHRE R IEHIZ0EM Zone[ X8, RK3588°F &L
F#K 1] Protected OEM Zone %55 WGE, —HXMHREIRE, KICiEFRES Protected OEM Zone,

3.2.1 XFFEH
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Platform Protected OEM Zone Length Support Write Lock

RV1126/RV1109 2% "OTP Map For OEM" &7 Not Support
RK3308/PX30/RK3326/RK3358 .k Not Support
RK3566/RK3568 A & Not Support
RK3588 Eill= Support
RK3528/RK3562 S Not Support
RV1106 il Not Support

3.2.2 T T4

P #454:2% (Rockchip_Developer_Guide_ TEE_SDK_CN.md) X#%4, ZWiFI&1T rk_tee_user/ H3% FHICA

TARF, Demoi&Z1k_tee_user/v2/ta/rk_test/rktest_otp.c, firktest_otp.c XXIFATEEN EREAETAHIE FH LA
NERELENTT,

FKEY Protected OEM Zone Size

static TEE_Result get_oem_otp_size(uint32 t *size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0Ox40, Ox03, 0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_OUTPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;
res = TEE_InvokeTACommand(sta_session, 0, 160, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);
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*size = taParams[0].value.a;

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

132HY Protected OEM Zone

/‘k

* read_offset: [WEXEMO - (size - 1)
* read_data: ZSEUEMHHTAHE A&

* read_data_size: BEEUKE, DAFT NN
*/

static TEE_Result read_oem_otp(uint32_t read_offset, uint8 t *read_data, uint32_ t

read_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0Ox40, Ox03, O0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = read_offset;
taParams[1].memref.buffer = read_data;
taParams[1] .memref.size = read_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 130, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);



sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

J5e5 Protected OEM Zone

/%
* write offset: {WEEXFIMO - (size - 1)
* write data: SEUEMHTAHFE R
* write_data_size: W5 KE, LTI NEAL
*/
static TEE_Result write_oem_otp(uint32_t write_offset, uint8_t *write_data,
uint32_t write_data_size)
{
TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0x4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_MEMREF_INOUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = write_offset;
taParams[1].memref.buffer = write_data;
taParams[1].memref.size = write_data_size;

res = TEE_InvokeTACommand(sta_session, 0, 140, nParamTypes,
taParams, &origin);
if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned 0x%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;



S [4] Protected OEM Zone %5 W1HE

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

+i

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_oem_otp_write_lock(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ ox8f, 0x40, Ox03, O0x07, Oxae, 0x86, 0Ox4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = OEM_OTP_WRITE_LOCK;

//disable Protected OEM Zone write from 0 to 511

taParams[0].value.b = 0;

res = TEE_InvokeTACommand(sta_session, ©, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

//disable Protected OEM Zone write from 512 to 1023

taParams[0].value.b = 1;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned 0x%x\n", res);



//disable Protected OEM Zone write from 1024 to 1535

taParams[0].value.b = 2;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;

LR TA f#H Protected OEM Zone 2% Demo:

TEE_Result demo_for_oem_otp(void)

{

TEE_Result res = TEE_SUCCESS;
uint32_t otp_size = 0;

res = get_oem_otp_size(&otp_size);

if (res != TEE_SUCCESS) {
EMSG("get_oem_otp_size failed with code 0x%x", res);
return res;

}
IMSG("The OEM Zone size is %d byte.", otp_size);

uint32_t write_len = 2;
uint8 t write_data[2] = {Oxaa, 0Oxaa};
uint32_t write_offset 0;

res = write_oem_otp(write_offset, write_data, write_len);
if (res != TEE_SUCCESS) {
EMSG("write_oem_otp failed with code Ox%x", res);
return res;

}

nParamTypes,

IMSG("write_oem_otp succes with data: 0x%x, Ox%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = read_oem_otp(read_offset, read_data, read_len);
if (res != TEE_SUCCESS) {
EMSG('"read_oem_otp failed with code Ox%x", res);
return res;

}

IMSG("read_oem_otp succes with data: Ox%x, 0x%x", read_data[0],
read_data[1]);

return res;



3.3 Non-Protected OEM Zone

1%OEM ZoneXIHA] DA#U-BootflUserSpacell [, #iESRBEIELZ 2 ARNTFH,

H1TNon-Secure OTPIX IS HU/NA K 2 R FEEH A,  HFi{E5F & Non-Secure OTPH il F OEM Zone[X.
B, *FNon-Secure OTPI%H i B OEM Zone XK E &, FHF XA TEU-BootflUserSpacels:5 OTPHI 75
3K, ATCAHEFIZ0EM Zone[X 35,

3.3.1 3ZFER

Non-Protected OEM Zone
Length

Platform

RK3308/PX30/RK3326/RK3358/RK3566/RK3568/RK3588/RV1106 2% "OTP Map For OEM" F& i

RK3528/RK3562 [k
3.3.2 i 751k
3.3.2.1 U-Boot il /51

U-Boot 132HX Non-Protected OEM Zone, 1% u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_read_oem_ns_otp FRIER

U-Boot %5 Non-Protected OEM Zone, 1#&1J& u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_write_oem_ns_otp FK%{

PA RS2 U-Boot {8 Non-Protected OEM Zone 2% Demo:

uint32_t demo_for_oem_ns_otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32_t write_len = 2
uint8_t write_data[2]
uint32_t write_offset =

I ~-

{06xbb, 0xbb};
0;

res = trusty_write_oem_ns_otp(write_offset, write_data, write_len);
if (res != TEEC_SUCCESS) {
printf("trusty _write_oem_ns_otp failed with code 0Ox%x", res);
return res;

}

printf("trusty_write_oem_ns_otp succes with data: Ox%x, 0x%x", write_data[0],
write_data[1]);

uint32_t read_len = 2;
uint8_t read_data[2];
uint32_t read_offset = 0;

res = trusty_read_oem_ns_otp(read_offset, read_data, read_len);
if (res != TEEC_SUCCESS) {

printf("trusty_read_oem_ns_otp failed with code 0x%x", res);
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return res;

}
printf("trusty_read_oem_ns_otp succes with data: 0x%x, Ox%x", read_data[0],
read_data[1]);
return res;

3.3.2.2 UserSpace {#iJH /5%

UserSpace 132’5 Non-Protected OEM Zone 7 i%:

AR S8 71525 Non-Protected OEM Zone 3X#f), 7#1E kernel/drivers/nvmem/rockchip-secure-otp.c
SR 2 AR ik

P E R IEE Non-Protected OEM Zone X3, iEZ2%E L N .
L. FIAFF S T TEESKXS,
HRIANKT RSB desi IR0 T a0 R A
firmware {
optee: optee {
compatible = "linaro,optee-tz";
method = "smc";

i
};

config FHEINPAN /ML E -

CONFIG_TEE=y
CONFIG_OPTEE=y
i L /dev/tee0 1 /dev/teepriv0 15 5, WEATEEIR SN EFF 5.
2. WIAJT)E T35 Non-Protected OEM Zone X3/,
A NAEB disi I T 40 R s
secure_otp: secure-otp {
compatible = "rockchip, secure-otp";

rockchip, otp-size = <32>;#MHANIZEBITNFEE Non-Protected OEM Zone 3EFRK
/N

3
config FRIIPA FECE :
CONFIG_NVMEM_ROCKCHIP_SEC_OTP=y

+1 BB /sys/bus/nvmem/devices/rockchip-secure-otp0/nvmem 19 55, 15iAHI2E Non-Protected OEM Zone JX
H;MEHE,

3. 132E Non-Protected OEM Zone

/*
* @offset: offset from Non-Protected OEM Zone, MUST be 4 bytes aligned
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* @buf: buf to store data which read from Non-Protected OEM Zone
* @len: data len in bytes, MUST be 4 bytes aligned

*/
int

{

out:

rockchip_otp_non_protected_oem_read(int offset, char *buf, int len)
int fd = 0, ret = 0;
/* MUST be 4 bytes aligned */
if ((offset % 4) || (len % 4))
return -1,
fd = open("/sys/bus/nvmem/devices/rockchip-secure-otp@/nvmem", O_RDONLY);
if (fd < 0)
return -1;
ret = lseek(fd, offset, SEEK_SET);
if (ret < 0)
goto out;
ret = read(fd, buf, len);

close(fd);

return ret;

4. B¢E Non-Protected OEM Zone

/*

* @offset: offset from Non-Protected OEM Zone, MUST be 4 bytes aligned
* @buf: data buf for write
* @len: data len in bytes, MUST be 4 bytes aligned

*/
int

{

out:

rockchip_otp_non_protected_oem_write(int offset, char *buf, int 1len)
int fd = 0, ret = 0;
/* MUST be 4 bytes aligned */
if ((offset % 4) || (len % 4))
return -1;
fd = open("/sys/bus/nvmem/devices/rockchip-secure-otp@/nvmem", O_WRONLY);
if (fd < 0)
return -1;
ret = lseek(fd, offset, SEEK_SET);
if (ret < 0)
goto out;
ret = write(fd, buf, 1len);

close(fd);

return ret;

5. 525 Demo



void demo(void)

{
char wbuf[4] = { 0, 1, 2, 3};
char rbuf[4];
int ret = 0;
ret = rockchip_otp_non_protected_oem_write(0, wbuf, sizeof(wbuf));
if (ret < 0) {
printf("write non protected oem fail!\n");
return;
}
ret = rockchip_otp_non_protected_oem_read(0, rbuf, sizeof(rbuf));
if (ret < 0) {
printf("read non protected oem fail!\n");
return;
}
}

W a] DU hexdump P ERL R

# busybox hexdump -C -v /sys/bus/nvmem/devices/rockchip-secure-otp@/nvmem
00000000 060 01 02 03 00 OO GO OO0 00 00 OO0 OO OO0 00 00 OO0 |...viiwirnrrrnns |

00000010 00 0O OO GO GO OO0 00 OO0 00 00 00 00 00 00 00 OO0 |......vvvvuiunnnn |
00000020

PIZARE LS Non-Protected OEM Zone R3], iE5% DA N

UserSpace Fi ' #555% (Rockchip_Developer_Guide TEE_SDK_CN.md) ~#%4, #mi¥ rk_tee_user/ H3&
THICANH, RETECAHZSH

rk_tee_user/v2/host/rk_test/rktest.c H invoke_otp_ns_read I invoke_otp_ns_write EREXSLZEL,
3.4 OEM Cipher Key

ZOEM ZoneXIBH T P&, BHA—HS NARAER, HP RS %GR AR E B AT
fRERE, MIRIERAARNTEE, RARBRE RIS ERBEEL, F5 R OMEER R AU-Boot
FlUserSpaceifil i,

3.4.1 ZFEE

Platform OEM Cipher Key Length Is Support Hardware Read
RV1126/RV1109 2% "OTP Map For OEM" 7 Not Support
RK3566/RK3568 Ak Not Support

RK3588 Gl Support

RK3528/RK3562 [l Support

RV1106 Cils

Not Support
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3.4.2 {751k

3.4.2.1 U-Boot il 75 1%

U-Boot %5 OEM Cipher Key, &1 u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_write_oem_otp_key K%Y,

PRI uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id, uint8_t *byte_buf, uint32_t
byte_len)™ key_id £Z5FU1 TR :

enum RK_OEM_OTP_KEYID

3

RK_OEM_OTP_KEYO =
RK_OEM_OTP_KEY1
RK_OEM_OTP_KEY2
RK_OEM_OTP_KEY3 = 3,

RK_OEM_OTP_KEY_FW = 10, //keyid of fw_encryption_key
RK_OEM_OTP_KEYMAX

4

4

1
W N BP O~

4

FIFRFEEY RS RK_OEM_OTP_KEY0, RK_OEM_OTP_KEY1, RK_OEM_OTP_KEY2,
RK_OEM_OTP_KEY3; RV1126/RV1109 &SN HHRE RK_OEM_OTP_KEY_FW %4,
RK_OEM_OTP_KEY_FW %A 32 T BootROM fi#% Loader [E£F, FI AT DA %2 5 A 5544
PEEE R Kernel [E 1,

PAR/2U-Bootk%5 OEM Cipher Key 2% Demo:

uint32_t demo_for_trusty write_oem_otp_key(void)

{

uint32_t res;

uint8_t key[16] = {
0x53, 0x46, Ox1f, 0x93, 0Ox4b, 0x16, Ox00, 0x28,
Oxcc, 0x34, Oxbl, 0x37, O0x30, 0xa4, 0x72, 0x66,

}:

res = trusty_write_oem_otp_key(RK_OEM_OTP_KEYO, key, sizeof(key));
if (res)

printf("test trusty write_oem_otp_key fail! 0x%08x\n", res);
else

printf("test trusty_write_oem_otp_key success.\n");
return res;

U-Boot H|Wi 2 75 E£2%545 OEM Cipher Key, 1&1d] u-boot/lib/optee_clientApi/OpteeClientInterface.c Hf
trusty_oem_otp_key_is_written PR,

PAR /2 U-BootH|WT 2 & B85S OEM Cipher Key 2% Demo:
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void demo_for_trusty_oem otp_key_is written(void)

{
uint8_t value;
uint32_t res = trusty_oem_otp_key_is_written(RK_OEM_OTP_KEYO, &value);
if (res == TEEC_SUCCESS) {
printf("oem otp key is %s", value ? "written" : "empty");
} else {
printf("access oem otp key fail!");
}
}

H657 ¥ &1t X ¥ Hardware Read DJRE, Fi 7] BAJEFH u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_set_oem_hr_otp_read_lock PRIER,

Vi R BUE CPUK TCA R T RNZ 5,  BAEHE N B E Z ek 2t R NEH, k8= H5CPU
FRESHE Y, AT DL E S BOZ % D cryptof B TINR S8,  2FRK3588 (L1172
RK_OEM_OTP_KEY0, RK_OEM_OTP_KEY1, RK_OEM_OTP_KEY2, {Fii/Hi%H%lG 8% CPU Xf
OTP H LSRR, A Secure Boot, Security Level 5515 LA 5 IR, T LUH 173 ik
JaSEANEHEGOTP GG I 1% 5L,  #1RK358814/HHI/ERK_OEM_OTP_KEY3M, iHIZHEAS
IO TP Efth 417 1525 PR,

PA /& RK3588 Y& U-Boot f# ] Hardware Read DJHEZ% Demo:

uint32_t demo_for_trusty_set_oem_hr_otp_read_lock(void)

{
uint32_t res;
res = trusty_set_oem_hr_otp_read_lock(RK_OEM_OTP_KEYQ);
if (res)
printf("test trusty_set_oem_hr_otp_read_lock fail! 0x%08x\n", res);
else
printf("test trusty_set_oem_hr_otp_read_lock success.\n");
return res;
}

U-Boot f#ifHOEM Cipher Key} /T hNf#% 0, 158 u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_oem_otp_key_cipher FFI%{,

AT /2U-Boot{# | OEM Cipher Key 2% Demo:

uint32_t demo_for_trusty oem_otp_key cipher(void)
{
uint32_t res;
rk_cipher_config config;
uintptr_t src_phys_addr, dest_phys_addr;
uint32_t key_id = RK_OEM_OTP_KEYO;
uint32_t key_len = 16;
uint32_t algo = RK_ALGO_AES;
uint32_t mode = RK_CIPHER_MODE_CBC;
uint32_t operation = RK_MODE_ENCRYPT;
uint8_t iv[16] = {
0x10, 0x44, 0x80, 0xb3, 0x88, Ox5f, 0x02, 0x03,
0x05, 0x21, O0x07, 0xc9, Ox44, 0x00, 0x1b, 0x80,
3
uint8_t inout[16] = {
0xc9, 0x07, 0x21, Ox05, 0x80, Ox1lb, 0x00, 0x44,



Oxac, 0x13, Oxfb, 0x23, 0x93, 0x4a, 0x66, 0xe4,
3

uint32_t data_len = sizeof(inout);

config.algo = algo;

config.mode = mode;
config.operation = operation;
config.key_len = key_len;
config.reserved = NULL;
memcpy(config.iv, iv, sizeof(iv));

src_phys_addr = (uintptr_t)inout;
dest_phys_addr = src_phys_addr;

res = trusty_oem_otp_key_cipher(key_id, &config,
src_phys_addr,
dest_phys_addr,
data_len);
if (res)
printf("test trusty_oem_otp_key phys_cipher fail! 0x%08x\n", res);
else
printf("test trusty_oem_otp_key phys_cipher success.\n");

return res;

3.4.2.2 UserSpace i FHl 75 1%

UserSpace Yiii%¢ 5 #1181 OEM Cipher Key 5 U-Boot W28, EHEEFIZH A U-Boot 55 AlfE
OEM Cipher Key 7%,

UserSpace Fi 155 FI{# F OEM Cipher Key 1523 librkcrypto/demo/demo_otpkey.c, librkeryptoiFS A1~
4 (Rockchip_Developer_Guide_Crypto_ HWRNG_CN.pdf) ERIAE K EISDKH,

Android* V-5 librkcryptoiif57Ehardware/rockchip/ H 3% T,

Linux*(- 5 librkcryptofffS fEexternal/ H 3% T

3.5 OTP Life Cycle

#l o F- B SZHFOTP Life Cycle, HAFH 2 HIOTPHEHEEA R AL v B A B AR F A7 RAXFR

3.5.1 3ZFP-H
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Platform OTP Life Cycle Type B

BlankF BB B Em RS R, Missioned[¥ B
REPIR AR, BEBRMRGER, SR
B AT DAEREE ANMRARRE B, AFRAXBR T B ANRE
RK3588 Blank/Tested/Provisioned/Missioned ¥ ANEIBRIT B, 57t IN /& Provisionedf
B, OEMW] LUEEHE AMissionedfT B, OEMM
Provisioned1 Bt AMissionedM R 5, &5
OTPEHE G ARG A LA,

3.5.2 BURRAL B

DA HRK3588 OTPAE Provisionedt B FMissioned i BX YR E RFRFIR, HH Rw £RA[EE, R RRH
I
bt Provisioned Missioned i

Secure e
# F P 3 Z i Secure BootZfE, T E I A Secure BootHIAE /G A RE B EROTP

Boot 1
Enabl RW R Life Cycle, Secure Booti¥ I
nable
- <<R0ckchip_Developer_Guide_Secure_Boot_Application_Note_EN.Ind>>
ag
RSA
Public RW R Ik
Hash
Securit P RIS 7 AR IRE, 7RSI Security Level |54 E B LOTP
ecuri
Level Y RW R Life Cycle, Security Levelil. {Rockchip_Developer_Guide_TEE_SDK_CN)
eve
PLE
OEM s gy
. TEERE Y X , .
Cipher RW IR £ OEM Cipher Key F& i
Key0-2
Fw N
) TCE N . SN L2 s i
encryption ~ RW - FZH T IN% Loader[&EfF, BootRom/H N} B 210 F %2 H 2
key
3.5.3 75Tk

H A #EROTP Life Cycle REEMEZ 2 HFENR, B EIGOTP Life Cycle \Provisioned [T EX ¥ Missioned [t
B, HP#&EE2% (Rockchip_Developer_Guide TEE_SDK_CN.md) XA4Y4, ZWi¥I&17 rk_tee_user/ H% T
HICA TANH, SASFETAHEFH DA BB AT,

enum rk_otp_flag_type {
LIFE_CYCLE_TO_MISSIONED,
OEM_OTP_WRITE_LOCK,

}

#define CMD_SET_OTP_FLAGS 170

static TEE_Result set_otp_life_cycle_to_missioned(void)
{

TEE_UUID sta_uuid = { 0x527f12de, 0x3f8e, 0x434f,

{ ox8f, 0x40, Ox03, 0x07, Oxae, 0x86, 0x4b, oxaf } };
TEE_TASessionHandle sta_session = TEE_HANDLE_NULL;
uint32_t origin;
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TEE_Result res;
TEE_Param taParams[4];
uint32_t nParamTypes;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

res = TEE_OpenTASession(&sta_uuid, O, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE_SUCCESS)
{
EMSG("TEE_OpenTASession failed\n");
return res,;

nParamTypes = TEE_PARAM_TYPES(TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE,
TEE_PARAM_TYPE_NONE) ;

taParams[0].value.a = LIFE_CYCLE_TO_MISSIONED;

res = TEE_InvokeTACommand(sta_session, 0, CMD_SET_OTP_FLAGS, nParamTypes,
taParams, &origin);

if (res != TEE_SUCCESS)

{
EMSG("TEE_InvokeTACommand returned Ox%x\n", res);

TEE_CloseTASession(sta_session);
sta_session = TEE_HANDLE_NULL;

return TEE_SUCCESS;
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